
NOT FOR QUOTATION 
WITHOUT PERMISSION 
OF THE AUTHOR 

VALUES AND RISKS 

A Research  P r o p o s a l  f o r  IIASA 

# 

M. -E l i . sabe th  P a t e  

September 1979 
WP-79-94 

Working P a p e r s  a r e  i n t e r i m  r e p o r t s .  on work o f  t h e  
I n t e r n a t i o n a l  I n s t i t u t e  f o r  Appl ied  Systems A n a l y s i s  
and have r e c e i v e d  o n l y  l i m i t e d  review.  V i e w s  o r  
o p i n i o n s  e x p r e s s e d  h e r e i n  do n o t  n e c e s s a r i l y  r e p r e -  
s e n t  t h o s e  o f  t h e  I n s t i t u t e  o r  o f  i t s  N a t i o n a l  Member 
O r g a n i z a t i o n s .  

INTERNATIONAL INSTITUTE FOR APPLIED SYSTEMS ANALYSIS 
A-2361 Laxenburg, A u s t r i a  





FOREWORD 

The i s s u e  o f  r i s k  ha s  been a focus  o f  a t t e n t i o n  i n  t h e  l a s t  
few y e a r s ,  i n  p a r t i c u l a r  i n  f i e l d s  where new t e c h n o l o g i e s  were 
i n t roduced ,  w i t h  g r e a t  promises  of  reward b u t  a l s o  i n v o l v i n g  
hazards  t h a t  s o c i e t y  ha s  sometimes shown some r e l u c t a n c e  t o  
a c c e p t .  Policy-making i n  t h e  p u b l i c  s e c t o r ,  f o r  t h o s e  domains 
where r i s k s  have t o  b e  balanced w i t h  economic c o s t s  o r  b e n e f i t s ,  
i m p l i c i t l y  o r  e x p l i c i t l y  i n v o l v e s  a system o f  v a l u e s .  

IIASA h a s  been concerned w i t h  and invo lved  w i th  t h e s e  problems 
f o r  some t i m e .  A s u b s t a n t i a l  amount o f  work was done i n  t h e . E n e r g y  
Program i n  con junc t i on  w i t h  IAEA. The Management and Technology 
Area ha s  been invo lved  i n  t h e s e  s t u d i e s ,  and i s  c u r r e n t l y  engaged 
on a major p r o j e c t  concern ing  t h e  management o f  h i g h - r i s k  techno- 
l o g i c a l  s i t u a t i o n s  ( o i l  blow-outs,  n u c l e a r  r e a c t o r s ,  L N G  p l a n t s ) .  
The S.D.S. a r e a  i s  concerned w i t h  methodolog ica l  a s p e c t s ,  and 
every  Area and program is  t a c k l i n g  problems of  a  r i s k - l i k e  
s t r u c t u r e .  Accordingly ,  s e r i o u s  c o n s i d e r a t i o n  i s  b e i n g  g iven  t o  
t h e  p o s s i b i l i t y  o f  expanding and c o o r d i n a t i n g  t h e s e  i n t e r e s t s  t o  
form an IIASA program. 

This  paper  t h e r e f o r e  r e p r e s e n t s  a  s t a g e  i n  t h e  p r o c e s s  o f  
deve lop ing  such  a program. It has  been prepared  by P r o f e s s o r  



Marie-Elisabeth pat;, a visiting scholar to IIASA, jointly 
within the ,YMT and SDS Areas. It is a proposal for a large IIASA 
study aimed at exploring the relation between values and risks; 
comparing risks and policies in different sectors, looking into 
the problems of risk valuation and eventually comparing different 
solutions of risk management, those are the goals of this pro- 
posal. In this paper the issues that could be addressed in the 
IIASA framework are identified and research directions suggested. 

At' the time of preparing this Foreword the formulation 
process has gone a stage further with the preparation*of a 
further document,(incorporating much of Professor Pate's ideas), 
for consideration by the IIASA Council. 



ACKNOWLEDGEMENTS 

The h e l p  and e x p e r i e n c e  of  s e v e r a l  IIASA members a r e  
g r a t e f u l l y  acknowledged, even though t hey  may n o t  e n t i r e l y  
a g r e e  w i t h  t h e  a u t h o r  on  a l l  i s s u e s  r a i s e d  h e r e .  

B r i an  Ar thu r  whose background document on  r i s k  problems 
was a p r e c i o u s  s t a r t i n g  p o i n t .  John La th rop  whose d i s c u s s i o n s  
and comments w e r e  most u s e f u l .  B i l l  C l a rk  who he lped  broaden 
t h e  scope o f  t h i s  paper  and p rov ided  t h e  background i n f o r m a t i o n  
on d rug  r e l e a s e  and Andrzej  Wierzb ick i  who i n i t i a t e d  t h i s  pro-  
p o s a l .  

S p e c i a l  thanks  a r e  due t o  Rol fe  Tomlinson who i n t r o d u c e d  
t h e  a u t h o r  t o  IIASA i n  t h e  Management and Technology Area.  

Th i s  paper  does  n o t  i n c l u d e  a l i s t  of  r e f e r e n c e s .  I t  w a s  
n o t  f e a s i b l e  i n  t h e  a v a i l a b l e  t i m e  and is  l e f t  f o r  t h e  p r epa ra -  
t i o n  o f  a more complete  document. 





VALUES AND RISK 

A Research Proposal for IIASA 

PRINCIPLES 

The following program, proposed for IIASA on the issues of 
"Values and Risk" relies on a few principles that I would like 
to clarify first. 

1. Risk 

What is understood here by "risk" is a characterization of 
the effects of a hazard, both in terms of possibilitv of 
occurzence--probabilistic description if feasible--and 
magnitude o f  the consequences o f  a dangerous event. 

2. Risk Analysis 

Risk analysis is a tool for policy analysis, that is a 
decision tool for public measures, such as regulation, 
licensing, investment in research. It can possibly be a 
design tool for those systems whose reliability is essential, 
whatever their nature, and whose complexity does not allow 
intuitive perception of their critical features. It 
involves, anyhow, comparison of alternatives. 

3. Value of Information 

Risk analysis should not be used to justify a decision 
already made. The public has shown skepticism with respect 
to risk analysis results and in some cases, rightly so. 
Obvious biases and unstated assumptions have helped neither 
the different fields of ap~lication nor the credibility of 
the tool itself. They only alter the value of information 
that risk analysis provides. If one wants to make risk 
analysis results credible in the future, and risk analysis 
usable at all, that credibility has to be assured. The 
first thing is thus to set goals and standards for risk 
analysis itself. Separating analysis and value judgment, 



c l e a r l y  s t a t i n g  r i s k  c o m p a r a b i l i t y  c r i t e r i a  and i n t e g r a t i n g  
conf l i c t i n q  e x p e r t  o p i n i o n s  r e p r e s e n t s  t h e  f i r s t  s t e p .  
T h i s ,  o f  c o u r s e ,  means unders tand ing  p u b l i c  op in ion  r a t h e r  
t h a n  t r y i n g  t o  man ipu l a t e  it. I n  t h e  long  t e r m ,  it i s  t h e  
o n l y  val id--and t h e  l e a s t  na ive+-course  o f  a c t i o n .  From 
any e t h i c a l  and even s t r a t e g i c  p o i n t  of  view, it i s  t h e  
o n l y  j u s t i f i a b l e  one .  

4 .  S tandard  S e t t i n g  i n  Unce r t a in ty  

A c l e a r  and c o h e r e n t  p o l i c y  o f  t h e  s t a t e  as r e g a r d s  r i s k  
management would be q u i t e  b e n e f i c i a l  f o r  t h e  economic 
s e c t o r s  invo lved .  But overconf idence  i n  r i s k  estimates 
can  l e a d  t o  dub ious  r e s u l t s .  P u b l i c  p o l i c y  shou ld  be  
f l e x i b l e  enough t o  a l l o w  p r o t e c t i o n  o f  t h e  people  i n  t h e  
f r e q u e n t  c a s e s  where l a t e r  expe r i ence  p rov ide s  a d d i t i o n a l  
i n fo rma t ion  f o r  r i s k  assessment .  One o f  t h e  g o a l s  h e r e  i s  
t h u s  t o  e x p l o r e  what s o r t  o f  coherence  i s  d e s i r a b l e  among 
t h e  s t a n d a r d s  s e t  i n  t h e  d i f f e r e n t  s e c t o r s .  T h i s  would 
avo id  i n t e r m i n a b l e  and c o s t l y  d e l a y s .  But a t  t h e  same 
t i m e ,  it i s  e s s e n t i a l  t o  be aware o f  t h e  l i m i t s  o f  knowledge 
and t o  a l l ow  f o r  upda t i ng  and d e c i s i o n s .  

5 .  Risk Management and I n s t i t u t i o n s  

The s t u d y  of  t h e  i n s t i t u ' t i o n a l  framework o f  r i s k  management 
i s  impor tan t :  t h e  r e s u l t s  should  l e a d  t o  implementable 
p o l i c i e s .  But no r i s k  e v a l u a t i o n ,  a ccep t ance  o r  r e g u l a t i o n  
should  be i r r e v o c a b l y  bound t o  e x i s t i n g  i n s t i t u t i o n s .  The 
r e s u l t s  of  a  r i s k  a n a l y s i s  should  indeed  a l l o w  d e t e r m i n a t i o n  
o f  whether  o r  n o t  a  m o d i f i c a t i o n  o f  t h a t  framework might  be 
d e s i r a b l e ,  provided a l l  i t s  o t h e r  i m p l i c a t i o n s  a r e  cons ide r ed .  

6 .  The Nuclear  Exper ience  

The r i s k  i s s u e s  i n  t h e  n u c l e a r  f i e l d  are loaded  w i t h  s o  many 
p o l i t i c a l  p a s s i o n s  t h a t  it seems v i t a l ,  a t  t h e  beg inn ing  o f  
such  a  program, t o  back away from it ,  wi thou t  f o r g e t t i n g  t h e  
l e s s o n s  provided by such s t u d i e s  a s  WASH 1400. The n u c l e a r  
problem r e p r e s e n t s  o n l y  one a s p e c t  of t h e  s o c i e t a l  r i s k  w i t h  
i t s  own s p e c i f i c i t i e s  and d i f f i c u l t i e s .  

7 .  !?Jar a s  a  P o t e n t i a l  Outcome o r  a s  an E x t e r n a l  F a c t o r  

The most d r e a d f u l  r i s k  t h a t  modern s o c i e t y  f a c e s  i s  war. - 
Y e t ,  it i s  o f t e n  ignored--as  t o o  y a i n f u l  t o  face-- in  r i s k  
a s se s smen t s ,  t h a t  i s ,  as a  p o s s i b l e  outcome o f  some d e c i s i o n s ,  
o r  a s  an e x t e r n a l  f a c t o r  c apab l e  o f  worsening an  e x i s t i n g  
r i s k .  The i s s u e  canno t  and should  n o t  be i gno red ,  i n  
p a r t i c u l a r  i n  t h e  i n t e r n a t i o n a l  s e t t i n g  o f  IIASA. 

8.  Research D i r e c t i o n  

A cho i ce  ha s  t o  be made i n  t h e  g e n e r a l  d i r e c t i o n  o f  r e s e a r c h  
between t h r e e  a l t e r n a t i v e s :  
-- s tudy ing  f i r s t  t h e  g e n e r a l  framework of  r i s k  a n a l y s i s  

and comparab i l i t y  of r i s k ,  t h e n  examining t h e  s p e c i f i c  
problems of v a r i o u s  f i e l d s  of a p p l i c a t i o n ;  



-- o r  t h e  r e v e r s e ,  t h a t  i s  conduc t ing  f i r s t  s e v e r a l  p r a c t i -  
ca l  s t u d i e s  i n  s p e c i f i c  f i e l d s  o f  r e s e a r c h ,  t h e n  obse rv -  
i n g  and g u i d i n g  t h e  emergence o f  a  g e n e r a l  methodology; 

-- c o n d u c t i n g  and c o o r d i n a t i n g  a t  t h e  same t i m e  methodo- 
l o g i c a l  s t u d i e s  and a p p l i c a t i o n  t o  s p e c i f i c  f i e l d s  . 

1,recomrnend t h e  t h i r d  s o l u t i o n  f o r  t h e  f o l l o w i n g  r e a s o n :  
a  framework o f  a n a l y s i s ,  c o h e r e n t  a c r o s s  t h e  d i f f e r e n t  f i e l d s  o f  
a p p l i c a t i o n ,  h a s  t o  be developed t o  a l l o w  comparison o f  r e s u l t s  
and p o l i c i e s .  But me thodo log ica l  problems are easier t o  g r a s p  
on c o n c r e t e  examples.  C o o r d i n a t i o n  w i l l  t h u s  be  t h e  key p o i n t ,  
t o  make s u r e  t h a t  everyone b e n e f i t s  from t h e  d i f f e r e n t  methodo- 
l o g i e s  u s e d  by e a c h  group.  But it shou ld  be  k e p t  i n  mirid t h a t  
one  of  t h e  most c r i t i c a l  problems posed by r i s k  a n a l y s i s  i s  t h e  
u s e  t h a t  can  be  made of i t s  r e s u l t s .  A f t e r  an  in -dep th  l i t e r a t u r e  - 
s u r v e y ,  and w h i l e  s t u d y i n g  t h e  p a r t i c u l a r i t i e s  of s p e c i f i c  r i s k s ,  
I t h i n k  t h a t  i t  i s  e s s e n t i a l  t o  examine t h e  d i f f e r e n t  forms t h a t  
can be  g i v e n  t o  t h e  r e s u l t s ,  t h e i r  c o m p a r a b i l i t y ,  and t h e  i m p l i -  
c a t i o n  o f  u s i n g  d i f f e r e n t  c r i t e r i a  f o r  t h e  assess r . en t  o f  p u b l i c  
p o l i c i e s .  I n  p a r t i c u l a r ,  it i s  i m p o r t a n t  t o  make e x p l i c i t  t h e  
v a l u e s  t h a t  are a t  s t a k e  i n  t h e  a c c e p t a n c e  o f  p o l i c i e s  i n v o l v i n g  
r i s k .  Those v a l u e s  d e t e r m i n e  t h e  l i m i t s  o f  d e c i s i o n  power between 
t h e  s t a te  and t h e  c i t i z e n  ( e . g . ,  i n d i v i d u a l  freedom, s o c i a l  
j u s t i c e  and e q u i t y )  and t h e  r e s o l u t i o n  o f  c o n f l i c t s  o f  o b j e c t i v e s  
between d i f f e r e n t  g roups  and i n d i v i d u a l s .  There  i s  a p o l i t i c a l  
component i n  t h e  r i s k  management q u e s t i o n ;  it h a s  t o  b e  f a c e d  
a t  t h a t  e a r l y  s t a g e .  

BACKGROUND 

I .  The Risk  I s s u e  

The i s s u e  of  r i s k ,  i n  p a r t i c u l a r  t h e  r i s k  a t t a c h e d  t o  a new 
techno logy ,  h a s  r e c e i v e d  i n c r e a s e d  a t t e n t i o n  i n  t h e  l a s t  twen ty  
y e a r s .  There  are d i f f e r e n t  r e a s o n s  f o r  t h a t .  Some are a t t a c h e d  
t o  t h e  r e a l i t y  of  new s c a l e  of  man-made hazards--power o f  t echno-  
l o g i c a l  means, complex i ty  o f  t h e  sys tems  t h a t  t h e y  a f f e c t ,  l a r g e  
s c a l e  o f  t h e  e f f e c t s .  Some are a t t a c h e d  t o  t h e  growing w e a l t h  
o f  some r e g i o n s  o f  t h e  wor ld  and t h e  f a c t  t h a t  means o f  m i t i g a t i o n  
have been t e c h n i c a l l y  deve loped  and become economica l ly  a c c e s s i b l e  
--one c a n  " a f f o r d "  t o  i n v e s t  i n  p r o t e c t i o n  a q a i n s t  e a r t h q u a k e s .  
Some a r e  a t t a c h e d  t o  t h e  p e r c e p t i o n  of  t h e  r i s k :  t h e  m a s s  media 
have made t h e  i n f o r m a t i o n  a b o u t  a c c i d e n t s  and c a t a s t r o p h e s  
a c c e s s i b l e .  Some have l i t t l e  t o  d o  w i t h  r i s k  i t s e l f ,  b u t  t h e  
i s s u e  o f  r i s k  becomes a p o i n t  of  c r y s t a l l i z a t i o n  of  a d e e p e r  d i s -  

, enchantment  w i t h  r e s p e c t  t c  t e c l ~ n i c a l  p r o g r e s s  v s .  q u a l i f y  o f  
l i f e .  

I n  any c a s e ,  real  o r  p e r c e i v e d ,  t h e  q u e s t i o n  of  r i s k  c a n n o t  
b e  r e g a r d e d  a s  a mere f a n t a s y  of  t h e  p u b l i c  o p i n i o n .  There  i s  a 
need f o r  r i s k  m i t i g a t i o n  measures ,  and a need f o r  c o h e r e n c e  among 
t h o s e  measures.  

2 .  R i s k  A n a l y s i s  and D e c i s i o n  A n a l y s i s  

The b o r d e r  l i n e  i s  v e r y  t h i n  between t h e  two d i s c i p l i n e s  



The results of risk analysis can be considered as a piece of 
information to be provided to the decision-maker or to the 
public and irltrociuced into the institutional channel, "free" 
of value judgment; or the results of risk analysis may include 
those value judgments and lead to more complete recommendations 
regarding the decision. 

The decision analysis methodology as developed, in particular 
in the U.S., relies on four phases of study: 

-- A deterministic phase, which involves structuration of 
the yroblem, deep study of causalities and identification 
of alternatives; 

-- A probabilistic phase, which involves encoding the 
probabilities of critical variables and deriving the 
probabilities of the possible outcomes; 

-- An information phase, which may lead to the decision to 
gather more information; and 

-- A valuation process in which the decision-maker's risk 
attitude and value syster, are made explicit, in order 
to evaluate the consequences of each outcome. 

There are roughly two schools of thought as far as the. valuation 
question is concerned--both within the framework of util'ity 
theory: the "single attribute" method (Howzrd), where a single 
bbjective function is designed, thus assuming a uniform risk 
attitude for all the attributes, and the "multi attribute" method 
(Raiffa, Keeney), that keeps the different elements of the outcomes 
separate--e.g., time vs. money--and defines the valuation function 
over the set of those attributes. 

That decision analysis method is more particularly suited 
for single decision problems. It does not explicitly involve a 
phase of risk management per se, and for instance, the dynamic 
aspect of sequential or corrected decisions. 

The Eastern European approach relates rather to the techniques 
of cooperative games and to control theory, as regards in parti- 
cular the problems of dynamic implementation, with possible modi- 
fication of goals as new experience and information are gathered. 

When the decision belongs to a single person, rrtility 
functions can be constructed that reflect the individuals prefer- 
ences and the single decision problem is solved. When it comes 
to public decisions the valuation question relies on a basic set 
of political, ethical and philosophical principles and also on 
the way the institutions are designed to deal with collective 
decisions. It is the whole question of risk management in the 
proposed study. 

Including risk in a decision of the public sector thus in- 
volves at least three elements: 

-- risk assessment, that includes a deterministic and a 
probabilistic analysis of the question; 

-- risk evaluation, that involves the introductlo:~ of value 
judgments, risk attitude, political principles, 



t r a d e o f f  s among t h e  d i f f e r e n t  a t t r i b u t e s  o f  t h e  
d e c i s i o n  and c o n f l i c t i n a  p o l i c v  n o a l s ,  and. 

-- r i s k  management; whi th  means t h e  c h o i c e  and t h e  imple-  
men t a t i on  o f  p u b l i c  p o l i c i e s  o r  s t r a t e g i e s  t h a t  
appear  most s u i t a b l e  t o  d e a l  w i t h  t h e  i s s u e  ( r e g u l a t i o n ,  
i n c e n t i v e s ,  ... e t c . ) .  

The main d i f f e r e n c e  t h a t  cou ld  be emphasized between t h e  
two methods--r isk a n a l y s i s  and d e c i s i o n  a n a l y s i s - - i s  t h a t  
d e c i s i o n  a n a l y s i s  i s  b e t t e r  d e s i g n e d  f o r  a  s p e c i f i c  d e c i s i o n  
and an  i d e n t i f i e d  decision-maker--e . g. , t h e  d e c i s i o n  t o  b u i l d  
a  p l a n t  a t  a  g i v e n  s i t e .  I n  c o n t r a s t ,  r i s k  a n a l y s i s  g i v e s  one  
o f  t h e  e l emen t s  o f  a  much b roader  p o l i c y  problem. The q u e s t i o n  
t h e r e  i s  t o  s e t  g e n e r a l  g o a l s ,  p r i n c i p l e s  and shapes  o f  
i n s t i t u t i o n s ,  t o - i n c l u d e - a n d  ba l ance  t h e  v a r i o u s  r i s k s  i nvo lved ,  
and p o s s i b l y  modify t h e  i n i t i a l  g o a l s  and i n s t i t u t i o n s  i n  t h e  
l i g h t  o f  t h e  r e s u l t s  o f  t h e  a n a l y s i s .  Risk  a n a l y s i s  shou ld  
a l low comparison o f  a l t e r n a t i v e s  b u t  does  n o t  r e q u i r e  a  p r i o r i  
t h a t  a l l  a l t e r n a t i v e  c o u r s e s  o f  a c t i o n  be  i d e n t i f i e d .  

3. R i sk  and d e c i s i o n  a n a l y s i s  a s  d e s c r i b e d  above - a r e  
powerful  t o o l s ,  b u t  l e a v e  e s s e n t i a l  q u e s t i o n s  un re so lved  a s  
r e g a r d s  policy-making i n  t h e  p u b l i c  s e c t o r .  Those q u e s t i o n s  
p e r t a i n  t o  t h e  a n a l y s i s  o f  s p e c i f i c  r i s k s  a s  w e l l  a s  t h e  
g e n e r a l  methodology, some o f  t h o s e  a r e  mentioned below. 

One problem t o  be add re s sed  is  t h a t  o f  t h e  u n c e r t a i n t y  
t h a t  a n a l y s i s  canno t  g r a s p ,  unknown outcomes and p r o b a b i l i t i e s  
o f  occur rence .  I t  becomes a  q u e s t i o n  o f  r i s k  v a l u a t i o n ,  o f  
r i s k  management and o f  a d a p t a b i l i t y  o f  t h e  i n s t i t u t i o n s  t o  
a l l o w  f o r  f l e x i b i l i t y  and r o b u s t n e s s  o f  proposed s o l u t i o n s .  

Another  q u e s t i o n  i s  t h a t  o f  a g g r e g a t i n g  i n d i v i d u a l  p r e f e r -  
ence s  i n t o  a  c o l l e c t i v e  d e c i s i o n  p r o c e s s ,  i n  p a r t i c u l a r  when such  
c r i t i c a l  a t t r i b u t e s  a s  l i v e s  v s .  money are a t  s t a k e .  The way 
by which t h o s e  p r e f e r e n c e s  a r e  r e v e a l e d  and a c t u a l l y  aggrega ted  
denends e s s e n t i a l l y  on t h e  i n s t i t u t i o n s .  Whether o r  n o t ,  
e v & n t u a l l y ,  b a s i c  v a l u e s  such  a s  i n d i v i d u a l  freedom o r  s o c i a l  
j u s t i c e  a r e  r e s p e c t e d  i n  a ccep t ance ,  s h a r i n g  o r  r e g u l a t i o n  o f  
t h e  r i s k s ,  depends on t h e  q u a l i t y  and f l b x i b i l i t y  o f  t h o s e  
i n s t i t u t i o n s .  I t  seems impor t an t  t o  compare t h e  r i s k  management 
r e s u l t s  c u r r e n t l y  o b t a i n e d  i n  v e r y  d i f f e r e n t  p u b l i c  s e c t o r s ,  
and  t o  check them a g a i n s t  t h e  p h i l o s o p h i c a l  "norms" t h a t  s e e m ,  
i n  p r i n c i p l e ,  d e s i r a b l e .  Such a  tes t  o f  t h e  i n s t i t u t i o n a l  
framework i s  proposed below f o r  some p a r t i c u l a r  c a s e s .  

Other  problems more s p e c i f i c  t o  each  f i e l d  o f  a p p l i c a t i o n ,  
a r i s e  i n  t h e  u s e  o f  t h e  methodology i t s e l f .  An unde r s t and ing  
o f  c a u s a l i t i e s  and b a s i c  mechanisms i s  e s s e n t i a l  t o  t h e  method. 
P r o b a b i l i t i e s  a r e  d i f f i c u l t  t o  hand le  i n  many c a s e s  and t h e  
cho i ce  o f  s t o c h a s t i c  models c r i t i c a l .  Anyhow, a s  is a lways  t h e  
ca'se wi th  a n a l y t i c a l  t o o l s ,  t h e  r e s u l t s  a r e  o n l y  a s  good as 
t h e  d a t a ,  t h e  c h o i c e  o f  models and t h e  unde r s t and ing  o f  t h e  
r e l a t i v e  impor tance  o f  t h e  unde r ly ing  mechanisms. 

4 .  There i s  a  s e r i o u s  q u e s t i o n  o f  r i s k  management, 
r e g u l a t i o n ,  s t a n d a r d  s e t t i n g  and c o n s i s t e n c y  among s t a n d a r d s ,  



t h a t  i s  c r i t i c a l  t o  good a l l o c a t i o n  of p u b l i c  r e sou rces .  Norma- 
t i v e  models have been proposed f o r  t h e  o p t i m i z a t i o n  of  t h a t  
a l l o c a t i o n  under u n c e r t a i n t y .  But t h e  even tua l  t r a d e - o f f s  
between such a t t r i b u t e s  a s  economics, human s a f e t y  o r  q u a l i t y  
o f  t h e  environment,  depend n o t  on ly  on t h e  b a s i c  s o c i a l  v a l u e s  
and i n d i v i d u a l  p re fe rences  b u t  a l s o  on t h e  i n s t i t u t i o n a l  frame- 
work o f  t h e  d e c i s i o n  p roces s .  There i s  t h u s  always a  p o l i t i c a l  
f a c t o r  i n , t h e  r i s k  management ques t ion .  How r i s k  a n a l y s i s  can 
be used i n  t h a t  framework and i n  t h e  l i g h t  o f  each v a l u e  system 
remains an important  i s s u e .  Comparing r i s k s  a c r o s s  d i f f e r e n t  
s e c t o r s  is  unavoidable and coherence o f  p o l i c i e s  is d e s i r a b l e .  
The s t anda rds  f o r  comparison remain t o  be de f ined .  

5 .  Cur ren t  U s e  o f  P r o b a b i l i s t i c  Methods f o r  Risk Management 

S t a t i s t i c a l  and p r o b a b i l i s t i c  methods have been i n c r e a s i n g l y  
used i n  t h e  l a s t  twenty y e a r s  and g r a d u a l l y  in t roduced  i n  many 
f i e l d s  o f  knowledge--in p a r t i c u l a r  wi th  t h e  o b j e c t i v e  o f  r i s k  
assessment and decision-making under u n c e r t a i n t y .  I t  would be 
impossible  t o  cover t h e  whole spectrum o f  t h o s e  a p p l i c a t i o n s .  
But t h e r e  has  been much work done i n  t h a t  d i r e c t i o n ,  i n  a  very 
uneven f a sh ion  a c r o s s  t h e  d i s c i p l i n e s .  There would be g r e a t  
b e n e f i t  f o r  each f i e l d  o f  a p p l i c a t i o n  i n  comparing, a s  f a r  a s  
r i s k  a n a l y s i s  is concerned,  t h e  s t a t e  of  t h e  a r t ,  t h e  d i f f i c u l t i e s  
m e t  and t h e  exper ience  a l r e a d y  ga thered  i n  o t h e r  domains. 

A few examples can be given:  
-- I n  economics, much work has  been done concerning t h e  

f i n a n c i a l  r i s k  i n  t h e  p u b l i c  s e c t o r ,  (Arrow, Debreu 
e t  a l .  ,) , o r  t o  t h e  va lue  o f  l i f e  and human s a f e t y  
(Zeckhauser , Linnerooth,  Ar thur )  . 

-- I n  eng inee r ing ,  p r o b a b i l i s t i c  methods have developed 
r a p i d l y :  i n  e l e c t r i c a l  eng ineer ing  ( r e l i a b i l i t y  of  
computer s y s t e m s ) ,  i n  a e r o n a u t i c s  and a s t r o n a u t i c s  
( r i s k  assessment f o r  t h e  Apollo p r o j e c t ) ,  i n  nuc l ea r  
eng ineer ing  ( r i s k  assessment f o r  n u c l e a r  r e a c t o r s ,  
Rasmussen), i n  chemical eng inee r ing  ( r i s k  assessment 
f o r  t h e  t r a n s p o r t a t i o n  of  l i q u e f i e d  n a t u r a l  g a s ,  
E l i s a b e t h  Drake) ,  i n  c i v i l  eng ineer ing  ( p r o b a b i l i s t i c  
b a s i s  f o r  s e t t i n g  b u i l d i n g  codes ,  ea r thquakes  engi -  
nee r ing  based on se i smic  r i s k  a n a l y s i s ,  C o r n e l l ) .  

-- I n  t h e  f i e l d  o f  medicine and b io logy ,  s t a t i s t i c a l  
methods have been used f o r  a  long t i m e  t o  tes t  hypo- 
t h e s e s .  I t  i s  on ly  r e c e n t l y  t h a t  r i s k  a n a l y s i s  and 
d e c i s i o n  a n a l y s i s  have been used ( e .g . ,  s c r een ing  
procedure  f o r  e a r l y  cancer  d e t e c t i o n ) .  

The t o o l s  t h a t  a r e  c l a s s i c a l l y  used t o  s t r u c t u r e  a  r i s k  
problem (dec i s ion  t r e e s ,  even t  trees, f a u l t  trees, s t o c h a s t i c  
programming) a r e  e f f i c i e n t  b u t  o f t e n  r e l y  on numerous assump- 
t i o n s ,  f o r  example, o f  independence o f  random v a r i a b l e s .  One 
of  t h e  major problems i n  u s ing  such s t r u c t u r e s ,  i s  t h a t  it i s  
o f t e n  impossible  t o  i d e n t i f y  a l l  courses  o f  e v e n t s .  I t  i s  l e f t  
t o  t h e  e x p e r t s  judgment t o  i d e n t i f y  t h e  most s i g n i f i c a n t  o f  
t hose  sequences.  Again, t h e  r e s u l t s  a r e  on ly  a s  good a s  t h a t  



judgment. There o f t e n  remains  some u n c e r t a i n t y  and it shou ld  
be t a k e n  i n t o  accoun t  i n  t h e  cou r se  o f  r i s k  management and 
p o l i c y  d e s i g n .  

%any o t h e r  examples cou ld  be added t o  t h o s e  above.  The 
use  o f  p r o b a b i l i s t i c  methods,  however, h a s  encounte red  a  l o t  o f  
r e s i s t a n c e .  F r e q u e n t i s t i c  and bayes ian  approaches  a r e  o f t e n  
opposed. I n c o r p o r a t i n g  e x p e r t s  judgments i n  a  d e c i s i o n  
p r o c e s s ,  u s i n g  a  sma l l  d a t a  s e t ,  sometimes i nvo lve  d i f f i c u l t  
t e c h n i c a l  q u e s t i o n s .  P r o b a b i l i s t i c  methods a r e  a  c h a l l e n g e  t o  
t h e  c a r t e s i a n  mind, t h e y  a r e  s e n s i t i v e  t o  b i a s e s ,  b u t  t h e y  
p rov ide  an i r r e p l a c e a b l e  p i e c e  o f  i n fo rma t ion :  r i s k  a s  can  be 
a s s e s s e d .  D i f f i c u l t i e s  a r i s e  when t h e  o l d  n o t i o n  o f  " s a f e t y "  
ha s  t o  be exp re s sed  i n  t e r m s  o f  a n  " a c c e p t a b l e "  r i s k .  I m p l i c i t l y  
o r  e x p l i c i t l y  such accep tance  e x i s t s ;  how t o  use  t h e  n o t i o n  o f  
r e s i d u a l  r i s k s  i n  t h e  c u r r e n t  frameworks o f  p o l i c y  making relies 
on t h e  v a l u e  problems mentioned above.  I t  i s  t h e  s u b j e c t  o f  t h e  
proposed s t udy .  

SCOPE OF THE STUDY 

Goal o f  t h e  Study 

The goa l  o f  t h e  proposed s t u d y  i s  t o  a l l o w  i n c o r p o r a t i o n  
of  r i s k s  i n  a  g l o b a l  framework o f  p o l i c y  a n a l y s i s .  T h i s  
r e q u i r e s  e s t a b l i s h i n g  a  b a s i s  f o r  comparing r i s k s  a c r o s s  
d i f f e r e n t  s e c t o r s  and s e t t i n g  c o h e r e n t  s t a n d a r d s  t h a t  s a t i s f y  
b a s i c  p h i l o s o p h i c a l  p r i n c i p l e s .  

The q u e s t i o n  i s  t o  know t o  what e x t e n t  r i s k  a n a l y s i s  
t e chn iques  can be  used ,  broadened and improved t o  r e a c h  t h a t  
g o a l ;  how a  v a l u e  sys tem can  be i n c o r p o r a t e d  i n  t h e  i n s t i t u t i o n a l  
p roce s s ;  and f i n a l l y ,  what a r e  t h e  r i s k  management s o l u t i o n s  
t h a t  would s a t i s f y  t h a t  v a l u e  sys tem f o r  t h e  d i f f e r e n t  t y p e s  o f  
r i s k .  

The Approach 

The chosen approach i s  t o  conduct  a t  t h e  same t i m e  a p p l i e d  
and t h e o r e t i c a l  r e s e a r c h .  Seven c a s e  s t u d i e s  a r e  proposed:  
t hey  concern  r i s k s  i n  v e r y  d i f f e r e n t  a reas - -e .g . ,  n a t u r a l  
c a t a s t r o p h e s  and drug marketing--and o f  v e r y  d i f f e r e n t  c h a r a c t e r -  
i s t i c s - - e . g . ,  " i l l  d e f i n e d "  t e c h n o l o g i c a l  r i s k s  w i t h  long  t e r m  
e f f e c t s .  v s .  l a r g e  s c a l e  consequences  o f  a  sudden c a t a s t r o p h e .  

For each o f  them, methodolog ica l  problems w i l l  be i d e n t i f i e d ,  
p o l i c y  i s s u e s  w i l l  be r a i s e d  and t h e  framework o f  r i s k  a n a l y s i s  
w i l l  be adap ted  t o  s p e c i f i c  c h a r a c t e r i s t i c s .  

The i d e a  i s  t o  choose c a s e  s t u d i e s  t h a t  r e p r e s e n t  a  good 
c r o s s  s e c t i o n  of  t h e  d i f f e r e n t  t y p e s  o f  r i s k s ,  s o  t h a t  t h e  
problem of  i n t e r - s e c t o r i a l  comparison can be add re s sed  i n  a  broad 
and meaningful  way. The c h o i c e  i s  a l s o  guided by IIASA expe r i ence  
and i n t e r e s t s .  

The proposed c a s e s  a r e  t h e  fo l lowing :  
-- i n  a g r i c u l t u r e :  t h e  r i s k  of d rough t ;  



-- i n  c l imato logy :  r i s k  o f  c l i m a t i c  change from accumu- 
l a t i o n  o f  C 0 2  ( t h e  greenhouse e f f e c t )  ; 

-- i n  c i v i l  eng inee r ing :  t h e  q u e s t i o n  o f  s a f e t y  of  dams 
and t h e  r i s k  o f  dam f a i l u r e ;  

-- n a t u r a l  c a t a s t r o p h e s :  t h e  r i s k  o f  - f l o o d s ;  

-- energy  q u e s t i o n s  and chemical  i n d u s t r y :  

( 1 )  t h e  r i s k  o f  nuc l ea r  a c c i d e n t  

( 2 )  t h e  r i s k  of  t r a n s p o r t a t i o n  o f  hazardous  chemica l s ,  
s p e c i f i c a l l y  t r a n s p o r t a t i o n  o f  l i q u e f i e d  n a t u r a l  g a s ;  

-- i n  t h e  medical  f i e l d :  r i s k  o f  marke t ing  new d r u g s .  

The methodological  problems m e t  i n  each  o f  t h o s e  c a s e s  
shou ld  be add re s sed  by a  group of  t h e o r e t i c i a n s  and feed-back 
should  be p rov ided  t o  a l l  groups  o f  a p p l i e d  s t u d i e s .  Each 
group could  t h e n  b e n e f i t  from t h e  expe r i ence  and t h e  p r o g r e s s  
o f  t h e  o t h e r  r e s e a r c h  a r e a s .  

A t  t h e  same t i m e  genera1,methodology q u e s t i o n s  s h o u l d ' b e  
addressed  by a  group of  s p e c i a l i s t s  of d e c i s i o n  s c i e n c e s :  

-- t h e  v a l u a t i o n  problem which concerns  t h e  r i s k  a t t i t u d e  
and v a l u e  sys tem of a  group o f  i n d i v i d u a l s  f a c i n g  a  
d e c i s i o n  w i th  m u l t i p l e  o b j e c t i v e s  and a t t r i b u t e s  ( f o r  
example, q u e s t i o n s  o f  human l i v e s ) ,  i n c l u d i n g  t h e  
p o s s i b l e  v a r i a t i o n s  i n  t i m e  o f  p r e f e r e n c e s ,  g o a l s  and 
o b j e c t i v e s .  

-- t h e  q u e s t i o n  o f  r i s k  management and p o l i c y  d e s i g n  where 
d i f f e r e n t  r i s k s  a r e  i n t e g r a t e d  and ba lanced  a g a i n s t  
economic f a c t o r s ,  and where d i f f e r e n t  k i n d s  o f  p u b l i c  
p o l i c i e s  can  be adopted a t  d i f f e r e n t  t i m e s  a cco rd ing ,  
f o r  example, t o  t h e  s t a t e  o f  knowledge. 

Those two a s p e c t s  o f  t h e  r i s k  i s sue - -va lua t i on  and ,qanage-  
ment--are c l o s e l y  r e l a t e d  and concern  a l l  f i e l d s  o f  a p p l l c a t l o n .  
The q u e s t i o n  o f  comparab i l i t y  o f  r i s k s ,  v a l u e s  and p u b l i c  
p o l i c y  can t h u s  be addressed  i n  a  much broader  p e r s p e c t i v e  t h a n  
if methodological  r e s e a r c h  w e r e  k e p t  a t  a  t h e o r e t i c a l  l e v e l .  

Communications between t h e  groups and o r g a n i z a t i o n  o f  t h e  
r e s e a r c h  team a r e  key p o i n t s  i n  t h e  succes s  o f  t h i s  approach.  
The i n t e r e s t  o f  t h e  proposed program would be g r e a t l y  d iminished 
i f  each group worked independen t ly  from t h e  o t h e r s .  

A r t i c u l a t i o n  

A f t e r  a  common l i t e r a t u r e  survey  and a  p r e l im ina ry  agreement 
on b a s i c  methodologies ,  t h e  seven  c a s e s  shou ld  be s t u d i e d  simul-  
t aneous ly  by d i f f e r e n t  a p p l i e d  r e s e a r c h  qroups .  Each problem 
should  be s t r u c t u r e d  i n  a - r i s k ' a n a l y s i s  framework by a - c o l l a b o r a -  
t i o n  of s p e c i a l i s t s  o f  r i s k  a n a l y s i s  and p r o b a b i l i s t i c  methods 
and e x p e r t s  o f  each f i e l d  o f  a p p l i c a t i o n .  

Meanwhile g e n e r a l  methodological  s t u d i e s  on r i s k  v a l u a t i o n  
and management should  be c a r r i e d  o u t .  Each c a s e  s t u d y  should  



c a s t  a  new l i g h t  on t h e  meaning o f  d i f f e r e n t  r i s k  i n d i c a t o r s ,  
f o r  example. The t h e o r e t i c a l  team s h o u l d ,  i n  t u r n ,  b e n e f i t  
from t h e  e x p e r i e n c e  o f  t h e  a p p l i e d  r e s e a r c h  groups .  

I n  a  second phase ,  t h e  methodo log ica l  problems m e t  i n  each  
f i e l d  o f  a p p l i c a t i o n  c o u l d  become t h e  p o i n t  o f  f o c u s  and  be  
s t u d i e d  i n  d e p t h  from a  t h e o r e t i c a l  p o i n t  o f  view. The q u e s t i o n  
o f  human e r r o r  f o r  example c o u l d  be  approached from a  s t a t i s t i c a l  
and p r o b a b i l i s t i c  p o i n t  o f  v iew,  i n  d i f f e r e n t  work env i ronments ,  
under  d i f f e r e n t  p s y c h o l o g i c a l  c o n d i t i o n s ;  t h e  t h e  q u e s t i o n  of  
how human e r r o r  i n t e r v e n e s  i n  e a c h  t y p e  o f  r i s k  would b e  ad-  
d r e s s e d  f o r  t h e  c a s e  s t u d i e s  (wrong c h o i c e  o f  c r o p s , b a s e d  on t e n  
w e t  y e a r s  i n  a  d r y  c o u n t r y  f o r  i n s t a n c e ,  a s  w e l l  a s  p i l o t  e r r o r  
f o r  t h e  LNG v e s s e l )  . 

The proposed o r g a n i z a t i o n  t h u s  h a s  t h e  s t r u c t u r e  of  a  
m a t r i x ,  based  on f i e l d s  o f  a p p l i c a t i o n  and methodo log ica l  
problems.  Tha t  s t r u c t u r e  i s  developed below a f t e r  examina t ion  
o f  t h e  problems s p e c i f i c  t o  each domain o f  a p p l i c a t i o n .  

TASKS 

The t a s k s ,  a s  proposed h e r e ,  a r e  p o s s i b l y  s m a l l e r  t h a n  
t r a d i t i o n a l  IIASA t a s k s .  They have  been d i v i d e d  among d i f f e r e n t  
t y p e s  o f  r i s k s  and can b e  grouped i n t o  b r o a d e r  domains o f  
i n t e r e s t  i f  i t  i s  d e s i r a b l e .  

L i t e r a t u r e  Survey and C r i t i c a l  
E v a l u a t i o n  o f  T r a d i t i o n a l  Risk Research  

The f i r s t  t a s k  i s  t o  examine t h e  c l a s s i c a l  frameworks of  
r i s k  a n a l y s i s  ( i n c l u d i n g  t h e  " n o n - q u a n t i t a t i v e "  o n e s ) ;  t h e n  
t o  a g r e e  on  a  s t a r t i n g  p o i n t  o f  r i s k  methodology, t o  be  used 
t o  b e g i n  t h e  s t u d y  o f  t h e  proposed c a s e s  and t o  b e  improved i n  
t h e  l i g h t  o f  t h e  r e s u l t s .  T h i s  i m p l i e s ,  a t  l e a s t  t e m p o r a r i l y ,  a n  
agreement  a b o u t  t h e  a d o p t i o n  o f  a  numer ica l  and p r o b a b i l i s t i c  
method o f  r i s k  a s s e s s m e n t  p r o v i d i n g  comparable r e s u l t s ,  t o  t h e  
e x t e n t  t h a t  it i s  f e a s i b l e ,  i n  t h e  d i f f e r e n t  f i e l d s  o f  a p p l i -  
c a t i o n .  T h i s  t a s k  i s  p r e l i m i n a r y  t o  t h e  c a s e  s t u d i e s  and does  
n o t  r e q u i r e  a t  t h a t  s t a g e  a n  e f f o r t  o f  r i s k  v a l u a t i o n .  

The f o l l o w i n g  t a s k s  can  (and s h o u l d )  be under taken  simu1ta.- 
neous ly .  What is  s u g g e s t e d  h e r e  a r e  d i r e c t i o n s  of .  i n v e s t i g a t i o n .  
The framework o f  r e s e a r c h  i s  se t  up t o  a l l o w  f o r  f i n a l  i n t e r -  
s e c t o r i a l  comparison o f  r i s k s  (methodologies  and r e s u l t s ) .  But 
t h e s e  t a s k s  w i l l  have t o  be more c o m p l e t e l y  d e f i n e d  by t h e  work 
teams,  a c c o r d i n g  t o  t h e i r  i n t e r e s t s ,  p r i o r i t i e s  and  p r e v i o u s  
e x p e r i e n c e .  There  i s  p r o b a b l y  more s u g g e s t e d  h e r e  t h a n  can  b e  
done by a  r e l a t i v e l y  l i m i t e d  group.  The f o l l o w i n g  d i r e c t i o n s  
a r e  t o  be comple ted  by s p e c i a l i s t s  of  t h e  f i e l d s  of  a p p l i c a t i o n .  

Tasks 2 t o  8 w i l l  i n c l u d e  s t r u c t u r a t i o n  and r i s k  a s s e s s m e n t  
f o r  e a c h  c a s e  s t u d y  and s u g g e s t  v a l u a t i o n  and management i s s u e s  
t o  be a d d r e s s e d  i n  a  g l o b a l  way i n  t a s k s  9 and 10 .  



C l i m a t i c  I s s u e s :  The Risk o f  Drought 

The s t r u c t u r a t i o n  o f  t h e  problem i n  t h e  form o f  a  r i s k  a n a l -  
y s i s  s t u d y  r e q u i r e s  f i r s t  a n  i d e n t i f i c a t i o n  o f  c a u s a l i t i e s  between 
s e v e r a l  f a c t o r s :  c l i m a t i c  v a r i a t i o n s ,  human s e t t l e m e n t s  and 
mig ra t i ons  i n  d i f f e r e n t  r e g i o n s  o f  t h e  g l o b e ,  c h o i c e  o f  c r o p s  
g iven p r e v i o u s  c l i m a t i c  e x p e r i e n c e ,  q u a l i t y  o f  t h e  s o i l  and 
economic needs .  Methods o f  s t a t i s t i c a l  i n f e r e n c e  cou ld  be 
used and expanded i n  t h a t  domain. 

The n e x t  q u e s t i o n  i s  t h e  assessment  o f  t h e  consequences  o f  
d rough t s  o f  d i f f e r e n t  d u r a t i o n  and s e v e r i t y ,  which i n c l u d e s  eco- 
nomic i m p l i c a t i o n s ,  h e a l t h  e f f ec t s - - and  p o s s i b l y  famines--human 
d i sp lacement  and env i ronmenta l  e f f e c t s .  The dynamics o f  s p r e a d i n g  
o f  a r i d i t y  can  a l s o  be cons ide r ed  a t  t h a t  s t a g e .  

The p r o b a b i l i s t i c  approach t o  t h e  q u e s t i o n  o f  d rought  rel ies 
on t h e  f r e q u e n c i e s  obse rved  i n  t h e  p a s t ,  b u t  a l s o  on more g e n e r a l  
c l i m a t i c  and e c o l o g i c a l  c a u s a l i t i e s .  Ques t i ons  o f  dependences 
and sys tem memory can  be add re s sed  t h e r e .  

For  a  g iven  r e g i o n ,  w i t h  a  g iven  p o p u l a t i o n ,  c l i m a t e ,  a g r i -  
c u l t u r e  and more g e n e r a l l y  economic s t r u c t u r e ,  one  cou ld  t h e n  
a s s e s s  p r o b a b i l i t i e s  o f  annua l  l o s s e s .  How cou ld  t h e  r e s u l t s  o f  
r i s k  a n a l y s i s  h e l p  t o  d e f i n e  p o l i c i e s  i s  t h e n  t h e  major  q u e s t i o n :  
cho i ce  o f  c r o p s ,  w a t e r  r e s o u r c e s  management, i n c e n t i v e s  ( o r  n o t )  
t o  human s e t t l e m e n t ,  f o r  example. The p o l i c y  c h o i c e  depends on 
p o s s i b i l i t i e s  o f  t r a d e  i n  c a s e  o f  d rought  and on t h e  g e n e r a l  s t r u c -  
t u r e  o f  t h e  s o c i e t y  and t h e  economy. 

What a r e  t h e  r e l e v a n t  r i s k  i n d i c a t o r s ,  and how they  relate  
t o  v a r i o u s  p o l i c i e s  would be i n t e r e s t i n g  t o  e x p l o r e .  

IIASA Reference:  Memo o f  P r o f e s s o r  V a s i l i e v  o f  t h e  IIASA 
Task on Cl imate  and S o c i e t y .  The r i s k  o f  d rough t  i s s u e  would 
be a  good o p p o r t u n i t y  f o r  i n t e r a c t i o n  between two IIASA major  
p r o j e c t s  w i t h  d i f f e r e n t  methodologies .  

C l i m a t i c  I s s u e s :  Risk Due t o  t h e  Accumulation 
o f  C 0 2  i n  t h e  Atmosphere and Greenhouse E f f e c t s  

Th i s  i s  t y p i c a l l y  a n  " i l l  d e f i n e d "  problem where t h e  k ind  o f  
s t r u c t u r a t i o n  t h a t  r i s k  a n a l y s i s  c a l l s  f o r  can  be o f  q r e a t  h e l p .  
D i f f i c u l t  a s  t h e y  a r e  t o  o b t a i n ,  p r o b a b i l i t i e s ,  even when sp r ead  
o v e r  a  wide range ,  cou ld  b r i n g  h e r e  a n  i n f o r m a t i o n  o f  g r e a t  v a l u e :  
i f  p o l i c i e s  a r e  t o  be implemented, t h e y  w i l l  r e q u i r e  an  e x t r a -  
o r d i n a r y  i n t e r n a t i o n a l  coope ra t i on .  Whereas t h a t  c o o p e r a t i o n  can 
pe rhaps  be  ach i eved  i f  p r o b a b i l i t i e s  and s c a l e  o f  l o s s e s  a r e  shown 
t o  be impor t an t ,  it i s  d o u b t f u l  t h a t  any th ing  w i l l  be  done i f  t h e  
r i s k  i s  f e l t  t o  be  low o r  i f  t h e  r i s k  assessment  remains a t  a  
p u r e l y  d e s c r i p t i v e  l e v e l .  

I d e n t i f i c a t i o n  o f  t h e  cause s  o f  t h e  greenhouse  e f f e c t  seems 
t h e  o n l y  way t o  implement fundamental  p o l i c i e s - - r a t h e r  t h a n  p o l i -  
cies d e a l i n g  wi th  t h e  e f f e c t s .  Unders tanding o f  consequences o f  
t h e  greenhouse  e f f e c t  w i l l  a l l o w  one t o  o b t a i n  an  o r d e r  o f  magni- 
t ude  o f  l o s s e s  t h a t  can  be expec ted .  The r i s k  t h e n  can be 



d i v i d e d  among s e v e r a l  l i n e s  a cco rd ing  t o  t h e  type  o f  consequences.  
One example w i l l  be t h e  r i s k  o f  a  break o f  t h e  i c e  o f  t h e  
a n t a r c t i c  s h e e t  fo l lowed  by a  s i g n i f i c a n t  rise o f  t h e  s e a  l e v e l .  

C a u s a l i t i e s ,  p r o b a b i l i t i e s  b o t h  o f  t i m e  f a c t o r  (when cou ld  
i t  o c c u r )  and o f  t h e  s c a l e  o f  t h e  phenomenon, e v a l u a t i o n  o f  
s o c i a l  and economic consequences ,  a r e  c r i t i c a l  t o  t h e  adop t i on  
o f  a  p o l i c y .  I t  is  t h e  sort o f  long  t e r m ,  i l l - p e r c e i v e d , -  low 
p r o b a b i l i t y ,  v e r y  h i g h  consequence r i s k ,  f o r  which t h e  r e l a t i o n  
between r i s k  assessment ,  v a l u a t i o n  and~manasenen t  h a s  t o  be  
approached a t  a n  i n t e r n a t i o n a l  l e v e l ,  t h a t  i s  t h e  most complex 
and p u z z l i n g  one.  

IIASA Reference:  IIASA proposed t a s k  on  Cl imate  and 
Soc i e ty .  I t  seems impor t an t  t o  add t h e  p o l i c y  i s s u e  t o  t h e  
scope o f  t h a t  s t u d y ;  it w i l l  h e l p  i d e n t i f y  t h e  c r i t i c a l  v a r i -  
a b l e s  which have t o  be examined i n  p r i o r i t y .  It  i s  a  t y p i c a l  
c a s e  where t h e  i n t e r - r e l a t i o n  between p o l i c y  a n a l y s i s  and r i s k  
a n a l y s i s  i s  t h e  most f r u i t f u l  and t h e  l e a s t  obvious .  I t  i s  
a l s o  a  c a s e  where t h e  t i m e  f a c t o r  seems c r i t i c a l .  

C i v i l  Eng ineer ing :  S a f e t y  o f  Dams 

This  i s  t h e  c a s e  o f  a  man-made low p r o b a b i l i t y ,  h igh  conse-  
quence r i s k ,  f o r  which t h e  p o l i c i e s  a v a i l a b l e  a r e  e s s e n t i a l l y  
t o  b u i l d  o r  n o t  t o  b u i l d  a  dam a t  a  g iven  d e s i g n  l e v e l .  But i n  
a  broad r i s k  a n a l y s i s ,  t h e  d e c i s i o n  t o  b u i l d  a  dam canno t  be 
i s o l a t e d  from expec t ed  b e n e f i t s  and p o t e n t i a l  a l t e r n a t i v e s  ( i n  
p a r t i c u l a r  a s  f a r  a s  energy  p roduc t i on  i s  conce rned ) .  The 
c u r r e n t  method, i n  t h e  US f o r  example, i s  t o  u s e  c o s t - b e n e f i t  
a n a l y s i s  f o r  t h e  accep t ance  o f  a  dam c o n s t r u c t i o n  p r o j e c t .  

The i n t r o d u c t i o n  o f  r i s k  i n  such  d e c i s i o n s  can  be done i n  
a  c rude  way by add ing  expec t ed  l o s s e s  t o  t h e  c o s t s  and by b a l -  
anc ing  r i s k s  and b e n e f i t s  o b t a i n e d  i n  t h a t  way. T h i s  i n  t u r n  
r a i s e s  t h e  fo l l owing  q u e s t i o n :  what b e t t e r  c r i t e r i o n ,  what r i s k  
c a l c u l a t i o n  shou ld  be  used  f o r  such a  d e c i s i o n ?  

Another  c r i t i c a l  i s s u e  i s  how t o  a s s e s s  t h e  p r o b a b i l i t y  o f  
f a i l u r e  o f  a  g iven  dam. Th i s  i s  a  b a s i c  methodolog ica l  q u e s t i o n :  
one can  approach t h e  problem from a  f r e q u e n t i s t  p o i n t  o f  view 
and obse rve  p a s t  f a i l u r e s  i n  d i f f e r e n t  c a t e g o r i e s  o f  dams; o r  
one can t r y  t o  c o n s i d e r  e ach  i n d i v i d u a l  c a s e  of  dam and aim a t  

, a  p r o b a b i l i s t i c  a n a l y s i s  o f  t h e  b a s i c  mechanisms o f  dam f a i l u r e - -  
over - topp ing ,  f o m d a t i b n  and ~ e o l o g i c a l . p r o b l e m s , .  e a r t h q u a k e s .  
i n c l u d i n g  induced seismicity, p i p i n g ,  e tc .  

For t h e  h y d r o l o g i c a l  p a r t  o f  t h e  phenomenon, p r o b a b i l i t i e s  
a r e  r e l a t i v e l y  e a s y  t o  o b t a i n :  t h e  p r e c i p i t a t i o n s  a r e  r e l a t i v e l y  
known. The i s s u e  becomes t h e  fo l l owing :  f o r  what f l o o d  £re-  
quency shou ld  a  dam be des igned .  For t h e  g e o t e c h n i c a l  and s t r u c -  
t u r a l  c a u s e s  o f  f a i l u r e ,  t h e  b a s i c  mechanisms themse lves  remain 
t o  be exp lo r ed .  Th i s  r a i s e s  b a s i c  q u e s t i o n s  o f  r i s k  management: 
what t o  do and what p o l i c y  t o  adop t  b e f o r e  a c q u i s i t i o n  o f  know- 
l edge  t h a t  w i l l  t a k e  a  l ong  t i m e  t o  g a t h e r .  

Another  q u e s t i o n  t h a t  can  be add re s sed  h e r e ,  and ex tended  
t o  o t h e r  t y p e s  o f  s t r u c t u r e s ,  i s  t h e  comparison o f  t h e  



t r a d i t i o n a l  methods--use o f  s a f e t y  fac to r s - -and  o f  p r o b a b i l i s t i c  
methods--use o f  r i s k  based  d e s i g n . p a r a m e t e r s .  There  i s  an  
e f f o r t  i n  t h e  U S  t o  harmoni'ze t h e  s a f e t y  c o e f f i c i e n t s  o f  b u i l d i n g  
codes ,  f o r  example, on t h e  b a s i s  o f  p r o b a b i l i t i e s  o f  d i f f e r e n t  
f a i l u r e  modes. T h i s ,  o n  one  hand, f i n a l l y  b r i n g s  t h e  problem t o  
t h e  p u z z l i n g  " a c c e p t a b l e  r i s k "  concep t .  The method, on t h e  o t h e r  
hand, a l l o w s  better a l l o c a t i o n  o f  r e s o u r c e s  f o r  t h e  s t r e n g t h e n i n g  
o f  a s t r u c t u r e  by d e c r e a s i n g  t h e  p r o b a b i l i t y  o f  o c c u r r e n c e  o f  
dominant  f a i l u r e  modes. 

I n  t h e  l i g h t  o f  t h a t  case, one c a n  r a i s e  a n o t h e r  q u e s t i o n :  
how a p p r o p r i a t e  are t h e  methods o f  r i s k  a n a l y s i s  as a d e s i g n  
t o o l ,  t o  t h e  e x t e n t  t h a t  t h e y  r e v e a l  t h e  "weak p o i n t s "  o f  a 
sys tem,  a s  opposed t o  a r e g u l a t i o n  t o o l  p r o v i d i n g  a g l o b a l  
p r o b a b i l i t y  o f  f a i l u r e .  A s i m i l a r  problem i s  m e t  i n  t h e  n u c l e a r  
f i e l d .  

IIASA Reference:  P r o f e s s o r  V a s i l i e v ,  Dynamics o f  t h e  wave., 
i n  c a s e  o f  dam f a i l u r e ;  r i s k  and s a f e t y  f a c t o r .  E l i s a b e t h  P a t e ,  
I n t r o d u c i n g  t h e  r i s k  i n  t h e  c o s t - b e n e f i t  a n a l y s i s  o f  dam p r o j e c t s .  

N a t u r a l  C a t a s t r o p h e s :  F loods  

The r i s k  a s s e s s m e n t  o f  f l o o d s - - p r o b a b i l i t y  o f  f l o o d s  and 
e v a l u a t i o n  o f  t h e  l o s s e s - - i s  n o t  t h e o r e t i c a l l y  e x t r e m e l y  complex. 
The most  i n t e r e s t i n g  q u e s t i o n s  t h e r e  are t h o s e  o f  c a u s a l i t i e s  
and r i s k  management. What a t t r ac t s  human s e t t l e m e n t s  i n  f l o o d  
p l a i n s ,  i s  it more d e s i r a b l e  t o  b u i l d  f l o o d  c o n t r o l  s t r u c t u r e s  
o r  t o  d i s c o u r a g e  t h e  development  o f  t h o s e  p l a i n s ,  ra ise  a l l  s o r t s  
o f  p o l i c y  problems t h a t  c o u l d  be i n v e s t i g a t e d .  What would be 
t h e  e f f e c t s  o f  r e g u l a t i o n s ,  o f  economic i n c e n t i v e s  s u c h  as  
d i s a s t e r  r e l i e f ,  o f  t h e  mechanisms o f  i n s u r a n c e  marke t ,  t h o s e  
are basic i s s u e s .  The r i s k  i s  e i t h e r  l e f t  t o  t h e  i n d i v i d u a l ,  o r  
s h a r e d  th rough  i n s u r a n c e  o r  s u p p o r t e d  by a l l  t a x  p a y e r s .  

The problem t a k e s  a n o t h e r  scale i n  d e v e l o p i n g  p o p u l a t e d  
a r e a s  where t h e  p o s s i b i l i t i e s  o f  p o l i c i e s  a r e  much more l i m i t e d  
and where enormous r e s o u r c e s  would have  t o  be m o b i l i z e d  f o r  f l o o d  
c o n t r o l .  Also ,  f l o o d s  may be one  o f  t h e  c a u s e s  of  f e r t i l i t y  o f  
t h e  e a r t h .  The e f f e c t s  o f  f l o o d s  on t h e  ecosys tem and on t h e  
s o c i a l  s t r u c t u r e  have t o  be i n v e s t i g a t e d  b e f o r e  a  b a l a n c e  i s  
found between r i s k s ,  c o s t s  and b e n e f i t s  o f  f l o o d  c o n t r o l ,  ac-  
c o r d i n g  t o  a s o c i a l  v a l u e  system. 

, Another  a s p e c t  o f  f l o o d  e f f e c t s  m i t i g a t i o n  i s  f l o o d  warnings  
and a le r t s .  What a r e  t h e  e f f e c t s  o f  f l o o d  warn ings ,  how can  t h e y  
be improved, t h o s e  are q u e s t i o n s  o f  crisis management. They c a n  
be ex tended  t o  o t h e r  s o r t s  o f  warn ings ,  a g a i n s t  n a t u r a l  c a t a s t r o -  
phes - -hur r i canes ,  p o t e n t i a l l y  ea r thquakes - -o r  t e c h n i c a l  a c c i d e n t s  
such  a s  f a i l u r e  o f  a dam o r  f a i l u r e  o f  a  n u c l e a r  r e a c t o r .  

Energy: R i s k  A s s o c i a t e d  w i t h  t h e  U s e  o f  
Nuclear  Power f o r  E l e c t r i c a l  Energy P r o d u c t i o n .  

I n  o r d e r  t o  make meaningful  compar isons  o f  r i s k s ,  it i s  
a p p r o p r i a t e  t o  c o n s i d e r  t h e  whole o f  t h e  n u c l e a r  f u e l  cyc le - -  
n u c l e a r  f u e l  e x t r a c t i o n ,  en r i chment ,  t r a n s p o r t a t i o n ,  s t o r a g e ,  



p r o c e s s i n g  i n  r e a c t o r s ,  s t o r a g e  and d i s p o s a l  o f  wastes--and t o  
b a s e  f u t u r e  r i s k  r e s e a r c h  on a  b e t t e r  u n d e r s t a n d i n g  o f  p u b l i c  
r e a c t i o n  t o  n u c l e a r  ene rgy .  

F i r s t ,  two l e s s o n s  s h o u l d  be drawn: 
-- t h e  l e s s o n  o f  WASH 1400 and o f  t h e  c r i t i q u e s  o f  it t h a t  

w e r e  p r o v i d e d ,  f o r  example,  by t h e  Lewis Committee 
Repor t .  Such r e p o r t s  c a n  be c o n s t r u c t i v e l y  used i n  t h e  
whole f i e l d  o f  r i s k  a n a l y s i s ;  

-- t h e  l e s s o n  o f  t h e  H a r r i s b u r q  e v e n t ,  where a c o n j u n c t i o n  
o f  t e c h n i c a l  f a i l u r e s ,  human e r r o r  and crisis management 
problems c o u l d  have l e d  t o  a c a t a s t r o p h e .  

Some major  d i r e c t i o n s  t h a t  c o u l d  be t a k e n  i n  n u c l e a r  r i s k  
a n a l y s i s  r e s e a r c h  are  t h e  f o l l o w i n g :  

-- a  d e e p e r  s t u d y  a l o n g  t h e  l i n e  o f  WASH 1400 t h a t  would 
f o r  example i n c l u d e  a c c i d e n t s  t h a t  have been assumed t o  
be  n e g l i g i b l e ,  t h e r e f o r e  would a l l o w  b e t t e r  i d e n t i f i c a -  
t i o n  o f  weak p o i n t s  o f  t h e  sys tem.  T h i s  i s  what is  c u r -  
r e n t l y  under taken  i n  W e s t  Germany by t h e  g roup  o f  
P r o f e s s o r  B i r k h o f e r ;  

-- a  r i s k  s t u d y  o f  n u c l e a r  wastes d i s p o s a l ,  which i s  one  
o f  t h e  most unknown o f  t h e  a s p e c t s  of  n u c l e a r  r i s k s ;  

-- a s t u d y  o f  p e r c e p t i o n  and p u b l i c  r e a c t i o n s  t o  n u c l e a r  
r i s k ;  a n  i n v e s t i g a t i o n  a b o u t  t h e  c r i t e r i a  o f  c r e d i -  
b i l i t y  of  n u c l e a r  r i s k  s t u d i e s  and o f  s t u d i e s  aimed a t  
comparing n u c l e a r  r i s k s  w i t h  t h e  r i s k s  a s s o c i a t e d  w i t h  
o t h e r  s o u r c e s  o f  p r o d u c t i o n  of e n e r g y  (example: t h e  
I n h a b e r  r e p o r t ) .  

The f i r s t  two o f  t h o s e  are l a r g e  problems t h a t  would r e q u i r e  
more i m p o r t a n t  teams t h a n  IIASA c a n  g a t h e r .  I t  i s  t h u s  proposed 
t o  l e a v e  a s i d e  s t r u c t u r a l  r e l i a b i l i t y  and wastes i s s u e s  and f o c u s  
o n  a few i m p o r t a n t  unknowns. 

The f i r s t  one  i s  human e r r o r .  

The q u e s t i o n  c a n  be  a d d r e s s e d  i n  t h e  f o l l o w i n g  way: What 
are  t h e  work env i ronments ,  t h e  p s y c h o l o g i c a l  and knowledge con- 
d i t i o n s  t h a t  weaken human a t t e n t i o n ,  what c a n  be e x p e c t e d  of  
human a t t e n t i o n  a t  i t s  b e s t ,  and what s o l u t i o n s  c a n  be e n v i s i o n e d  
t o  d e c r e a s e  t h e  p r o b a b i l i t y  and t h e  consequences  o f  human e r r o r  
- - t e c h n i c a l  r e d u n d a n c i e s ,  t r a i n i n g ,  a l e r t  sys tems ,  e t c .  T h i s  
would r e q u i r e  e x p l o r a t i o n  of  t h e  human e r r o r  problem beyond t h e  
l i m i t e d  e x p e r i e n c e  o f  t h e  n u c l e a r  f i e l d  and g a t h e r i n g  o f  d a t a  on 
t h e  q u e s t i o n .  A r e l a t e d  q u e s t i o n  i s  how t o  d e s i g n  sys tems  t h a t  
a r e  less s u s c e p t i b l e  t o  human e r r o r .  

A second s t u d y ,  i n  a d i f f e r e n t  p e r s p e c t i v e  re la tes  t o  p u b l i c  
a c c e p t a n c e  ( o r  r e j e c t i o n )  of  n u c l e a r  power. The f o l l o w i n g  
q u e s t i o n s  c o u l d  b e  examined: what are t h e  c r i te r ia  o f  c r e d i -  
b i l i t y  o f  n u c l e a r  r i s k  s t u d i e s  and t h e  meaning o f  t h e  f i g u r e s  
t h a t  t h e y  p r o v i d e ?  how are  t h e  b e n e f i t s  o f  n u c l e a r  power pe r -  
ce ived--as  opposed t o  t h e  b e n e f i t s  p r o v i d e d  by o t h e r  ene rgy  
sources--what  i s  t h e  v u l n e r a b i l i t y  o f  such a c e n t r a l i z e d  produc- 
t i o n  sys tem t o  wars and s a b o t a g e ?  what a r e  t h e  e f f e c t s  on  t h e  



confidence of the public of the de facto polarization of opinions 
among "pro" and "anti" nuclear groups and how could the environ- 
mentalists' concern to be introduced in a constructive way in the 
decision (regulatory) process? 

A third issue is that of "crisis management" and of the 
incorporation of new data: how flexible are the nuclear policies 
and regulations to allow for taking into account the experience 
of an event? 

A fourth issue, which goes beyond the nuclear question is 
that of comparability of risks: how legitimate is the comparison 
of nuclear risk with that of natural catastrophes? are people 
indifferent between two situations presenting the same ,probability 
of death? what indicators can be used to measure various risks and 
what do they really mean (e.g., "lost days of work", maximal or 
average probability of death in a population, etc.)? what are the 
philosophical issues--freedom and equity--raised by imposing a 
risk on a specific group for the general benefit? 

II 

IIASA Reference: Dr. Hafele: Memo to Roger Levien on 
further IIASA energy studies. Rasmussen: WASH 1400. Lewis 
Committee Report on WASH 1400.  Niehaus: comparison of energy 
risks. 

Dr. Schnurer (Ministry of Interior of West Germany). 
Paper from the Berlin SYIRT conference on future developments of 
risk analyses for NPP's; Dr. Schnurer refers to the work of 
Dr. Birkhofer: Risk Analyses for nuclear reactors; project for 
the Federal Ministry of Research and Technology; Harry Otway: 
understanding public reaction to nuclear power. 

Energy and Chemicals: Risk of Transportation 
of LNG and Other Hazardous Chemicals 

This is one case in which risks that seem a priori eompara- 
ble--e.g., LNG vs. chl.orine transportation--have a different impact 
on the public opinion. What is proposed here is first a review 
of the risk studies previously done for LNG transportation--in 
particular trucking;- then a study of the way by which regulations 
have been passed in different countries and a comparison of the 
LNG regulations with those concerning other hazardous chemicals-- 
chlorine and gasoline for example. One question that can be spe- 
cifically addressed is the sea transportation of hazardous chemi- 
cals (including LNG): how the economics of naval constructions-- 
which calls for larger vessels and less maneuvering power, and 
the institutional and political framework of regulation--which 
can only follow engineering developments--contribute to the cre- 
tion of the risk, what policy options are available to reduce it, 
in particular in an international setting. There is a time lag 
between a technical development and the regulatory response that 
would be interesting to explore. In this case, one can compare 
the logics of regulation in different fields where the process 
of legalities meets different institutional problems. 



IIASA Refe rences :  David F i s c h e r :  LNG t e r m i n a l  s i t i n g  i n  
Norway. E l i s a b e t h  Drake: Risk a n a l y s i s  f o r  L N G  t r a n s p o r t a t i o n .  
Nino Majone: L e g a l i t i e s  and p r o c e s s e s .  E l i s a b e t h  ~ a t 6 :  
G e l a t i o n  f o r  LNG f o r  r i s k  r e d u c t i o n .  

Medical  F i e l d :  R i s k s  A s s o c i a t e d  
w i t h  t h e  Market ing  o f  N e w  Drugs 

I n  t h e  medica l  f i e l d ,  a  c l a s s i c  a r e a  o f  r i s k  management i s  
t h e  t e s t i n g ,  l i c e n s i n g  and m o n i t o r i n g  o f  new d r u g s  f o r  human 
consumption.  The c e n t r a l  i s s u e  h e r e  i s  t h a t  e x t e n s i v e  l a b  
t e s t i n g  r e q u i r e m e n t s  p r i o r  t o  r e l e a s e  o f  new d r u g s  may s e r i o u s l y  
d e l a y  t h e  a v a i l a b i l i t y  o f  l i f e - s a v i n g  d r u g s  on t h e  market .  Even 
t h e n ,  t h e  l a b  t e s t i n g  and s m a l l  s c a l e  e x p e r i m e n t a l  human t r i a l s  
i n  h o s p i t a l s  may f a i l  t o  i d e n t i f y  dangerous  s i d e  e f f e c t s  which 
a p p e a r  o n l y  once  a  d rug  h a s  been made w i d e l y  a v a i l a b l e .  D i f f e r e n t  
c o u n t r i e s  have v e r y  d i f f e r e n t  emphases r e g a r d i n g  how much l a b  
t e s t i n g  v s .  how e x t e n s i v e  p o s t - r e l e a s e  m o n i t o r i n g  o f  a c t u a l  
e f f e c t s ,  i s  used t o  manage t h e  r i s k  o f  new d r u g s .  An ext reme 
c o n t r a s t  e x i s t s  between t h e  USA, emphasizing t h e  fo rmer  s t r a t e g y ,  
and t h e  UK,  emphasiz ing  t h e  l a t t e r .  

An i n t e r e s t i n g  compara t ive  s t u d y  c o u l d  be  done t o  show what 
k i n d s  o f  c o s t s  t h e s e  two approaches  e n t a i l .  S t r u c t u r a t i o n  o f  
t h e  problem i n  a  r i s k  a n a l y s i s  framework would raise q u e s t i o n s  
a b o u t  t h e  use  o f  s t a t i s t i c a l  methods i n  t h a t  f i e l d ,  and o f  com- 
p a r i s o n  o f  two p o l i c i e s  i n  which human l i v e s ,  p u b l i c  c o s t s  and 
i n d u s t r i a l  i n t e r e s t s  a r e  a t  s t a k e .  The q u e s t i o n  o f  p o s t  r e l e a s e  
m o n i t o r i n g  a l s o  i n v o l v e s  o b s e r v a t i o n  o f  i n d i v i d u a l  c a s e s ,  c o r -  
r e l a t i o n  between a  d rug  and s i d e  e f f e c t s  and g a t h e r i n g  o f  t h a t  
i n f o r m a t i o n .  H e r e  a g a i n ,  t h e  t i m e  f a c t o r  p l a y s  a n  i m p o r t a n t  
r o l e  i n  t h e  e f f i c i e n c y  o f  t h e  p o l i c y ,  which c o u l d  b e  i n t e r e s t i n g  
t o  i n v e s t i g a t e .  

IIASA Reference:  B i l l  C l a r k  who recommends a s  r e f e r e n c e s  
Louis  Lasagna,  P.B. H u t t  and a s  a n  a d v i s o r  Donald Kennedy ex- 
a d m i n i s t r a t o r  o f  FDA. P h i l i p  Aspden. B r i a n  A r t h u r :  Impl i -  
c a t i o n s  o f  a l t e r i n g  medica l  r i s k s  t o  l i f e .  

The q u e s t i o n  o f  med ica l  r i s k  i s  n o t  p r e s e n t l y  one  o f  t h e  
p o i n t s  o f  f o c u s  o f  IIASA r e s e a r c h  b u t  it i s  a n  i m p o r t a n t  i s s u e  
and a  s t u d y  aimed a t  comparing s o c i e t a l  r i s k  shou ld  i n c l u d e  
medica l  c o n s i d e r a t i o n s .  

The f o l l o w i n g  t a s k s  concern  a l l  o f  t h e  p r e v i o u s  case s t u d i e s  
and c o u l d  b e  under taken  a t  t h e  same t i m e  a s  t h o s e  p r a c t i c a l  
a p p l i c a t i o n s .  They concern  r i s k  v a l u a t i o n  and r i s k  management. 

Risk  and Va lues  

The q u e s t i o n  o f  v a l u e s  i n t e r v e n e s  when s o c i a l  c h o i c e s  have 
t o  be  made between g o a l s  and between p o l i c i e s  i n v o l v i n g  r i s k s .  
I m p l i c i t l y  o r  e x p l i c i t l y  t h o s e  v a l u e s  a r e  r e f l e c t e d  by t h e  con- 
s e n s u s  reached  i n  t h e  p u b l i c  s e c t o r  between economic f a c t o r s  
( c o s t s  o r  b e n e f i t s )  and ,  f o r  example, human s a f e t y  ( c r e a t i o n  o r  
m i t i g a t i o n  o f  a  r i s k ) .  



The q u e s t i o n  i s  t o :  
-- unde r s t and  t h e  mechanisms o f  i n d i v i d u a l  c h o i c e s  g iven  

i n fo rma t ion  and p e r c e p t i o n ;  
-- unders tand  t h e  p r o c e s s  o f  a  c o l l e c t i v e  c h o i c e  s t a r t i n g  

from i n d i v i d u a l  p r e f e r e n c e s  and a n  i n s t i t u t i o n a l  frame- 
work ( a )  ( " d e s c r i p t i v e  model" ) ; 

-- r e cogn i ze  t h e  s o c i a l  v a l u e s  behind s t a t e  g o a l s  ( b )  
("norms")  and t h e  s o u r c e  o f  a  p o s s i b l e  gap  between t h e  
d e s i r a b l e  p r i n c i p l e s  and t h e  a c t u a l  r e s u l t  ( a )  v s .  ( b )  ; 

- - see how r i s k  a n a l y s i s  can  g i v e  u s a b l e  i n f o r m a t i o n  t o  
improve t h e  c o l l e c t i v e  d e c i s i o n  p r o c e s s ,  i n  p a r t i c u l a r ,  
what form o f  r e s u l t s  would be u s e f u l  i n  t h a t  r e s p e c t ,  
g i v e n  t h e  shape  o f  t h e  i n s t i t u t i o n s  and t h e  p o s s i b i l i -  
t i e s  o f  modifying them ( r e g u l a t o r y  agency v s .  d i r e c t  
v o t e  on a  r e g u l a t o r y  i s s u e  f o r  i n s t a n c e ) .  

I f  one  chooses  t o  e v a l u a t e  a l t e r n a t i v e s  i n  a  m u l t i - a t t r i b u t e  
u t i l i t y  framework, t h e  d e s i r e d  t r a d e - o f f s  between l i v e s ,  h e a l t h ,  
environmenta l  q u a l i t y  and economic f a c t o r s  can  be g a t h e r e d  i n  a  
u t i l i t y  f u n c t i o n  which r e f l e c t s  t h e  v a l u e s  o f  t h e  pe rson  whose 
u t i l i t i e s  a r e  measured. 

The n o t i o n s  o f  d e s c r i p t i v e  model--observat ion of  t h e  r e s u l t s  
o f  p a s t  dec i s i ons - -ve r su s  normat ive  models--defining p r i n c i p l e s  
and making p u b l i c  d e c i s i o n s  according--are  p u z z l i n g  because  of 
t h e  d i s c r e p a n c i e s  obse rved  between them, which comes p a r t i a l l y  
from t h e  shape o f  t h e  i n s t i t u t i o n s .  " I r r a t i o n a l i t i e s "  t h a t  a r e  
a l r e a d y  obse rved  a t  t h e  i n d i v i d u a l  l e v e l  e s s e n t i a l l y  mean t h a t  
o u r  models do n o t  encompass p r o p e r l y  human p r o c e s s i n g  o f  i n f o r -  
mat ion.  

What i s  proposed h e r e  i s  t o  t a c k l e  t h e  problem o f  r a t i o n a l i t y  
and v a l u e s  f o r  i n d i v i d u a l s ,  t h e n  a t  t h e  c o l l e c t i v e  l e v e l ,  t a k i n g  
i n t o  accoun t  t h e  r o l e  o f  t h e  i n s t i t u t i o n s .  

The fo l l owing  q u e s t i o n s  can be add re s sed  t o  unders tand  
b e t t e r  t h e  r a t i o n a l e  behind i n d i v i d u a l  and c o l l e c t i v e  cho i ce s :  
what a r e  t h e  l i m i t a t i o n s  o f  t h e  human mind i n  g a t h e r i n g  and 
p r o  e s s i n g  i n fo rma t ion ,  i n  p a r t i c u l a r  abou t  low p r o b a b i l i t i e s ,  
l o m F  o r  below f o r  example? what a r e  t h e  norms o f  s o c i e t y - - i s  
t h e r e  a  t r ade -o f f  between i n d i v i d u a l  freedom and s o c i a l  j u s t i c e  
a s  seems t o  be t h e  case--as f a r  a s  t h e  r i s k  i s s u e s  a r e  concerned? 
how do d i f f e r e n t  forms o f  i n s t i t u t i o n s ,  e . g . ,  d i r e c t  v o t e  o r  
r e g u l a t o r y  agency,  g a t h e r  and p roce s s  i n d i v i d u a l  c h o i c e s  and make 
a  c o l l e c t i v e  d e c i s i o n ?  how c o n s i s t e n t  a r e  t h o s e  d e c i s i o n s  w i t h  
n a t i o n a l  goals--which cou ld  be fo rma l i zed  a s  Wierzb ick i  s u g g e s t s  
by p e n a l t y  f u n c t i o n ,  a  d i s t a n c e  between a  s o l u t i o n  and t h e  set 
o f  s o l u t i o n s  t h a t  m e e t  t h e  normat ive  g o a l s ?  

I f  one chooses  t o  compute s imple  i n d i c a t o r s  o r  i n c o r p o r a t e  - 
t h e  r i s k s  i n  p u b l i c  p o l i c i e s  (expec ted  v a l u e s  o f  economic l o s s e s ,  
number o f  l o s t  l i v e s ,  maximal p r o b a b i l i t y  o f  d e a t h ,  e t c . ) ,  t h e  
use  of  each  o f  them t o  rank  r i s k  m i t i g a t i o n  p o l i c i e s  r e f l e c t s  
a  p h i l o s o p h i c a l  s t a n d .  What do t h e s e  c r i t e r i a  mean w i t h  r e s p e c t  
t o  freedom o f  c h o i c e  ( t o  a c c e p t  o r  r e j e c t  a  r i s k  f o r  exa-itiplGJ 
and e q u i t y  i s s u e s  ( d i s t r i b u t i o n  of  r i s k s  and b e n e f i t s )  i s  a  



major q u e s t i o n  o f  v a l u e s .  

A c e n t r a l  p o i n t  o f  t h e  whole r i s k  v a l u a t i o n  q u e s t i o n  is  t h a t  
o f  t h e  t r a d e - o f f  between human s a f e t y  and economic c o s t s .  One of  
t h e  q u e s t i o n s  which cou ld  be addressed- - s ince  it seems c l e a r  t h a t  
t h e r e  i s  no such  t h i n g  a s  a  u n i v e r s a l  v a l u e  o f  l i f e - - i s  what pa r a -  
m e t e r s  shou ld  b e  t a k e n  i n t o  accoun t  i n  t h e  accep t ance  o r  t h e  re- 
j e c t i o n  o f  a  p o l i c y  on t h e  b a s i s  o f  a  c o s t  p e r  l i f e  saved:  
p r o b a b i l i t y  o f  d e a t h ,  o r  suddenness o f  d e a t h  o r  f r i g h t  i n s p i r e d  
by some h o r r i f y i n g  haza rd s  f o r  example? Between two o f  t h e  pro-  
posed measures o f  i n d i v i d u a l  " v a l u e  o f  l i f e " ,  i . e . ,  w i l l i n g n e s s  
t o  pay v e r s u s  human c a p i t a l ,  which one  shou ld  be agg rega t ed  
(averaged f o r  example ) ,  how cou ld  t h e y  be  e s t i m a t e d  p r a c t i c a l l y ,  
and what a r e  t h e  p o l i t i c a l  i m p l i c a t i o n s  o f  u s ing  such  c r i t e r i a ?  

Those c o n s i d e r a t i o n s  seem remote from t h e  c l a s s i c a l  s o l u t i o n s  
p rov ided  by u t i l i t y  t heo ry .  The major  shor tcoming o f  t h a t  t h e o r y  
seems t o  b e  t o  i g n o r e  t h e  r o l e  o f  t h e  i n s t i t u t i o n 8 .  I t  would be 
i n t e r e s t i n g ,  n e v e r t h e l e s s ,  t o  compare i n  each  c a s e ,  t h e  i n s i g h t s  
ga ined  t o  t h e  i s s u e s  r a i s e d  above, t o  t h e  answer t h a t  u t i l i t y  
t heo ry  might  p rov ide .  

Another  c r i t i c a l  e lement  o f  t h e  s o c i a l  c h o i c e ,  i s  t h a t  o f  
t i m e  p r e f e r e n c e .  I t  i n t e r v e n e s  d i r e c t l y  i n  t h e  problem o f  manage- 
ment o f  n u c l e a r  was t e s  ( a  long t e r m  r i s k  t o  be cons ide r ed  a long  
w i t h  t h e  s h o r t  t e r m  r i s k  o f  n u c l e a r  a c c i d e n t )  o r  i n  t h e  problem 
o f  c l i m a t i c  change ( a  r i s k  p r e s e n t i n g  a  l a r g e  u n c e r t a i n t y  o v e r  
t h e  t i m e  h o r i z o n  o f  t h e  h a z a r d ) .  

What " r a t e  o f  d i s c o u n t "  shou ld  be u sed ,  what ba l ance  between 
c u r r e n t  economic s i t u a t i o n  ( p r e s e n t  ma rg ina l  r a t e  of  t r ans forma-  
t i o n )  and i n t e r - g e n e r a t i o n a l  c o n s i d e r a t i o n s  shou ld  be adopted 
f o r  a  n a t i o n a l  p o l i c y  i s  a  c r i t i c a l  i s s u e ?  I t  can p robab ly  be 
approached from a  p r o b a b i l i s t i c  p o i n t  o f  view: what w i l l  be  t h e  
t e c h n i c a l  p r o g r e s s  between now and a g iven  t i m e  i n  t h e  f u t u r e ,  
f o r  t h e  r e d u c t i o n  o f  t h e  c o n s i d e r e d  r i s k ;  what w i l l  be t h e  s t a t e  
of  t h e  economy and even t h e  v a l u e  sys tem which are c r i t i c a l  
f a c t o r s  i n  t h e  t ime  i s s u e .  

IIASA Refe rences :  H .  R a i f f a  and R .  Keeney: m u l t i - a t t r i b u t e  
d e c i s i o n  a n a l y s i s .  John La th rop :  u se  o f  t h e  u t i l i t y  t h e o r y  f o r  
s o c i a l  decis ion-making.  Joanne L inne roo th :  on t h e  v a l u e  o f  l i f e .  

R i sk  Management 

Two major  q u e s t i o n s  a r i s e  abou t  r i s k  management: what a r e  
t h e  p o l i c i e s  a v a i l a b l e ?  and a t  what moment shou ld  t h e y  be  imple-  
mented? 

The c h o i c e  o f  p o l i c i e s  h a s  t o  be made on t h e  b a s i s  o f  bo th  
t h e  g l o b a l  n a t i o n a l  e f f e c t  and t h e  r e d i s t r i b u t i o n  e f f e c t s  among 
r e g i o n s  and s o c i a l  groups .  I n  t h e  p u b l i c  s e c t o r ,  t h e  r i s k  manage- 
ment i s s u e  i n c l u d e s  two t y p e s  o f  s i t u a t i o n :  c r e a t i o n  o f  a  r i s k -  
f o r  a  s o c i e t a l  b e n e f i t  b e l i e v e d  t o  be g r e a t e r  t h a n  t h a t  r i s k ,  
f o r  example b u i l d i n g  n u c l e a r  power p l a n t s  o r  a u t h o r i z i n g  t h e i r  
c o n s t r u c t i o n ;  o r  m i t i g a t i o n  o f  a n  e x i s t i n g  r i s k ,  f o r  i n s t a n c e  
t h e  r i s k  o f  e a r t h q u a k e s  o r  f l o o d s  o r  ep idemics .  The p o l i c i e s  
a v a i l a b l e  a r e  g e n e r a l l y  o f  f o u r  t y p e s :  d i r e c t  p u b l i c  i nves tmen t ,  



e.g., in an immunization program; regulation, including licens- 
ing, standard setting, release and operation permits; economic 
incentives, including tax adjustments or disaster relief measures; 
and a more passive category of actions which is to let the market 
mechanisms rule the risk management issues. 

The choice among these is essentially political. Again, it 
is proposed to explore how each political philosophy--emphasizing 
equity and social justice or individual freedom--guides a choice 
of policy, given the characteristics of the risk--voluntary or not, 
controllable or not. The point is to compare the results and the 
secondary effects of these different types of policies. Also, it 
would, for example, be interesting to determine the transfers 
that they imply, who, for instance, bears the cost of safety 
regulations in the industry, what share of the cost goes to the 
consumer, to the employer and to the employee and how this 
mechanism compares to a free market situation. 

One of the major problems of risk management is to deal with 
the totally unknown situations where neither the mechanisms, the 
consequences, nor the probabilities of the outcomes can even be 
imagined and assessed. To cope with such uncertainties, the 
dynamics of a risk mitigation program should be modified to 
include the learning process. Experience will be gained as a 
technology is developed and used. The policy of risk management 
must be flexible enough to incorporate that experience. Never- 
theless, initial decisions to accept or reject a technology have 
to be made. It would be interesting to explore how the time 
factor of technical progress and gain of information can be 
introduced in the policy decision. 

Another critical issue to be considered at the time of 
planning is that of crisis management: how can the effectiveness 
of a warning system be assessed and improved? how risk analysis 
can be used for that purpose? what are the critical factors, 
communications, authority, access to the system, control and 
means of action that can be considered in times of crisis?. 
"Optimum" allocation of resources for disaster preparedness 
reflects a collective choice and risk attitude that is directly 
linked to the risk valuation question. The experience of the 
case studies concerning floods, LNG transportation and nucleak 
power should be good starting points to identify the critical 
elements of an effective risk management policy. The role of 
the institutions in the risk management issue--and in crisis 
situations in particular--is a very important one. Modification 
of institutions, and even possibly modification of goals if the 
risks that they imply reveal unacceptable or unmanageable, is 
part of a much broader issue than the risk question. All other 
political implications of such moves should be explored. It is 
proposed to examine what sort of situations suggest such deep 
modifications. 

IIASA References: Bill Clark: on dynamic risk manage- 
ment. David Fischer and John Lathrop: on crisis management 
(Workshop on the Three Mile Island event). 



CONCLUSIONS AND ORGANIZATION 

I t  i s  recommended t h a t  a t  t h e  end o f  t h e  c a s e  s t u d i e s ,  
compara t ive  s y n t h e s e s  be  p r epa red  f o c u s i n g  on problems t h a t  a r e  
common t o  s e v e r a l  o f  t h o s e  c a s e s .  One c o u l d  choose ,  f o r  example: 

-- t h e  c h o i c e  o f  p r o b a b i l i s t i c  models v e r s u s  s t a t i s t i c a l  
i n f e r e n c e ;  

-- t h e  problems posed by incomple te  d a t a ,  and t h e  conse-  
quences  oE t h a t  l i m i t a t i o n  f o r  p o l i c y  d e c i s i o n s ;  

-- t h e  q u e s t i o n  o f  human e r r o r ;  

-- t h e  q u e s t i o n  o f  t i m e  f a c t o r  ( w i t h  t h e  u n c e r t a i n t i e s  
a t t a c h e d  t o  it) and o f  t ime  p r e f e r e n c e ;  

-- i n c l u d i n g  p o t e n t i a l  t e c h n i c a l  p r o g r e s s  i n  p o l i c y  
d e c i s i o n s ;  

-- cr is i s  management f o r  d i f f e r e n t  t y p e s  o f  r i s k s ;  

and p robab ly  many o t h e r  g e n e r a l  problems t h a t  w i l l  emerge from 
t h e  s t u d y .  

I A s  f a r  as t h e  s chedu l i ng  i s  concerned ,  t h e  o r g a n i z a t i o n  o f  
t h e  work a s  proposed fo l l ows  t h i s  p a t t e r n :  

PHASE 3 

PHASE 1 Task 1 

Comparat ive Syn theses  
on comrno.n .p.r.ob lems 

PHASE 2 

This  d e f i n e s  a  m a t r i x  o r g a n i z a t i o n  ( c a s e  s t u d i e s  v s .  common 
t h e o r e t i c a l  problems)  i n  which t a s k s  9 and 10  on r i s k  v a l u a t i o n  
and r i s k  management have a  p a r t i c u l a r  p o s i t i o n :  under taken  a t  
t h e  same t i m e  a s  t h e  c a s e  s t u d i e s ,  t h e y  shou ld  c o n s t a n t l y  r e l a t e  
t o  them. S t r u c t u r e d  i n  t h a t  manner, it i s  hoped t h a t  t h i s  s t udy  
can  b r i n g  peop le  t o  work t o g e t h e r  i n  a  f r u i t f u l  and c o n s t r u c t i v e  
way. 
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