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Towards Integrated, Computer-Based
Management Communications

Vladimir Teremetsky

T. INTRODUCTION

Communication is of fundamental importance in organiza-
tions. Mintzberg, for example, observed that the managers ne
studied spent more than 75% of their time <communicating
(Mintzberg 1973).

Presently, new, ccmputer-based technologies are emerging
which offer new alterncetives for communication.

One of these i3 so-called electronic mail--i.e., ©passing
informal messages to other users on a time shared network.,

Another is of course text processing. This is not so much
an alrternative technology as it is an efficiency improvement in
conventional hard ccpy correspondence and reports.

Another technology is aiso developing which serves to con-
fuse the 1issue from a communication standpoint--namely the
growing appeal of personal computing. Small microcomputers are
often within reach of a departments discretionary budget and
often they find it easier to do <certain text processing and
decision aiding applications 1locally than coordinate with a
centralized computer department.

While personalized computing brings control of applica-
tions closer to the people having those problems, it does have
the disadvantage of discouraging use of the computer for pass-
ing of messages to otner offices,

A potential follow-up phase to the spread o¢f 1localized
computing in offices 1is, we Dbelieve, a move towards inter-
connecting these oa a local communication network.
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dowever, to date, computer-based intra-office communica-~
tions nave only ccnsidered typed text--what we call "typo-
graphic" data.

To support communications 1in other forms--e.g., voice,
free aand graphicg--other technologies have developed
ssparat2ly and make use of separate communication network: feor
instance, telephone, cable TV, thermo fax.

Looking beyond the use of computers for typographic com-
Tunications, we would 1like to consider a single intra-ofrfice
cetwork for managing ail the above mentioned forms of communi-
cation. We call this proposed system an Integrated-services
Intra-Organizational Communication Network {IICN).

I1i. NEED FOR SETTER COMMUNICATIONS

Our specific attenticn to the problems of managers is-
intentional. It seems (Infotech Internatiocnal 1979, 1980b)
that existing intra-organizational information systems somehow
have missed a manager. They have not been aimed at the execu-
tive but have concentrated rather on secretarial and clerical
functions (e.g., text and word processing). Nevertheless,
managers and professionals are a major part in distribution of
office workers by number and even larger part in the distribu-
tion by cost (see Figure 1 (Infotech International 1979), and
2). Besides, the number of this most expensive group of office
workers—-managers znd professionals--increased more quickly in
comparison with the clerical groups (Figure 3) (Infotech Inter-
national 198db).

Also, a number of recent researchers (e.g., Hiltz 1973,
Dudorin 198€, Infotech international 193¢b) nave emphasized the
yrowing need for improving the efficiency of information sys-

tews for managers. Eut to improve manager's effectiveness
means to a great extent imprcving their ability to comuunicate
(rigure 3) (Inftotech International 1%7v).

lio orcer to detend tuls statement let us consider a
sianagec's workine role in an organization. First, consider
the followinyg passage from a. mintzberg (1573):

Much of the manager's power derives frcem his informa-
tion. With access to many sources of information,
some of them opened to no one else in the organiza-
tional wunit, the manager develops a data base that
enables him to make more effective decisions than his
emplovyees, Unfortunately, the manager receives much
information verbally, and lacking effective means to
disseminate it to others, he has difficulty delegat-
ing responsibiiity for decision-making (emphasis
ours).

Mintzberg also gives the following <classification of
managerial functions:
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Figure 1. Distribution of Office Workers (a: by Number and
b: by Cost) in the U.K. (Source: Infotecnh Inter-
national 1980b)
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rigure 2. Distribution of Office Workers (a: by MNumber and
b: by Cost) in the U.S.A. in 1978 (Source: Statis-
tical Abstracts of the United States 1979).

1966 1971 1976
Managers and 1631 1961 2609
professionals (7.0%) (8.69%) (11.6%)
Clerks and 2521 2651 2812
cashirs (10.5%) (11.3%) (12.5%)
Secretaries and 789 767 832
typists (3.3%) (3.3%) (3.79)

Figure 3. Civil Employment Figures for UK Offices (in thousands
and as percentage of workforce) (Source: 1966 and
1971: Department of Employment British Labor Statis-
tics, 1976: Analysis of recent information in CSO
publications)
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Figure 5. The Manager as Information Processing System

. Factual information from many sources;

i

2. Value judgments from key individuals;

3. Discussion on ©vroposed alternatives and theirt
ramifications;

4. Anonymity in wvoting cor discussing such issues, so
that middle managers do not feel inhibited about
criticizing the ideas of their superiors;

5. A way to determine a general consensus within a

short period of time, when a decision must be
reached.

An intra-organizational communication system might help to
- fiil the above needs, by providing means to structure and
categorize the communications flow.

Let us be more specific about our use of the term "commun-
ication."

In Figure g we present a s3imple taxonomy of communications
(sugyested oy . Lee, personal conversation). Here there are
two major parts of intormation communication, namely verbal and
non-verbal (which includes facial expressions, voice intona-
tions, etc. and comprises 5¢% of the communication in face-~to-
face interaction (Uhlig et al. 1979)).




INFCRMATION

/\

Vverbal non-verbal

spolken written
formal e.qg.,
orders
e.g.,
informal memos
Figure 6. ‘“ypes of Cuimnunications

The former can be further subdivided into spoken and writ-
ten communications which, in turn, may be formal {e.g., orders,
reports, etc.) and infcrmal (e.g., memos, messages, comments).
Again, written cecmmunicaticns may be given another dimension
which catagorize it on unstructured and structured
commurications.

Conventional data processing {DP) concentrates mainly on
structured formal communications, e.q¢., 'sales &and purchase
transactions. Communication of non-verbal information is
unlika2ly to be affected by the IICN. Its focus in this taxon-
omy lies in the verbal part. In other words, the aim of the
IICN is to help a manager in his unstructured verbal communica-
tions (written and to a certain extent, spoken).

To show that conventional DP has difficulties in helping
the unstructured manzgerial communications refer to Table 1
below.

The table shows the information flows (measured by the
numbers of computerized summaries on different items) provided
by the USSR Information system "APPARAT" in different levels of
management (Dudorin et al. 19843).

It can be seen that this system based on DP is best suited
-for the low-level management. However, higher in the organiza-
tional hierarchy, where managerial communication activity



Table 1.
Number of computerized summaries
Subdivisicns . j
Sections,  Shops, g;ﬁg igzei
Offices Departments _. g_ "ncy
Directorate
Shcrec-term planning 22 3 -—
Materials and equipment
supply 41 T1 4
Technical and economical
planning a 4 3
Bookkeeping 21 - -
Technological suppert 21 i 2

becomes less structured and more heterogeneous, less suppcrt is
provided by this system.

An interesting study was made by J.H. Carlisle (Infotech
International 1979), who interviewed 34 senlor managers and
experts in three departments of a Europesn multinational <cor-
poration to find out their attitude iowards the office automa-
- tion systems (as part of broader IICN). The conclusions wera
as folliows:

-~ desire and expectations on the part of management to
find ways of improving their effectiveness were high.

-—- there were 21 applications areas identified 1in which
office automation was expected to make a significant
and cost-effective contribution tc¢ managers and pro-
fessionals,

-~ interest in the prospects of office automation seemed
to b2 high although the awareness of technological
options was low (emphasis ours).

When referring tc the above table, reference (Dudorin et
al. 1980) also stresses that the awareness of the urgent needs
and appropriate tools for helping a high-level manager in his
unstructured communications 1is now becoming stronger in the
U55R.

So, the general statement seems to be that managers con-
cider their communications needs to be scerious, and are
actively interested in technological assistance to these prob-
lems. However, by and large, they are rather uninformed about
the options available.

In the bzlance of this paper, we hope to remedy this
somewhat.
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IIT. TEE MANAGER'S NODE IN AN TICN

Before getting to the discussion c¢f the design of
inteqrated-services intraorganizational communication network
let us speculate on what manager's work station as an IICN node
will look like in the near future.

Wowadays a manayer might have an intelligent wmicrocomputer
an: stand-alone terminal to cetrieve nis personal files anc to
fielp iim in cecision-making. The terminal wight even Le :Zcn-
nected to a host-computer provicing access to organizational
data bank. For example, in the Institute for 3ystems Studies
{ioscow, USSR) the head of a department can call a computer
program "PLAN" and see at his display each of the persognel
assignments at the present moment: who is to submit a scien-
tific report, whe is to start preparing to a conference, ectc.
Upon calling another program "ISKRA" he is able to place orders
in a standard format and have it disseminated within .the

dzpatrtmnent.

Still next to these intelligent devices you are sure to
see at a manager's d=2sk a telephone connected o a separate
switched public telephone <circuit, where approximately two
thirds (Infotech International 1988b) of ail phone calls fail
to reach the dezired person. And though wvarious PTT's now
offer a number of advanced telephone services, e.g., store-
and-forward calls, automatic dialing of voice calls, automatic
answering, etc. the usage of these features 1is very low
(Infotech Internaticnal 1988b) perhaps because cthey often
require complicated operating procedures—--the result of
attempting to handle sophisticated things with too simple a
device. Consider, for instance, the following example (quoted
in Infotech International 198@b):

To transfer outside call to another extension:

If you wish to transfer an outside cail to someone
else in the building, advise the caller that you are
going to transfer him. Press the recall button of
your telephore and when you hear a dialing tone, dial
the internal extension required.

Wnen the called extension answers, &dvise him that
you are transferring an outside call. The called
extension must then press his recall button to con-
nect himself to the outside caller. When you hear an
engaged tone, the call has been transferred satisfac-
torily.

Only then replace your receiver.
NOTE:

You CANNQT transfer an outside call until the
required internal extension has been answered,.




Whan receiving &n outside c¢all from an 1internal
axtansion, remamber to press the recall button to
connect vyourcself,

[ you are in difficulty, you can ask the Switchboard
Operator to transfer the call by pressing the recall
butzon and dialing "@". Advise the Operator of the
nam2 of the person OR the extension number that the
cailer requires. Then replace vour receiver.

. e reco.ik@nd 4 oawore yeneral approach to  such  proolens:
ncorporate  in a  wanayer's work station a device converting
udaloGue voice siynals to a digital form (wita tie possivlility
to  store wno  retrieve it as conventional digital data) and
transwit it through the Same Coamiunication line together wita
tae data frowm the terwinal or computer. (Due to thie liwited
Gdistaunces of intraorganizational network it is reasonaple to
huve  Lhe  special  cemmunication chaanels, say fiber-optics cr
Coaxial wv-cable, wnich are more expensive than usual ones, but
fNeve better juality and capacity.) Then to builu sgpecial com-
munication software which woulid handle these “integrated” nes-
Sdges. Adding here a device for digital coding of images,
those wessayes wcould also be able to carry graphical inforwma-
tion.

Now, wnat would & manager like his future office work sta-
tion tu liook like? A5 we suygeested, it ought to be able to
gend, receive and store communications in any of text, voice,
ective video and static grapnics forms. A schematic of such a
wOrik station is sihown in Figure 7 (from IwnEE 1978).

The system capable of transmitting voice, data and images
in a digital form in one circuit wiil offer new services to a
manager :

Z. A manager will be able to handle a new kind of
message—-—-one consisting of text, graphics, and voice
information.

2. A new possibilities will arise 1in sending diagram
tables or written messages with a manager's spoken
comments or refer to the video presentation, which can
be accessed by the receiver,

3. The ability to associate text, graphics, and voice in
a file will substantially benefit the area of
computer-assisted briefings. It will be possible to
have an ordinary "telephone” conversation and at the
same time look into stored text. A manager will be
arle to sze who is calling him by "phone" andé maybe
also the subject of the conversation on the screen,
before he answers the "call." During the cocnversatian
he can make notes or bring up background material, or
even store the whole conversation by the stroke of the
key.

4. All incoming mail <can b
before being distributed

won't need to send the ¢co

e scanned into the system
physically. Thus, a manager

pDies around. Documents can
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Figure 7. EBlock Diagram of IICN Manager's Work Station

always ©be referred to and brought up in a discussion
without carrying them around.

5. Tt would kte possible for a manager to use a voice
input to the computer, or to the data retrieval dev-
ice, store and retrieve the voice information, send a
copy of conversation (store-and-forward calls).

Qther advantages are 1likely to appear when a manager
starts using JICN. But before it becomes possible the probiem
must be solved of how to interccnnect all such work stations
within the organization and to build software which will handle
"integrated" messages in the IICN.

In the following chapters we shall discuss some technolog-
ical problems of TIICN design which might be of interest and
concarn teoe a manager.
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V. INTEGRATED-SERVICES INTRACRGANIZATIONAL COMMUNICATION
METWORK (TIICN,

Integrated-services intrsorjyanizational communication nec-
work interconnecting large numbers of very different types of
devices including computers, manager's work stations, word pro-
cessing  facilities, etc.—-must satisfy communication require-
mant.s in a very flexible way over a 1limited geographic area
{typically iess than two kilometers in diamecer).

To be effective, it must be:

-— an integrated services netwcrk with increased mixing
of voice, data and image communications;

-~ a high speed network offering each c¢f the possible
hundreds of individual wusers sharing it relatively
high information rates;

-- a network with simplified and stanrdardized interfaces
for an easy connection of new devices;:

~-— a retwork with imperceptibiy small error rate sup-
ported by error-correcting procedures;

-- a network satisfying the requirements of confidential-
ity demanded by many of today's business environment,.

V. TICN TOPOLOGY AND INFCRMATION FLOW CONTROL

One of the major considerations in dssigning of JICN for a
particular situation 15 the choice of its topological struc-
ture. Depended on this issue is the tvpe of information flow
zontrol cechnique.

When discussing this problem we shall try to illustrate
cach case by the appropriate example. It should be noted,
thcugh, that there have been no known examples of implementing
in full the IICN concept prorposed here. However in those
described below there are some features that can be used in the
TICN design.

Por any lccal communications network, there are basically
four basic architectures (see Figure 8).

l. A star network huilt around the central controller =zs
a message~switching system providing an intelligent interface
to the changing applications, services and networks. The star
is the most suitable topology fcr a system using one processoer
and several work stations. The links in a star network could
be cables such as telephone lines, or fiber optics. In this
case, each ¢f the devices connected to the star <¢an transmit
whenever it has information. The data are stored by the cen-
tral switch until the intended destinaticn is able to accept
the zraffic.

As an example of apnplying a star topology in an integrated
local network let us consider Kyoto University information-
processing network (Kuipnet) ({Kitazawa and Sakai 1978),. Thea
traffic in the network consists of:
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-- data, program in digital form;

-- speech signals;

-- line drawings, figures, and gray-scale or color photo-
graphs.

Figure 9 shows the 1977 Kuipnet confiquration, including
six local heterogeneous computars with peripherals connected to
a switching computer (interface message processor--IMP) through
high-speed (1,6 Mbit/sec) lines.

IiiP handles two cifferent types of amessages: characters
and raw data. The first include source prourams, object
macinline codes, line printer output, etc. A nessage cf raw data
is vate of wvideo saiwpling or speecli. Since the continuous
speecnh data should be transmitted at more than 240 Kilobits per
s2cond (Lops) averaye rate they are given a higher priority
than tile ordinary data character.

iuipnet is wsing a customizec IMP, but for the wide spread
of 1ilw an off-tie-shelf, standardized wmessage-switching device
is needed. A good step to it is tine introducticn of computer-
controlled private Lrancii exciances (Pui), winich engloy stand-
ardized pulse-code modulated time~division awultiplexed (rCa
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Figure 9. Kuipnet Zonfiguration (December :977)
(W=16 bit, B=8 bit, character=6 bit, FSS--flying
spot scanner, TTY--teletypewriter)

TOM) twechniques, &ffording a compact and ravrid switching
infrascructure for wvit strean of typically ©4 Kkit/sec. It is
& samreling technigue, in wulch the analogue signal is sampled
at discrete time intervals, the measured analoque signal's
anplcude 1is digitized 1into a binary nuwber and the result is
transmitced as part of a8 bit stream through tne circuit. At
the vreceiving end the reverse process takes place, where the
coded cata creates a veltage amplitudes to reconstruct the ori-
ginal signal. Because of the wide vandwidth of a usual cable
cair it is possible to time muitiplex in one line a number of
04 «xbit/sec wvoice channels (typically 30) (Infotech Interna-
tional 19340). The nmodern E3cx is transparent to the informa-
tion that £flows through it--i.e., it can handle botnh voice,
data and images in a digital form.

One of the recent linplementations of such a awevice is 17T
1241 Jdigyital exchange for voice and data in its integrated ser-
vices Networh 206 (Cotton and Lawson 1930). A distributec
control structure, incorporation of special purpose LSI
(large-scale integration circuits) and commercially available
microprocessors, a modular approach provide simple implementa-
tion of design changes for technology and for the offering of
new services.

The core of the digital exchange 1is the switch element
(constructed from 16 identical LSI chips), which implements
time and space switching functions. And when, for instance, A
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warts to connect o <, and B wants to connect to D, this ele-
ment knows that C nust sampla A's time slot, and D must sample
B's. The structur2 of each of the chips which form a switch

elemer:it is

ITT
traffic
deta.

Software
CHILL derived from concurrent PASCAL and is executed as

called

ccncurrent processes by the operating system.
state

finite

iliustrated in Figqure 13.

1240 software has been designed to cover the full
ranges arnd teleccmmunications needs that include voice,

rural, local transit and toll applications.

is writcen in +the CCITT high 1level langusge

In addition a

machine language (FSML) has been developed fcr

control programs.

ITT 1240 switching processor operating system (Figure 11)
supports concurrent communication processes. The primary fuac-
tions of the operating system are to

-- provide a dedicated virtual processor for each pro-

cess;

-—- provide communications between processes by passing

messages;

-- provide timing when necessary;

Switch element
b N 1
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. . 8
identity |
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Figure 10.

One of the 16 Inlet or Outlet Port LSI Chips that
Together Form a Switch Element
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Figure 11. Block Schematic of the Basic Switching Processor
System

-~ provide for the creation and destructicn of processes;
-— allocate system resources such as memory and processor
time. -

Figure 12 shows the block schematic cf the ITT 1240 excharge.

2. A rirg {loop) network (Fiqure 13) which 1interconnects
all devices on one circuit. In this case data flows sequently
around a single transmission loop connecting the communicating
faciliities.

The main advantage of such systems 1is that the highest
volume of traftfic between nodes goes purely on the lccal

system--without requiring the use of any common carrier facili-
ties.

The ring system is cavable of high-speed communications,
and allows an easy attachment of the new devices if only the
proper and highly reliable interface is developed. Ring inter-
face must have some means cof disconnecting itself from the ring

in case of failure not to break all the communications 1in the
network.
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The most common control strategy in such systems involves
m=2ssage "trains' traveling round the ring at high speed, with
the ring interface examining the address on each of these mes~
sages to determine if it is subscribed for the station attached
to that particular ring interface. If so0, the interface then
copies those messages off and marks them as having been reacd.
At the end of the string of messages there is a <control token
indicating the end, and at that point the ring interface can
append a new message tc the "train." When the message gets
hack te the originator, the originator removes it from the
stream.

Similar technique is applied in the integrated communica-
tion system which has been built at the University of Ljubljana
(Yugoslavia) {Figqure 14) (Denning 1979). This integrated digi-
tal lcop system (IDLS) controlled by microprocessor connects up
to 225 user terminals (T) with the help of (digital) exchanrnge E
through the two-wire symmetrical line in the clesed loop. Each
terminal has its own A/D or D/A converter using delta mocdula-
tion technique at 64 Kbit/sec.

The message "train" is circulating around the loop at 2@48
Kbit/sec, bearing tne control information necessary to estab-
lish junctions between the terminals (30 junctions are possible
st the same time according to the number of translators (TR)
2sed) and connect the terminal to a certain information chan-
nel. The format of transmitted information in IDLS is shown in
Figure 15.
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Figure 15. Format of Transmitted Information in IDLS

it consists of o¢one superframe with 254 frames, each
divided 1into 32 eight-bit channels. The first two channels in
the frame are used for synchronization and signaling and the
rest {3-32) are the information channels. BEach terminal gets
the control signals every 32 ms and is able to receive or
transmit data every 125 .us,

The most attractive features =f the IDLS are as follows:

-— the possibility to integrate the transmission of voice
and data;

-- intensive usage of commercially available LSI's;

-~ the calculated cost per subscriber is smaller than in
conventional star networks, also because only the
broad-band digital line of PCM system is needed (IEEE
1378).

-- easy expandability.

Still one of the drawbacks of the IDLS i3 the wusage of
delta modulation (DM) in analog digital coding which makes it
difficult to solve the problem of its compatibility to existing
digital systems since DM is not internationally standardized.
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3. A bus network, in which data is broadcast to all dev-
ices with no cloced icop in the transmission facilities.

The mcst common way of controlling the information flow in
bus networks is to use a contention technique (though it may
also ce appiied in other topologies), which allows the devices
te be free to transmit whenever they have information to send.
Should some cf the terminals transmit simultaneously and their
messages destructively interfere ("collision")--this <can be
detected by e.g., the central station when analyzing the check-
sum at the end of the transmission block--they fail to receive
the transmission acknowledgment within a given period and would
try to retransmit. In order to reduce the number of collisions
special provisions can be made in the protocol (Figure 16,
Infotech International 1979). One 1is called "listen before
talk,” or "corrier sense nmnmultiple access"™ where the device
looks at the circuit to see if another station is transmitting
before trying to transmit. Because of a propagation delay
there is still can be collisions but efficiencies in the range
of 88% to 90% can be achieved. 1If you can provide the detec-
tion of ~zollisions after the transmission has bequn in order
both devices could immediately cease transmissions and
retransmit at a later time ("listen while talk"), the effi-
ciency may be raised to above 90%.

The first system that fully implemented the improved <con-
tention technique was the Ethernet developed at the Xerox Palo
Alto Research Center (Metcalfe and Boggs 1976). Though this
network is not actually an integrated-services information sys-
tem because it was designed to carry only digital data packets
among personal minicomputers, printing facilities, large file
storage devices, etc., its example can be further applied to
the future-integrated services intraorganizational networks.

Maximum
Cellision efficiency = 90-99%*
Listen F Jﬁ
= T
bhefore talk - Time
Propagation A B
delay (a)
Maximum
Wasted time efficiency = 90-99%*
Collision
Lister. | =R
while talk " L .
Time
(a) A B

Figure 16. Contention Techniques




Bthernet is a system for local communications among com-
puting stations (Figure 17) connected ftnrough the transceiver
t> the tapp=ad coaxial cable that typically operates at
transinissicn rates between 1 and 3 Mbit/sec. Information flow
control is completely distributed among stations, with packet

transmissions coordinated throuah statistical arbitration.

The Xerox Corp. has implemented some 38 of +these 1local
networks with hundreds of stations <connected to the cable.
When the c:ble distances get tuo long or the number of staticns
on 3 single cable gsts so large that collisions are taking too
much bandwidth away an extra piece of cable can be added with a
repeater (see Figure 17). Adding the filtering capabilities to
the repeater allows to reduce greatly the traffic on each cable
segmeat by passing tnrough messages not subscribed to this secg-
ment thus practically removing the limit cn network expandabil-
ity.

4. Cenerally distributed network, in which several paths
eXist between communicating nodes but not all nodes are con-
nected directly to each other. Among the advantages of such a
network is the possibility of paralleling the physical topology
of large organization, averaging of traffic, high reliability,
but it requires all the sophisticated routing, addressing, and
control structures of a long-distance network.

It is difficult to predict the resuit of applying this
type of architecture and corresponding control procedures in
the IICN, and at the first state this complex communications
architecture may be not the best way to go.

“owever, this architechture might be favored at the cer-
tain stage of TIICN maturity solving the problam of a high
traftfic and sophisticated communication structure of the organ-
ization. :

VI. TICN PROTOCOLS AND INTERFACES

Data communications within the network are controlled by
several layers of ©protocols, i.e., that sequence of commands
used for governing the actual transmission of data. The lay-
ered architecture model (Accarno et al. 1979) which can be
aprlied in the IICN organizes in hierarchical levels all possi-
ble functions necessary for the correct exchange of informatien
between two entities wishing to communicat2 by means of a com-
munication network. The model comvrises seven layers (that are
not necessariliy all present), which are subdivided into two
sets (Accarno et al. 1979) (Figure 19): :
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t*he user set,
- application laver
- presentation layer

IS0 for private networks
CCITT for network services

including

- session control layer

- transport layer
- network control layer

- link control layer

the transference set comprises

- rhysical control lavyer.

(ISO ceollaboration)

Data Communications Model Showing Procedural Levels



Any laver {or level) is formed by a group of functions
censnituting a protocol at that layar. The layered architec-
ture implies that the 1i-th 1level offers a service to the
(i+l1)-th 12vel only and uses the services offered by the (i-
1)Y-th level only. Thus, each of these layers is transparent to
the layers above it.

The usar levels aliows the remote job or terminal user to
exchange messages with his applications software, to access
teletext databases or to store-and-delivery services, etc.

The transference levels refer to the signaling procedures
to be used for customer access and interexchange control in
communication networks. Transport (Level 4) comprises informa-
tion offered by the three lower levels. Particularly, Level 3
refers to the protocol needed tc route each c¢all through the
network, while Level 2 concerns the protocol necessary to
employ any link (between wusers and network or between
exchanges) within the network serving a group of calls.
Finally, Level 1 specifies the electrical and functional
characteristics, which guarantee the physical availability of
links. All the protocols required are implemented by communi-
cations control software.

To successfully provide IICN users with increased services
and to solve the problem of compatibility further development
of internationaliy standardized protocols is required, as well
as the adoption of a new "ell digital" telecommunications net-
work interface. One of the proposed anproaches towards the
construction of such an interface 153 shown 1in Figure 19
(Infotech International 198@aj.

VIT. CCNFIDENTIALITY

l.ere we come to the most delicate problem of all those
concerniny the introcducticn of IICMN which 1s to nhelp and to a
certain extent replace traditional ways of retrieving and
disseminating information within organizations. A certain
amcunt of confidentiality (depending on the ovrganization) must
be provided in any IICN if it is to be viable, to assure uim
that no "unauthorized" access to his wmessage put into elec-
tronic transmission media is possible. iloreover, the user must
be assur¢] that nis personal electronic file is at least as
secure as tiie travitional paper one.

This degree of confidentiality 1is nct always easy to
achieve because, first, there are plenty of ways to compromise
infcrmation in the I[ICN--from the erroneous address data output
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Figure 19. 1Integrated Services Digital Network--Possible User
Interface

up to intentional tapping c¢f the communication line,--and
second, all security measures to some extent decrease the effi-
ciency of the IICN and increase its cost.

Still one must think of confidentiality when designing an
office IICN or else a manager will tend to distort data before
it is fed into the system (Fick 1979).

~ So, to cope with the problem let us divide it 1into two
parts: first, the 1IICN designer's problem of building a
mechanism for information flow control and confidentiality
within the IICN; and second, the user's own safeguards that
make him responsible for his data security.

lJ A Model
A fruitful approach towards the analysis of information

flows in computer systems can be found in (Denning 1975).
Applying it to the IICN case we will have the following.

|
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Supzosino we have @ set N of logical storage objects cena-
- ) - N
hia of accumulating information within the TICN

M = {a,b,....}

Elements of N may be IICN users, terminals, 1I/0 devices,
files, etc. depending on the level of detail under considera-
tion.

Suapposing further that a set P of processes exists in this
IICN resulted from (sequences of) operations that cause infor-
mation to be transferred from one object to another

P = {p,gq,....1}

Copying, assignment, i/o, message sending are the exampilies
of such operations.

Fach IICN object a may be assigned to one of the classes
C, denoted by a, depending on the category of information
stored in a: Co

c ={1,11,....}

For instance, different level managers may be assigned to dif-
ferent classes. Eacn process may also be bound to a class p
according to the class of user owing p, or the history of
classes for which p has had access.

To form a flow model the class-~combining operator "o" Iis
defined which specifies the class of the result of any opera-
~ion. 1If, for example, a new object C is created by combining
information from objects a and b with classes a and D respec-
tively, the class of C will be

cC=aeb

Finally, a flow relation "->" between two classes, e.g., a
-> b, means that information in class a is permitted to flcw
intc class b.

A flow model
FM = <N,P,C,#,->>

defines the confidential TICN if execution o¢f a sequence of
operations within the system cannot give rise to an information
flow that violates the relation "->". For instance, if

information from objects ay sy ah whose classes are a; ...,

a, respectively, is sent to object b with class b, then
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must nold.

Incorporated in the controller which checks all informa-
tion flows within the system and cancels those not satisfying
rhe relation "->", this mechanism allows to maintain confiden-
riality in the IICN.

2. Encryptien

The second part of a problem deals with providing an TIICN
user with a certain mechanism, so as he should not have to rely
on facilities or the communication lianks of the IICN for the
safety c¢f his data and be respcnsible for the security of his
electronic possessions.

1t is possible to do with the help of an encryption device
and hardware kevs (Denning 1979, Matyas 1979). The encryption
device implements public-key encryption schema {benning 1979),
where for a given plaintext (usual clear message) message M,
the corresponding ciphertext C {encrypted message) Iis related
to M by the relations

C = MP and p = CS,
where

P denotes & public key, and
S stands for the private key.

Each private key pair is reccrded on a pair cf ROM (read-only
memory) chips. Sco, to safeguard personal data, a user sets the
switch of his encrypton device to his public P-key to automati-
cally encipher all transmitted information. And after that it
is computationally infeasible for anyone to decipner his infor-
mation withcut acaquiring his private S-key, which is engraved
in a memory chip.

This concepts also allows to implement the digital signa-
tures procedure which can be used by the message recipient to
prove not only the identity of the message's originator but
2lso the message's true content. Such signatures are computed
function of (1) the message, (2) private information known to
the originator, and possibly, (3) public information known to
ail parties.

In the IICN the most suitable way of wvalidating digital
signatures is through a third party, where every signed message
communicated between sender and receiver is sent to an arbiter
(Figure 28) (Matyas 1979).

Each user's signature-gereration information must be
snared with the arbiter to allow message and signature valida-
ticn. The arbiter authenticatzs each message and signature,
and communicates the result to the intended recipient.
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with the recent advances in the field of LSI technology it
becomes possinle to get off-the-shelf encryption devices at
reasonable prices, that meet the higyh spee¢ reguirements. Suca
devices are m&nufactured by western Digital Corp., Texas
Instruments, Motorola and some others.

VIII. CONCLUSIONS

Several software architecture design strategies to support
management communiications within an integrated-services
intraorganizatonal communication network have been reviewed.
The main results of the survey can be stated as follows.
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Special attention must be paid to the communication
proiciem when consicdering the ceonvergence of comnuters,
communications, and office automation in the design of
the future electronic offices, since a lot depends on
establishing effective communication paths within the
organizations which help to integrate electronic as
well as human resources.

The aim of the TICN approach is to help a manager in
his unstructur=d verbal communications. IICN will
connect all manager's werk stations in one circuit
integrating voice, data and image communications.

All communications must be supported by the appropri-

ate software providing a number of special features in

comparison to the long-distance networks software:

-- increased mixing of voice, data and images

-- higaner transmission rates

-- lower delay

-— lower error rates

-- greater use of multi-address communicaticns

-—- simplified and standardized interfaces for easy
connection of new devices.

The most probeble topological structure on the first
stage of IICy development will be tuat of a ring or
kus types depending on the particulaer situation.

A certain degree of confidentiality must be ©provided
in an IICN and the best way of achieving it seems to
be through supplying a user with an encryption device
to safequard nis own data and leave the problem of
monitoring all informztion flzws to the IICN adminis-
tration by means of special contrcller.
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