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Abstract Environmental risks are one of the greatest

threats in the twenty-first century. Especially in the last

years, the cascading impacts and risks associated with such

events have received great attention as economic losses and

consequences have mounted in their wake. As concerns

about these ripple effects are rising, strategies to prevent

and manage indirect risks are in urgent demand. However,

such effects are currently barely considered in most

countries and can seriously threaten global agendas such as

achieving the Sustainable Development Goals by 2030 or

the targets set out in the Sendai Framework for Disaster

Risk Reduction 2015-2030. We discuss how the concept

of risk-layering, which, though already applied in disaster

risk management, could be expanded to include indirect

effects. We point out some of the benefits, limitations, and

ways forward for using this approach. To do so, we first

delineate the transition of the risk-layering concept, which

originated from the insurance industry, from its original use

to its application in a wider context. We bring special focus

to the application of risk-layering in disaster risk man-

agement and identify strategies that allow for the inclusion

of indirect risks. Our main suggestion is that, while a

probabilistic approach is appropriate for evaluating direct

risks, a focus on connectedness is appropriate for indirect

risks, which still allows for an easy link to direct risk-

layering. This, so we argue, facilitates more comprehensive

risk management systems apt to deal with the multi-di-

mensional challenges ahead.

Keywords Connectedness � Indirect risks � Natural
hazards and disasters � Risk-layering � Risk management

1 Introduction

Disaster risks related to natural hazards are one of the

greatest threats in the twenty-first century (World Eco-

nomic Forum 2021) putting political, social, and economic

systems increasingly under pressure and at risk of insta-

bility (Burke et al. 2015; Carleton and Hsiang 2016;

Lamperti et al. 2019). Especially in recent years, the cas-

cading impacts and risks associated with such events have

received great attention as economic losses and conse-

quences have mounted (World Economic Forum 2019;

UNDRR/CRED 2020). In addition to a change in fre-

quency and intensity of extreme weather events and the

rising accumulation of assets in risk areas (Schipper et al.

2016; Blöschl et al. 2019; Aon 2020), more interconnected

and complex economic networks and production chains are

at fault for these developments (Centeno et al. 2015; Lucas

et al. 2018; Zscheischler et al. 2020). As a result, natural

hazards and disasters can cause ripple effects along supply

chains causing business or supply chain interruptions, a

change in economic productivity following a disaster or

increased indebtedness (Hallegatte and Przyluski 2010).

These so called indirect losses can amount to or even

surpass direct damages (Koks et al. 2015; Dottori et al.

2018).

As concerns about these ripple effects are rising, espe-

cially in the context of compound events (that is, combi-

nations of multiple climate drivers and/or hazards),

strategies to prevent and manage indirect risks are in urgent

demand (Zscheischler et al. 2020). However, such effects

are currently barely considered in most countries’ risk
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management plans even though they can seriously threaten

global agendas such as achieving the Sustainable Devel-

opment Goals by 2030 (Reichstein et al. 2021) or targets

formulated in the Sendai Framework for Disaster Risk

Reduction 2015-2030. While the need for new partner-

ships is forming (Bucher et al. 2020) (for example, co-

designing strategies, that is including stakeholders from the

very beginning of the research) to effectively deal with

disasters (Shaw 2020), the major focus of traditional risk

management still lies on combating the direct effects of

disasters. This can be explained partly with the fact that

direct risk management, by definition, also reduces the

chances of indirect risks, as the latter emerges merely in

association with the former (Lucas et al. 2018). The fact

that indirect damages prove especially difficult to be

assessed and modelled (Hallegatte 2015; Botzen et al.

2019) adds further obstacles to their active integration in

disaster risk management. Nevertheless, ways forward,

both conceptually and methodologically, are in desperate

need (Shi et al. 2020). In this context, we discuss here how

the concept of risk-layering, though already having been

applied in disaster risk management for quite some time

(Mechler et al. 2014), could be expanded to include indi-

rect effects as well. In doing so, we point out some of the

benefits, limitations, and ways forward for using this

approach. Our main suggestion is that indirect risk and

more traditional direct risk-layering approaches can be

linked if adapted correspondingly. This, we argue, would

allow for more comprehensive risk management systems

apt for dealing with the multilayered challenges of the

twenty-first century.

In laying out these arguments in what follows, we first

delineate the transition of the risk-layering concept, which

originated from the insurance industry, from its original use

to its application in a wider context (Sect. 2). Then, we

bring into focus the application of risk-layering in disaster

risk management and identify strategies that allow for the

inclusion of indirect risks in disaster risk management

(Sect. 3). Finally, Sect. 4 summarizes our findings and

provides an outlook for the future.

2 Direct Risk and the Use of Risk-Layering

The following discussion is based on a review of relevant

literature, spanning from research articles to grey literature

and official websites/homepages to investigate in which

disciplines risk-layering is currently used as a concept and

how. Our search was carried out using the search terms

‘‘risk-layer*’’ and ‘‘layer* of risk’’ on Scopus, GoogleS-

cholar, and, for websites and homepages, google.com. The

asterisks were used as wildcards to find variations of the

exact phrases. Additionally, we used a snowballing

approach to find other relevant publications on the subject

based on publications already reviewed and added them to

the existing collection. Publications thus found spanned a

variety of research fields, from economics and finance to

environmental science as well as social science and med-

icine. However, the field of environmental science was

most frequently represented. We gathered information

about the risk-layering concept and its original usage, how

its understanding was expanded to other disciplines, and

how it is currently being implemented. The findings from

this literature are presented in the following section.

2.1 The Origins in Insurance

The concept of risk-layers, or risk-layering, has its origins

in the insurance industry and is a key practice in risk

management. It is a type of non-proportional reinsurance,

that is, a risk transfer procedure that is based on loss

retention. Insurance cover is provided by a ceding insurer

up to a predetermined level, after which, following the

excess of loss approach, a risk transfer chain is formed

where co-insurer(s) compensate(s) the primary insurer for

losses exceeding the predetermined level (Bugmann 1997).

Thus, risk is split into several parts, or layers, where each

layer is covered up to a defined limit by the respective

insurer. In other words, the insured risk is retained by the

primary insurer until a predefined limit. If this limit is

surpassed, the risk is transferred to the subsequent insur-

ance company (this is also referred to as attachment point),

which in turn provides coverage until a predefined limit

(also referred to as exhaustion point (Andersen 2011)).

Following this principle, chains of excess-of-loss insur-

ances develop, where each layer of risk is covered by a

different insurance agent which, ultimately, allows for high

insurance cover. Risk-layers represent the level of potential

losses and the probability at which they occur, that is, the

‘‘bottom’’ risk-layers comprise low loss levels with high

probability of occurrence while ‘‘top’’ risk-layers cover

high but rare loss levels (Fig. 1). Insurance programs fol-

lowing a risk-layering concept are typically implemented

when large, unbalanced risks are involved.

The concept of risk-layering has found wide application

in the field of risk research and, since risk-layering is

especially useful for managing major risks, the concept

lends itself especially in the context of natural hazard-re-

lated disasters. There, it has been integrated in large areas

of risk management policy, first and foremost in the agri-

cultural and insurance market (Stone 1973). As a result,

risk-layering has become a typical form of reinsurance

cover against catastrophe events, such as floods, hail, frost

and droughts, earthquakes, volcanic eruptions, or nuclear

accidents (Froot 2001). In addition to private households,

farmers, businesses, companies, and insurers seeking re-
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insurance themselves, insurance against such risks is of

interest especially to governments, as they function as

providers of ex-post disaster relief (Froot 2001; Arias

Carballo et al. 2013; Carter et al. 2014; Hochrainer-Stigler

and Hanger-Kopp 2017).

2.2 Risk-Layering in Disaster Risk Management

The risk-layering concept provides an integrative frame-

work by, similar to the example described above, striking a

balance between retaining certain risk-layers and ceding

higher ones. To do so, risks are organized into layers

according to probabilities/return periods and associated

loss levels. For each of these risk-layers, different (com-

binations of) risk management instruments devised by

different actors provide the most suitable management

option (Garcia Azcarate et al. 2016). In other words, risk-

layering can help define a variety of different mechanisms

that are strategically put in place for each risk-layer to

guarantee efficiency and reduction of risk financing costs

(Chantarat et al. 2008; Linnerooth-Bayer and Hochrainer-

Stigler 2015). In the case of disaster risk management, a

risk-layer approach could take the following form: Four

risk-layers and respective sets of management instruments

for each layer are identified (Mechler et al. 2014). For low

risk-layers (that is, low-impact, high-frequency risks), risk

reduction and risk retention activities are most appropriate.

Risk reduction activities include structural measures, for

example, building codes, grey infrastructure, or land use

planning and non-structural measures such as policies,

laws, or education programs. Risk retention measures,

meanwhile, include drawing upon reserves/savings or

contingent credit. For medium risk-layers, a combination

of risk reduction and risk-financing instruments, such as

disaster (re)insurance programs, public-private partnerships

and credits is identified as most suitable. In the case of high

risk-layers (that is, high-impact, low-frequency risks),

financial assistance from the public sector and international

donors is required. For catastrophic risk-layers, even with

the help of such domestic or international donations, costs

might not be manageable, indicating adaptation limits and

calling for transformational changes and policy responses

(Deubelli and Mechler 2021). Depending on the type of

risk and region/country-specific idiosyncrasies, the thresh-

olds between these layers might differ and, thus, adapta-

tions might be required, see, for instance, suggestions

regarding risk-layering in the management of drought and

flood risk (Hochrainer-Stigler and Pflug 2012; Schinko

et al. 2017), earthquake risk (Sadeghi et al. 2015), risk of

harsh winters (Mahul and Skees 2007), or the risk of

nuclear accidents (Ayyub et al. 2016).

2.3 Risk-Layering in Other Disciplines

Not only in the insurance industry and disaster risk man-

agement has the concept found application, but also in

numerous other disciplines has the concept been adopted,

albeit often in a less well-developed form. In addition to a

similarity in the use of the idea of layered risk, that is that

various layers of risk are identified, the applications of the

concept across disciplines resemble one another in that

different treatment or intervention strategies are especially

devised for and/or applied to them. This implies that each

risk factor needs its own management method and agent

under whose responsibility it falls. In medical journals, for

instance, the term risk-layer(s)/layer(s) of risk is used when

describing the accumulative effect of certain risk factors

that increase the likelihood of a particular medical condi-

tion to develop. The concept of risk-layers is, for exam-

ple, used in the context of research on cancer (Yuan et al.

2017; Cha et al. 2018), diabetes (Phillips 2020), HIV (Baral

et al. 2013), asthma (Mutius and Smits 2020), or the effect

of gambling on public health (Reynolds 2019). In Baral

et al. (2013), for instance, five layers of risk are identified

and entered into a modified social ecological model

(MSEM) for epidemiologic HIV studies. Cha et al. (2018)

Fig. 1 Risk-layers and

associated probability and loss

levels. Source Ghesquiere and

Mahul (2010).
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assigned patients to different risk-layers depending on the

size of the tumor they are diagnosed with and, based on

their findings, suggest a risk stratification model as a

prognostic model for breast cancer patients. Dawson and

McCulloch (2005) define procedures to combat fatigue

related incidents by identifying management options for

each layer of risk.

The terms risk-layer(s)/layer(s) of risk are similarly used

in social sciences when describing factors facilitating the

emergence of emotional or social stress. Blair (2009), for

instance, researched the layers of risk involved with respect

to the emotional well-being of students with special needs

in the classroom. In a similar vein, Giordano and Copp

(2015) studied the impact of maternal incarceration as one

layer of an entire ‘‘package’’ of risks threatening children’s

well-being and discuss methods to combat such develop-

ments. Farvid and Braun (2018) address identity as a risk-

layer for one’s social, psychological, or physical health

when engaging in casual heterosexual intercourse but also

refer to the ‘‘careful and localized management’’ it

requires. Similarly, DiValli and Perkins (2020, p. 3) refer

to ‘‘the layers of government interventions’’ needed to

combat climate change induced risks to people’s social

capital and connectivity in urban areas in the United States.

The exacerbating role of climate change in a range of

risks is highlighted in a paper in environmental science by

Popp et al. (2009). There, climate change is identified as

‘‘additional layer of risk’’ to already existing pressures on

ecosystems while strategies to foster climate change

adaptation are highlighted that allow for sustainable

resource management (Popp et al. 2009, p. 701). Boyland

et al. (2019, p. 182) ascribe a similar role to climate change

(‘‘the layer of risk that climate change adds to disaster

risks’’). According to them, climate change constitutes an

added risk-layer in the context of biological offsetting and

call on ‘‘recovery actors [to] take account of these changing

risks in their approaches’’ (Boyland et al. 2019, p. 182).

Summarizing, the term risk-layer is used in many disci-

plines, for example either for risk management interven-

tions, the pre-disposition of being negatively affected, or

simply as additional risk. However, up-to-now it is not yet

used in the context of indirect risk and its management

(with some important exceptions, for example, insurance

for business interruptions (Rose and Huyck 2016)). How

this could be done, we discuss next.

3 Risk-Layering for Indirect Risks

In the following section, we restrict our discussion to how

risk-layering can be adapted to indirect effects in the

context of natural hazard-induced disaster risk manage-

ment. As was already indicated above, risk-layering

usually requires the quantification of risk, ideally in the

form of a loss distribution, which relates losses to proba-

bilities and which forms a natural linkage to risk-layering

(Fig. 1). We therefore further restrict our attention to

quantifiable approaches and assume that such loss distri-

bution can (in principle) be estimated. Hence, we neglect

various other important disaster related loss dimensions,

such as loss of life, quality of life, psychological effects, or

other intangible damages, which are important to be con-

sidered for integrated disaster risk management purposes.

We discuss this issue in more detail in the concluding

section. Loss distributions are usually calculated either

using past events or through catastrophe risk models

(Grossi and Kunreuther 2005). Applying the risk-layering

approach, different risk management options are selected

for the respective probability levels as is done by, for

example, insurance providers when determining when to

cede risks, or by governments when determining appro-

priate risk reduction and risk financing options (Fig. 1,

right hand side). Our goal in this section is to provide a

similar line of reasoning for indirect risks and the risk-layer

concept using connectedness instead of losses as the main

linkage.

3.1 Risk-Layering and Connectedness

In contrast to direct risk, where only the elements exposed

to natural hazards need to be looked at, the hazards’ effects

experienced beyond these areas and elements must be

considered when assessing indirect risk (Naqvi et al. 2020).

To achieve this, a systems perspective is beneficial and, in

this case, we suggest defining a system to be a set of

interconnected elements within a defined system boundary

(Hochrainer-Stigler et al. 2020b). The advantage of this

definition is, firstly, that it creates clear borders of what a

system comprises and what it does not. Secondly, its

emphasis lies on the elements of the system that are the

reason for indirect effects that ripple through the system.

Thirdly, it focuses on the connection between elements

necessary for indirect effects to be produced. Note that the

system boundary may be different depending on the deci-

sion maker in question, that is boundaries differ for

insurance providers (for example, exposed assets at risk), a

finance ministry (for example, all economic actors of the

country), or global policy makers (for example, people,

assets, other ecological entities, and so on). For natural

hazards, the assessment of asset losses usually only con-

siders elements that are exposed to this particular hazard

(for example, the system only includes elements that are

exposed to risk) and the corresponding risk-layer only

addresses these elements (Grossi and Kunreuther 2005).

For indirect risks, however, additional elements that can be

affected through different transition channels have to be
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included (Rose et al. 2016). For example, while the system

boundary for insurance is only the assets that can be

damaged due to natural hazards, the economic conse-

quences may include all elements (for example, house-

holds, firms, banks) indirectly affected due to the

connectedness among the elements. Hence, defining clear

system boundaries separately for risk-layering for indirect

risks and for direct risks is essential as they might differ

substantially (Naqvi et al. 2020).

Following the classic definition of risk being a function

of the hazard, exposure, and vulnerability (IPCC 2012),

there is no direct risk without vulnerability of the elements

in a system. Hence, if the elements within a system are not

potentially able to fail, there are also no indirect risks.

Thus, indirect risks can only emerge in the presence of

direct risks. As risk-layering for direct risk only includes

elements at risk, it can be used as an input for risk-layering

for indirect ones, where the system boundary for direct risk

is usually a subset of the system boundary for indirect risk.

In other words, the elements that can fail (that is, experi-

ence losses) are also part of the elements that will trigger

indirect effects, including consequences outside the system

element’s definition for direct risk. However, if there is no

connectedness between the elements in the system, there is

also no risk of indirect effects. Consequently, system

boundaries, the elements in the system and their possibility

to fail, as well as the connection between the system ele-

ments are key ingredients for an indirect risk-layer

approach (see for a similar discussion on direct risk, Shi

et al. 2020).

How and why individual failures can cascade through a

system are questions that are at the heart of systemic risk

research. Many measures have been suggested for assess-

ing elements in the system that are, from a system per-

spective, either too big to fail, too interconnected to fail, or

too important to fail, and so on (see Hochrainer-Stigler

et al. 2020b for an overview). Irrespective of how different

these measures are, the connectedness between the indi-

vidual elements in the system lies at the center of most of

them (Poledna et al. 2017). Therefore, we argue that the

connectedness of the system elements should be a key

feature for a risk-layer approach for indirect risk. In more

detail, similar to probability changes and corresponding

loss levels in the risk-layer approach for direct risk (Fig. 1),

the increase in connectedness and its cause for increases in

indirect loss levels can be used, which allows for the

adaption of the risk-layer concept for indirect risk (Fig. 2).

For clarification purposes we want to note that while nat-

ural hazard-related disaster events cause direct losses and,

therefore, represent pure downside risk (for example, dis-

asters only destroy), it is possible for natural hazards and

disasters to have positive indirect effects on the economy.

However, we argue to only include negative indirect effects

in the analysis as natural hazard-related disasters and

possible positive indirect effects cannot be planned for

management purposes on the system level (simply as such

disasters first cause losses randomly). While we acknowl-

edge that destruction caused by natural hazards and dis-

asters may open up windows of opportunities for building

back better, we argue for the overall management goal to

be to reduce negative effects as much as possible.

The term connectedness is ambiguous but serves the

purpose here as, indeed, it can be defined and assessed by

different measures, such as Copulas (for example, strength

of connection), DebtRank (for example, centrality of con-

nected elements), proportion of total elements affected, and

so on. The measure used ultimately depends on the

research question at hand and, therefore, must be chosen

case specific (for possible measures of connectedness we

refer to Hochrainer-Stigler et al. 2020b). For studying a

real-world system, usually the connectedness is modelled

and calibrated based on empirical data. Different methods

exist in that regard including econometric approaches,

CGEs (Computable General Equilibrium), as well as

ABMs (Agent-Based Modeling) (see for a review Botzen

et al. 2019). As ABMs are especially useful for analyzing

cascading, non-linear, and emergent behavior within our

systems perspective, and also due to the recent interest in it

(see, for example, Reichstein et al. 2021), the next section

focuses on practical ways forward on how to connect direct

risk-layers with indirect risk-layering using ABMs fol-

lowing our suggested ideas (for other approaches see

Botzen et al. 2019).

3.2 Using Agent-Based Modeling (ABMs)

for Establishing Indirect Risk-Layers

Our starting point is the assumption that risk information is

available on the system level in the form of a loss distri-

bution. This could take the form of, for example, damages

and corresponding probabilities being made available on

the country level by using catastrophe modeling approa-

ches. A risk-layer approach using such loss distributions is,

as discussed, quite common today and already applied in

various fields (IDB 2014; Hochrainer-Stigler et al. 2021).

Information gained in the course of a recent study that

investigated the status of direct risk assessment and risk-

layering for direct risk in Austria (Schinko et al. 2017)

using the aforementioned loss distribution approach (see

Fig. 1) could, for instance, be used as an input for assessing

indirect risks. Austria serves well as a case study as it has a

highly advanced flood risk management plan in place. It is

first and foremost assets in the proximity of rivers that are

affected by flood hazards in Austria (see maps of flood

zones for floods with 30-, 100-, and 300-year return peri-

ods, downloadable at https://geometadatensuche.inspire.gv.
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at). These assets located along the river system can be seen

as part of the system for direct risk while the whole eco-

nomic system, including all sectors and entities, form the

system for indirect risk. For the ABM approach, the losses

for each risk-layer on the country level (Fig. 1) have to be

distributed among the elements within the system accord-

ingly, for example by allocating the losses to the exposed

assets using hazard maps. Afterwards, the connection

between these elements exposed to hazards and other

system elements have to be established. Poledna et al.

(2018), for example, used an ABM approach to do so and

modeled the country-wide effects for Austria for different

magnitudes of direct losses following flood events—which

could, in a further step, be related to the risk-layers iden-

tified in Schinko et al. (2017). Poledna et al. (2018) found

that interaction effects can be seen as quite different for

each risk-layer with even some systemic risk realizations

emerging following the rebuilding of lost assets after the

floods due to quite complex mechanisms in place. Impor-

tantly, while no or positive effects were found for some

layers, the detailed analysis of the elements of the system

showed that there are indeed ‘‘winners’’ and ‘‘losers’’ who

are not identifiable through aggregate measures such as

GDP growth. Such distributional effects could be incor-

porated within a risk-layer approach, which can, in turn, be

linked to management options tailored to the needs and

realities of the agents affected.

The ABM model above looked at just one dimension of

indirect effects (for example, economic ones) and one type

of natural hazard (floods). However, a similar approach

could be applied to other hazards, such as drought events,

compound events, and different dimensions of indirect

effects as well. For example, in Naqvi et al. (2020) a loss

distribution for yield losses for certain states in India were

estimated and used to shock the respective elements,

farmers and agricultural labor, in the system. A two-layer

network ABM approach was used, which made it possible

to assess effects also outside the agricultural sector, namely

displacement and consequences of displacement on prices

in other regions. Hence, here too, risk-layering could be

implemented to analyze indirect effects on a very detailed

level and identify individual management options for each

risk-layer. Summarizing, one could use classic catastrophe

modeling in combination with ABM to derive a loss dis-

tribution for risk-layering, that is, to estimate indirect

effects for specific risk-layers and to define ways forward

with respect to how to deal with these risks. In this way,

individual and systemic indirect effects can be estimated

for each risk-layer (such as depicted in Fig. 2) and policy

implications determined as discussed next.

3.3 Policy Implications of Indirect Risk-Layering

From our systems perspective, the increase in indirect risk

can be related to the connectedness of the elements of the

system. In this context, Pflug and Pichler (2018) suggested

that the system level should bear the costs of such an

increase in risk due to an increase in connectedness, for

example, bear the costs defined as the difference between

the connected and fully unconnected system. Also other

authors suggest that major risks due to interconnectedness

of system elements have to be dealt with on the system

level, for example by governments or respective global

policy makers (Poledna and Thurner 2016; Handmer et al.

2020). However, it was also mentioned that indirect effects

can be reduced, up to some point, through decrease in

individual failures, by the system elements. Hence, both

system elements as well as the system itself play an

important role in regard to risk-layering and appropriate

management of it—as is the case in comprehensive disaster

risk management in general (Schinko et al. 2017).

Based on our previous discussion, we suggest that for

the low indirect risk-layer, consequences may be small and

can be coped with either by the individual elements

themselves or by assistance for very vulnerable groups

within the system (for example households with few

Fig. 2 Risk-layers and

associated connectedness, loss

levels, and management options

123

Hochrainer-Stigler. Risk-Layering for Indirect Effects

https://geometadatensuche.inspire.gv.at


resources who are dependent on outside assistance after

disasters, or else, may fall into a poverty trap) (Fig. 2). For

the medium risk-layer, the government may want to focus

on the most influential connections between the system

elements or (similar to the case for direct risk) insurance

can play a major role (for example, insurance for business

interruption). A compulsory natural catastrophe insurance

program, for instance, could alleviate flow-on effects fol-

lowing business interruptions and would, according to an

Austrian insurance provider, allow for extended insurance

cover and more affordable premiums. For the very high

loss and connectedness levels, this can be seen either as

residual risk or risk that needs transformation to get rid of,

for example, systemic risk (Fig. 2). Poledna and Thurner

(2016) showed how a systemic risk tax could decrease

banking risk to zero. Especially with respect to shifting

risks in the future (for example, due to changes in the

hazard, exposure, or vulnerability components of a sys-

tem), risk-layering can be helpful as it goes beyond iden-

tifying risk management options for average or expected

losses (see Fig. 1) and therefore is also able to identify

most important drivers of the increase in specific risks (for

example, increase of losses in the high-risk layer due to

climate change) (Schinko et al. 2019). The same can be

said for risk-layering for indirect risks and the incorpora-

tion of possible future dynamics, for example changes in

risk-layers due to changes in the connectedness of the

system in the future. Therefore, this approach lends itself

for determining risk management options that promote

efficiency and economic, social, and environmental sus-

tainability—as well as for highlighting the adaptation

limits of risk management just as in the case of direct risk

management (Mechler et al. 2014).

It should be stressed again that the risk measure for

connectedness also influences the management options that

can be used and is therefore case specific. We suggest

establishing a toolbox approach to analyze connectedness

from various angles so that the limitations of one measure

are outweighed by introducing another measure that can

give a more comprehensive picture (Page 2015; Hochrai-

ner-Stigler et al. 2020a).

4 Conclusion

In light of the ever increasing complexity and intercon-

nectedness of economic networks (OECD 2003), the

interdependencies of climate change risks, and the ripple

effects expected in human and physical systems in

response to climate change impacts (Zscheischler et al.

2018), more holistic and long-term approaches in disaster

risk management are needed in the future. We argue for an

expansion of the risk-layering concept to indirect disaster

risk management as one way forward for achieving this

goal.

While a probabilistic approach may be appropriate for

direct risk-layering, a focus on connectedness is suggested

to be appropriate for indirect risk-layering. Connectedness

can be assessed using different measures suggested in the

literature, for example focusing on the proportion of ele-

ments affected or how many elements are too big to fail, or

too interconnected to fail, and so on. The measure used

itself ultimately depends on the research question at hand

and should be chosen case specific. Furthermore, a system

approach is essential for indirect risk management, which

requires that the system is appropriately defined—a task

that is already quite complex but nevertheless necessary for

any kind of such an analysis. To add dimensions and

complexity, systems of systems may be constructed, but

the basic setup for a risk-layer approach remains, that is,

the clear definition of what is inside the system and what is

not. As discussed, ABM approaches seem especially well

suited to explicitly model the indirect effects both from an

individual (for example, elements in the system) as well

system level perspective and we suggested ways forward

on how ABMs can be integrated within direct risk-layering

approaches to be used for indirect risk-layering.

Finally, while especially in systemic risk research, the

emphasis on connectedness within a system is key, the

inclusion of human agency and its adaptive behavior can

still be not explicitly included with many challenges ahead

(Hochrainer-Stigler et al. 2020a). This is also true for risk-

layering of indirect risks where social dimensions and

adaptive behavior should be explicitly included. In that

regard we suggest that in the meantime iterative approa-

ches will work best in practice as a constant updating of a

rapidly changing environment can be achieved and

emerging problems, short- and long-term, can be moni-

tored, assessed, and eventually managed. In that regard, the

suggested integrated risk-layer approach may provide one

piece of the puzzle for more integrated and holistic risk

management approaches.
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