automation

Article

Rights-Based Al in Cyber-Physical Systems: A Governance
Framework for Socio-Technical Resilience and Trust

Maral Niazi I'*, Hossein Hassani 2(®’ and Madison Lee 3

W) Check for updates

Academic Editors: Quanyan Zhu
and Abbas Yazdinejad

Received: 30 January 2026

Revised: 18 March 2026

Accepted: 25 March 2026

Published: 15 June 2026

Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

1 Balsillie School of International Affairs, University of Waterloo, Waterloo, ON N2L 6C2, Canada

2 The International Institute for Applied Systems Analysis (ILASA), SchlofSpl. 1, 2361 Laxenburg, Austria;
hassani.stat@gmail.com

3 Balsillie School of International Affairs, Wilfrid Laurier University, Waterloo, ON N2L 6C2, Canada;
mlee@balsillieschool.ca

*  Correspondence: mniazi@balsillieschool.ca

Abstract

Al-enabled cyber—physical systems (CPSs) are increasingly deployed in public gover-
nance contexts where they sense human populations, infer classifications or risks, and
trigger interventions that can shape liberty, equality, and access to essential services. In
these deployments, governance failures often arise not only from model error but from
systems-level interactions across data generation, model updates, organizational prac-
tices, and downstream actuation. This paper introduces a Risk-Rights—Rules (3R) archi-
tecture that treats fundamental rights and legal rules as enforceable constraints on the
sensing-inference-actuation loop, rather than as external ethical aspirations. Building
on established risk-management baselines and safety engineering practice, we specify a
testable assurance object, a structured 3R assurance case, that links rights claims to explicit
assumptions, measurable evidence, and accountable control points across the lifecycle.
The approach is designed to reduce “legitimacy drift” in stochastic decision pipelines
by making uncertainty, demographic error, contestability, and procurement leverage au-
ditable at the system level. The result is a governance blueprint for high-consequence
public-sector Al deployments for governance failures, which is both technically robust and
institutionally defensible.

Keywords: cyber—physical systems; socio-technical systems; public-sector Al governance;
predictive Al; biometric identification; risk assessment; fundamental rights; assurance cases;
Goal-Structuring Notation (GSN); STPA /STAMP; automation bias; procedural due process

1. Introduction

The traditional definition of a cyber—physical system (CPS) emphasizes the seamless
integration of computational algorithms and physical components, characterized by a
feedback loop in which embedded computers monitor and control physical processes, and
where physical processes affect computations and vice versa [1,2]. Until recently, the CPS
was largely confined to hard engineering domains—avionics, automotive control, and
industrial robotics—where the primary objective was functional safety and the mitigation
of kinetic hazards [2].

A consequential shift is now underway: CPS-like sensing—inference—actuation loops
are increasingly deployed as governance infrastructures that manage people (e.g., polic-
ing, welfare administration, and border screening), not only machines. In these set-
tings, the “plant” being regulated is partly a human population and its behavior un-
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der institutional constraints, requiring socio-technical—not purely mechanistic—models
of safety, accountability, and legitimacy [3,4]. In this emergent socio-technical CPS, the
sensing-inference—actuation loop can operate as a cybernetic regulator of rights: measure-
ments are transduced from the environment (e.g., biometric capture), processed through
statistical learning systems to produce classifications or risk estimates, and translated
into control actions that change a person’s procedural or physical pathway (e.g., denial
of entry, increased enforcement attention, or eligibility restriction) [5-9]. Because these
systems intervene through institutions rather than only through mechanics, they embed
normative commitments (e.g., what counts as “risk,” what error costs are tolerated, and
what contestation is available). The governance question therefore becomes systems-level:
the relevant unit is not the model alone but the end-to-end pipeline and its operational
controls [7,10,11].

A central concern in high-consequence deployments is the migration of decision au-
thority from publicly contestable legal rules to opaque algorithmic configurations and
institutional routines. Where coercive or high-friction interventions are shaped by auto-
mated inferences, the technical pipeline can function not merely as decision support but as
a routinized form of governance—often without an equivalent routinization of procedural
safeguards (notice, reasons-giving, and meaningful contestability). This is not a narrow
“model bias” problem; it is an accountability and due-process problem created by how
errors, uncertainty, and discretion propagate across socio-technical pipelines [6,9,11].

This transition creates an epistemic gap. Machine learning introduces both aleatoric
uncertainty (irreducible randomness) and epistemic uncertainty (uncertainty arising from
limited knowledge, data, or model misspecification) into decision environments that, legally
and institutionally, depend on stable, reviewable reasons [12]. When uncertainty is not
operationalized—measured, bounded, and linked to actuation constraints—institutions
can produce decisions that are “confident in form but fragile in substance.” That fragility
undermines legal certainty because individuals cannot reliably understand, challenge, or
correct the basis on which power is exercised [10,12].

Biometric identification provides a concrete example. When a face recognition pipeline
exhibits demographically differentiated error rates, technical error margins can become a
differential distribution of rights exposure, particularly when false matches trigger down-
stream interventions in policing or border workflows [13]. NIST’s FRVT-testing program
documents the demographic differentials in contemporary face recognition performance
and provides a primary empirical basis for treating demographic error as a governance-
relevant systems risk rather than a purely technical nuisance [13]. Even where the average
performance appears “acceptable,” legitimacy can fail when (i) error burdens fall dispro-
portionately, (ii) sensing violates contextual constraints, or (iii) the affected individuals lack
procedural pathways to contest the outcomes and obtain a correction [11].

To address these vulnerabilities, this paper proposes a 3R architecture, motivated by
scholarship arguing that risk-based governance must be complemented by constitutional
and rule-of-law constraints rather than treated as a purely technocratic optimization prob-
lem [14-16]. The paper’s core claim is systems-theoretic: in high-consequence deployments,
risk management and rights protection are interdependent because rights breaches consti-
tute governance failures that undermine legitimacy and safe operation at the institutional
level [14-16]. Rights constraints define non-negotiable boundaries for acceptable operation,
while risk tools manage residual uncertainty within those boundaries [14-16].

The framework is grounded in authoritative baselines, including the NIST AI Risk
Management Framework (Al RMF 1.0), which provides a lifecycle-oriented governance
structure organized around GOVERN-MAP-MEASURE-MANAGE [17], and the EU Arti-
ficial Intelligence Act (Regulation (EU) 2024/1689), which establishes binding obligations
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for high-risk systems and integrates fundamental-rights considerations through mecha-
nisms such as the Fundamental Rights Impact Assessment (FRIA) [18,19]. However, these
baselines can be difficult to operationalize into a single implementable artifact usable by
engineers, procurement teams, auditors, and legal reviewers to test whether a deployment
remains within acceptable bounds.

To that end, we introduce an implementable assurance object, the “3R Assurance
Case,” which translates rights and legal-rule claims into an auditable, testable argument
structure. The 3R Assurance Case uses Goal-Structuring Notation (GSN) to link (i) top-level
claims (e.g., non-discrimination, and due-process contestability) to (ii) explicit assumptions
and boundary conditions, (iii) evidence artifacts (evaluation results, demographic error
tests, logging /provenance records, red-team reports, and procurement audit rights), and
(iv) named control points in the CPS loop where constraints must be enforced [20,21]. In
parallel, we leverage systems safety reasoning (STAMP/STPA) to treat harmful outcomes
as control failures and to derive “unsafe control actions” corresponding to rights-relevant
hazards in socio-technical pipelines.

Figure 1 summarizes the study’s four main contributions to governing high-
consequence predictive and biometric Al in public workflows. It defines a scope-explicit
governance target, reframes rights breaches as systems control failures at the actuation
boundary, introduces the testable 3R Assurance Case to translate rights and legal rules
into auditable claims and evidence, and specifies lifecycle control points where uncertainty,
demographic error, and contestability must be measured and enforced.

Governance Logic b, High-Consequence
Across Lifecycle { \ " / Predictive & Biometric
S Al Target

Specify where uncertainty,
demographic error, and Define targets for managing high-

contestability must be measured and consequence predictive and biometric Al

enforced in public workflows

Scope-Explicit
Governance
Framework

Testable Assurance -, Rights Bréa:che,__ ‘as
Object .| ; Actuation Control Failure

an

Develop an auditable 3R 3 Reframe rights breaches as
Assurance Case for rights control failures at decision boundaries -:0

and legal rules

Figure 1. Scope, control, assurance, lifecycle: key contributions of this study.

The following list provides a more detailed summary of the paper’s contributions, in
addition to the four main contributions highlighted in Figure 1:

e  This paper reframes the CPS as governance infrastructure: This paper extends the
CPS sensing—inference—actuation model from engineering safety to socio-technical
governance, where the “plant” includes people, institutions, and rights exposure—and
where failures are legitimacy and due-process failures, not just technical errors.

e This paper defines a scope-explicit target for high-consequence Al: This paper po-
sitions predictive and biometric Al in public workflows as end-to-end pipelines
(data — model — decision — actuation — feedback), making the system—not the
algorithm—the unit of governance and accountability.
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e  This paper introduces the 3R architecture (Risk-Rights—Rules): This paper proposes
a systems-theoretic framework where rights and legal rules operate as enforceable
constraints on the CPS loop, while risk tools manage residual uncertainty within
non-negotiable boundaries.

e  This paper operationalizes governance via a “3R Assurance Case”: This paper provides
an implementable assurance object using Goal-Structuring Notation (GSN) to connect
top-level rights/rule claims to assumptions, evidence artifacts, and specific control
points in the loop.

o  This paper adds a structured auditing and testing approach: This paper specifies the
evidence package needed for auditability (e.g., demographic error testing, uncertainty
bounds, logging /provenance, red-teaming, and procurement audit rights) and ties it
to lifecycle checkpoints aligned with NIST Al RMF and the EU AI Act/FRIA.

e This paper derives control failures using systems safety methods: This paper ap-
plies STAMP/STPA to translate rights-relevant harms into unsafe control actions,
enabling the systematic identification of “pinch points” where governance controls
must intervene.

e  This paper produces procurement and vendor-governance requirements: This paper
converts the framework into actionable requirements for procurement, contracting,
and ongoing oversight, supporting engineers, auditors, and legal reviewers with a
testable definition of rights-based CPS governance.

The remainder of this paper proceeds as follows: Section 2 provides a short literature
review in line with the Introduction; Section 3 establishes the technical and institutional
substrate, analyzing CPSs as governance infrastructures and redefining resilience as sus-
tained functioning under disruption without collapsing legitimacy constraints. Section 4
develops the 3R analytical framework, mapping the governance triad onto the CPS loop
and specifying the evidentiary requirements for trust. Section 5 applies the framework to a
portfolio of documented high-consequence deployments, using process tracing to identify
governance pinch points. Section 6 derives operational requirements for procurement and
vendor governance, establishing a testable definition of rights-based CPS governance.

2. Literature Review
2.1. Socio-Technical CPS and Systems-Level Governance

As CPS-like feedback loops migrate from physical engineering into public admin-
istration, the literature increasingly treats these deployments as socio-technical systems
whose safety and legitimacy depend on the end-to-end pipeline, not solely on model
performance. In such systems, sensing, inference, and actuation are embedded within
institutional procedures, requiring governance frameworks that account for operational
controls, accountability, and legitimacy across the full lifecycle [3,4,7,10,11].

2.2. Uncertainty, Accountability, and Legal Certainty

A core strand of scholarship focuses on how uncertainty—both aleatoric and
epistemic—enters decision environments that require stable, reviewable reasons. When
uncertainty is not explicitly measured and constrained at the actuation stage, organizations
can produce decisions that appear definitive while being structurally fragile, undermining
legal certainty and due process [10-12]. This work emphasizes that the accountability
problem is not reducible to bias metrics: it arises from how uncertainty and error propagate
through institutional routines and decision pathways [10-12].
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2.3. Biometric Systems, Demographic Error, and Rights Exposure

Empirical work on biometric identification, particularly face recognition, demonstrates
that model error is not evenly distributed across demographic groups, and that these
differences can translate into unequal exposure to downstream interventions in policing
and border workflows [13]. The NIST FRVT results provide a central empirical anchor
for treating demographic error as a governance-relevant risk, motivating requirements for
demographic testing, documentation, and oversight mechanisms that connect technical
evaluation to real-world actuation [13].

2.4. Fairness Beyond Metrics: Feedback Loops and Institutional Context

A recurring critique in fair-ML and socio-technical research is the “abstraction trap”:
treating fairness as a property of a model or metric while ignoring the institutional context
and feedback loops that shape real-world outcomes [7,22]. In the ML-enabled CPS, feedback
effects are especially salient. Predictive policing and enforcement-allocation systems can
produce endogenous evidence: increased surveillance yields more recorded incidents,
feeding back into the models and reinforcing disproportionate intervention patterns in
already over-surveilled communities [23,24]. This literature highlights that governance
must address the full control loop and its dynamic impacts, not only static model metrics.

2.5. Human-in-the-Loop Oversight and the “Moral Crumple Zone”

Another body of research warns that “human-in-the-loop” safeguards can provide
false assurance. Studies in human-automation interaction document automation bias and
reduced verification under time pressure and complexity, leading to both commission and
omission errors [25-27]. Related governance scholarship describes the “moral crumple
zone,” where formal responsibility collapses onto human operators who lack meaningful
agency due to workflow constraints, tooling, and organizational incentives [28]. Together,
these findings support the argument that accountability must be engineered into system
design and organizational controls, rather than assumed through nominal human oversight.

2.6. Governance Baselines and Operationalization into Assurance Artifacts

Finally, emerging governance baselines—including the NIST AI RMF and the EU Al
Act—provide lifecycle-oriented structures and binding obligations for high-risk systems,
increasingly integrating fundamental-rights considerations such as impact assessment
requirements [17-19]. A key challenge identified in practice-oriented scholarship is opera-
tionalizing these standards into implementable, auditable artifacts that align engineering,
procurement, audit, and legal review. Assurance-case approaches (e.g., using GSN) offer
a method for structuring claims, assumptions, evidence, and control points in a way that
supports auditability and accountability across socio-technical pipelines [20,21].

3. Cyber-Physical Systems, Critical Infrastructure, and Rights-Risk Coupling
3.1. CPS as Governance Infrastructure: The Engineering of Public Law

In the context of public authority, a CPS is a coupled computational-physical con-
trol system that monitors and actuates physical processes through feedback loops [29,30].
When CPSs are deployed to exercise or support public power, they operate as a regula-
tory infrastructure. In these circumstances, governance objectives are pursued through
cybernetic processes of (i) standard setting, (ii) continuous sensing/monitoring, and
(iii) intervention/behavior modification, increasingly executed or mediated by algorithmic
systems [31,32]. In that sense, the “control law” that structures conduct is no longer ex-
pressed only in legal syntax (rules, reasons, and justifications), but is partly operationalized
as computational standards, decision thresholds, the fusion/aggregation of sensor and
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database signals, and automated triggers, characteristic of code-driven and data-driven
regulation [31-33]. Figure 2 summarizes how an Al-enabled CPS can become governance
infrastructure and why rights—risk coupling matters for resilience.

Cyber-Physical Systems and Rights Cycle

CPS as IC?UC&:I .
Governance Fn ‘rlas ructure
Infrastructure ailure

Failure in critical
infrastructure can
lead to cascading
rights issues.

CPS are engineered to
support public law
and governance.

Rights-Risk
Coupling

Rights and risks are
intertwined, making
risk-only approaches
insufficient.

Global Normative
Perspective
Public health is
recognized as critical
infrastructure globally.

Figure 2. Cyber—physical systems and the rights cycle: conceptual schematic showing CPS as
governance infrastructure, the coupling of critical-infrastructure failure modes with rights impacts,
the rights—risk coupling that makes “risk-only” governance insufficient, and the global normative
framing of public health as critical infrastructure.

In live biometric surveillance contexts, the operative control law includes not only
a model and its threshold, but also where sensing is authorized and who is eligible to
be sensed (watchlisting). When the siting and watchlisting criteria are under-specified,
risk detection becomes the open-ended surveillance capacity, a rules failure at the sensing
boundary, not an accuracy failure at the model boundary [31-33]. If rights are treated as
external ethics, agencies can attempt to fix the model while leaving the sensing boundary
unconstrained; if rights are treated as control constraints, legality and bounded discretion
must be enforced before the loop is allowed to operate.

In traditional governance, officials apply qualitative standards, such as reasonable
suspicion, through context-sensitive judgment and reasons that are contestable and subject
to review. In a CPS-enabled workflow, discretion can be delegated to an inference layer
that outputs probabilistic assessments or scores, which are then mapped to action through
fixed or adaptive thresholds [34]. Where interventions are automatically triggered once
a threshold is met, the decision process risks collapsing individualized assessment into
category-based scoring, raising long-standing due-process concerns about transparency,
contestability, and reason-giving in automated prediction systems used by public authori-
ties [11]. This is the mechanism-level failure mode. The system’s reasons become a score
and a trigger rule, and, without enforceable transparency/contestability hooks, affected
persons cannot meaningfully interrogate why authority was exercised over them.
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3.2. Critical Infrastructure and the Cascading Failure of Rights

The governance stakes intensify when CPSs operate within critical infrastructure
(CI), because CI is best understood as an interdependent system-of-systems in which fail-
ures propagate across coupled technical and organizational networks [35,36]. When CI
functions are increasingly mediated by Al-enabled CPSs, the inference layer introduces
additional, well-characterized failure modes, most notably concept drift/dataset shift
(performance degradation as the data-generating process changes) and pipeline vulner-
abilities /entanglement in production ML systems [37,38]. We refer to this condition as
normative fragility: situations in which technical degradation in the inference-and-decision
stack can result in service denials that implicate fundamental rights and legally protected
entitlements. However, many Al-enabled CPS deployments depend on shared cloud,
identity, and third-party data-integration layers before a denial event occurs [39,40].

For instance, when authentication becomes a gate to benefits, an “error” becomes a
denial event. In biometric welfare systems, infrastructural fragility and authentication
failures can lead to exclusion (people entitled by law are excluded in practice), including
the denial of health-relevant benefits [41,42]. The analytic point is not that systems should
be perfect; it is that CI systems must be governable under imperfection. In rights-relevant
CI contexts, the absence of fallback procedures, review pathways, and evidence trails turns
technical non-idealities into legally salient harms [41,42].

Interdependence is especially salient in contemporary deployments because many Al-
enabled CPSs share a common digital stack: cloud-based compute and service layers that
industrialize Al development and deployment pipelines, federated identity components
that centralize access control, and third-party data ecosystems that supply or intermediate
data used in automated decision systems [39,40]. In such architectures, disruptions in the in-
ference layer, whether from drift or from a compromise of the training/validation pipeline,
do not merely reduce “accuracy” or cause downtime; they can reshape access decisions
in ways that deny essential services. Here, the control-theoretic and governance insights
coincide. CI failures are rarely isolated. They propagate across coupled components [35,36],
and ML introduces a non-stationary failure class (drift) that causes yesterday’s assurance
to decay unless continuously re-evidenced [37,38]. This is why risk-only governance is in-
sufficient. Risk governance that treats the model as a static component ignores the systems
reality that CI governance must manage drift, entanglement, and dependency coupling as
ongoing operational conditions, not one-time deployment checks [37,38].

3.3. The Rights—Risk Coupling: Why “Risk-Only” Paradigms Fail

A core technical-normative claim of this framework is that risk reduction measures
often have rights-externalities: in control and safety engineering, improved risk perfor-
mance is frequently pursued through denser sensing, tighter feedback, and stronger control
constraints; in socio-technical governance, those same moves can increase surveillance
intensity and strengthen behavior-shaping interventions, thereby transforming “security
risk” optimization into a rights risk unless bounded by legality, proportionality, and con-
testability [31,32]. Consider the following areas:

e  Biometric Disparity as System Failure

O A body of research on face recognition repeatedly finds that error rates and
decision thresholds vary by demographic cohort, and that uniform thresholds
can therefore impose unequal false-match burdens across groups [43,44]. Nor-
matively, these differentials are best analyzed as distributional harms (disparate
burdens of erroneous identification/verification) rather than mere implementa-
tion defects, because higher false match rates for a protected group predictably
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translate into more frequent wrongful interventions, such as secondary screen-
ing, denial of access, and investigative escalation, for that group [7,13,45].

O When a uniform operational threshold is applied in a high-throughput set-
ting, statistical error becomes a procedural burden, with more stops, more
delays, and more escalations, borne unevenly by identifiable groups [13,45].
This is precisely why the 3R framework treats rights as control constraints. A
rights-consistent loop must require (i) demographic disparity testing as a pre-
condition for deployment, (ii) threshold governance tied to error distributions,
and (iii) actuation constraints that prevent error-prone groups from absorbing
the system’s friction as a stable output [13,45].

e  Actuation-Sensing Feedback Loops

O In predictive policing and CPS actuation (e.g., reallocating patrols), these pro-
cesses reshape the data-generating process (e.g., observed arrests, stops, and
recorded incidents). The inference layer then treats these observations as up-
dated evidence of “risk,” generating a self-reinforcing loop that can concentrate
policing in the same neighborhoods even when the true underlying rates do
not justify it [46]. Technically, the system can appear “stable” because it contin-
ually confirms its own predictive target via endogenous data; normatively, it is
unstable because it can amplify historically patterned disparities and convert
prior over-policing into future “evidence” [24,47].

O Studies show that predictive policing systems can reproduce enforcement
concentration because the system learns from “discovered” incidents rather
than underlying incidents [46]. Moreover, policing data is shaped by prior
enforcement patterns and surveillance practices, which can embed civil-rights
harms into the data pipeline itself [24,47]. This means risk is confounded with
enforcement intensity. A risk-only paradigm fails because it treats the feedback
signal as ground truth; a rights-aware control paradigm must constrain the
loop so that actuation does not manufacture the evidence that justifies more
actuation [24,46,47].

3.4. The Global Normative Perspective: Public Health as Critical Infrastructure

At the domestic level, public health-adjacent systems are explicitly treated as critical
infrastructure in both the United States and Canada. In the U.S., healthcare and public
health are formally designated as a DHS/CISA critical infrastructure sector [48]. In Canada,
the federal government has classified “Health” as critical infrastructure, supporting the
claim that health services are treated as an infrastructure whose disruption has cross-sector
consequences [49].

At the global level, however, the normative definition of “critical infrastructure” is less
settled; instead, global health security is more accurately conceptualized as a transbound-
ary surveillance-and-response regime organized around early warning, notification, and
coordinated response duties under the International Health Regulations (IHR), a legally
binding instrument of international health governance implemented through the World
Health Organization (WHO)-centered coordination and state-party core capacities [50-54].

The integration of Al-enabled CPSs into global health data collection and interven-
tion, such as automated contact tracing, risk scoring, or Al-supported screening at points
of entry, therefore intensifies assurance demands (security, integrity, and auditability)
while simultaneously raising human rights demands (privacy, proportionality, and non-
discrimination) [55-59]. Historically, emergency rationales can expand administrative
discretion and normalize exceptional measures, thereby threatening durable rights con-
straints [58]. Our framework accordingly treats rights-based constraints as more, not less,
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necessary in crises: when interventions are executed through automated feedback loops,
governance failures can become self-reinforcing and difficult to unwind, producing “run-
away” intervention dynamics unless constrained by legally legible safeguards (traceability,
contestability, and proportionality) [56-58].

4. Analytical Framework: The Risk-Rights—Rules (3R) Architecture
4.1. Systems-Theoretic Safety and the Formalization of Rights as Control Constraints

A recurring limitation of model-centric “accuracy-as-safety” Al governance is its re-
liance on component-level reliability, implicitly assuming that, if an AI model performs
well, the overall system is safe [60]. However, in complex cyber—physical systems (CPSs),
accidents—and, by extension, public-law harms—are frequently the result of unsafe inter-
actions, incomplete feedback, and inadequate control authority across components rather
than isolated component failures [8]. This point is the central safety-engineering reason
that system safety methods focus on the control structure and interaction constraints rather
than part performance alone. Figure 3 illustrates the Risk-Rights—Rules (3R) architecture as
an iterative governance loop that connects system safety, enforceable legal rules, assurance
evidence, and remedy.

The Risk-Rights-Rules (3R) Architecture Cycle

Systems-Theoretic
Safety
Formalize rights as
control constraints

B

Corporate
Responsibility
Ensure corporate
responsibility and
remedy

Governance Triad
Disentangle lifecycle,
operation, and
enforceability

Evidence Discipline Liability Sponge

Use assurance cases Counter-Argument

and GSN for evidence Address and respond
to liability concerns

Figure 3. The Risk-Rights—Rules (3R) architecture cycle: conceptual schematic linking systems-
theoretic safety (rights as control constraints), governance triad decomposition, the liability-sponge
counter-argument, evidence discipline via assurance cases/GSN, and corporate responsibility and
remedy as an iterative governance loop.

To address this, we adopt Systems-Theoretic Process Analysis (STPA), an engineering
methodology that models safety as a hierarchical control problem and derives safety
requirements as enforceable constraints on control actions [1,6,8]. The methodological
payoff for governance is precision: STPA forces the analyst to name (i) the controller, (ii) the
controlled process, (iii) the feedback signal, and (iv) the constraints under which control
actions are permitted. This is exactly what is missing in “ethics-only” Al governance, which
tends to state values without specifying where and how they bind the loop.
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To make this move operational for governance-oriented CPSs, we formalize the socio-
technical loop as a controlled dynamical system whose “safe operation” is defined not only
by functional stability but also by the preservation of legally salient invariants.

In a border biometric workflow, R is violated when the system escalates to intrusive or
coercive measures without meeting jurisdiction-specific public-law constraints (lawful basis,
necessity, proportionality, and reviewability). R is therefore implemented as an actuation
gate: actuation is permitted only if the preconditions are satisfied and recorded. This turns
rights from a value statement into a control precondition and an evidence obligation.

In this framework, a rights violation is modelled as a rights-relevant Unsafe Control
Action (UCA). In STPA, a UCA is a control action that becomes unsafe given the context,
for example, when the action is provided when it should not be, not provided when it
should be, or provided with unsafe timing/duration such that it can lead to a hazardous
state [8,61]. For a rights-based CPS, we define the hazardous state as a breach of a legally
salient invariant, such as privacy, due process safeguards, or equality /non-discrimination.
Let Cr(x_t) denote the set of rights constraints that must hold in state x_t. A control action
u_t is rights-unsafe if it is issued while the relevant constraints are not satisfied. Rights-
consistent operation therefore requires that high-consequence actuation occurs only when
applicable rights constraints are satisfied. For instance, in an automated border-control
system, a rights-relevant UCA occurs if the inference engine issues an actuation command
to escalate to an intrusive or coercive search without satisfying the control constraint of a
lawful basis, necessity and proportionality, and effective contestability or human review.
Accordingly, probable cause is not treated as a universal numeric threshold; instead, the
constraint is specified in jurisdiction-appropriate public-law terms (legality, proportionality,
and reviewability) and must be satisfied at the point of actuation.

A rights-relevant UCA occurs when a system escalates a person to secondary screening
or police engagement on the basis of a match/score while (i) uncertainty is unbounded or
degraded, (ii) the watchlist/scope rule is not legally constrained, or (iii) no contestability
pathway exists at the point of intervention. Note what this does analytically: it locates
failure at the control boundary (scope/actuation/feedback), not only at model performance.

4.2. The Governance Triad: Disentangling Lifecycle, Operation, and Enforceability

At the enforceability layer, rights-based Al governance is also anchored in emerging
international public-law instruments, including the Council of Europe Framework Con-
vention on Artificial Intelligence and related legal analysis [62]. To mitigate governance-
and ethics-washing, i.e., treating voluntary corporate principles as reputational substitutes
for enforceable public accountability, the 3R architecture separates responsibilities across
lifecycle, operation, and enforceability, while identifying where documentation and ac-
countability break down [63]. We refer to this as preserving an epistemic chain of custody:
traceable provenance from data and design choices to decisions, actions, and outcomes.

The governance of Al (Lifecycle Stewardship) is a technical layer that concerns the
stochastic integrity of the model and its dependencies. It requires standardized documenta-
tion artifacts, Model Cards and Datasheets for Datasets, and internal auditing processes
that tie design decisions to deploy-time monitoring and remediation [64,65]. Without
these artifacts, inference is practically non-auditable, increasing the likelihood that per-
formance differentials, including demographic error-rate disparities documented in the
face-recognition literature, propagate into actuation undetected [66].

Governance by Al (Algorithmic Authority) integrates the control law, whereby prob-
abilistic scores function as coercive triggers through threshold-escalation rules. A crit-
ical gap in many “HITL solves accountability” narratives is that human oversight can
become rubber-stamp oversight under time pressure, workload, and interface design
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conditions that reliably produce automation bias and deference to automated recommen-
dations [25,26,67,68]. In such settings, the human worker can be positioned as a “moral
crumple zone,” formally responsible yet operationally constrained, unless the system is
designed for meaningful human control, real authority to pause/override, adequate time,
and accountable procedures [25,28,69].

“Governance by” fails when the human is present but lacks (i) time to review,
(ii) authority to pause/override, and (iii) accountable procedures that require verifica-
tion rather than deference. Wagner shows how “quasi-automation” can turn humans into
rubber stamps, thereby increasing liability without restoring control [69]. This is exactly
the condition in which “moral crumple zones” emerge: humans absorb responsibility for
system behavior they did not meaningfully control [28].

Governance for Al (Institutional Enforceability) comprises hard-law and institutional
mechanisms that make “rules” binding design conditions, such as conformity assessment,
post-market monitoring, and independent oversight. A scholarly analysis of the EU
Al Act emphasizes the need to translate legal requirements into verifiable criteria and
auditable evidence throughout the lifecycle, rather than merely aspirational compliance
statements [70]. At the international level, the Council of Europe’s Framework Convention
on Al anchors enforceability beyond soft ethics by requiring lifecycle-consistent measures
aligned with human rights, democracy, and the rule of law [71]. Scholarship assesses it as a
rights-based, full-lifecycle instrument with both promise and governance trade-offs [72].

“Governance for” fails when oversight bodies cannot inspect evidence: logging, trace-
ability, evaluation access, and update/change control are not optional; they are enforce-
ability primitives. Mokander et al. make this explicit by mapping regulatory duties to
auditable enforcement mechanisms (conformity assessment and post-market monitoring)
rather than ethics statements [70]. Operationally, this implies audit readiness at the point
of sensing and decision (logging, traceability, and review hooks), rather than post hoc
investigations after harm [66,70].

4.3. The “Liability Sponge” Counter-Argument and Response

A common counter-argument is that stricter rights-based constraints (explainability,
reviewability, and due-process-like safeguards at actuation) increase compliance costs
and latency, potentially reducing efficiency in high-consequence sectors [73,74]. The 3R
response is not to deny tradeoffs; it is to reframe them as control design choices with em-
pirically predictable failure costs. If institutions save time by bypassing contestability and
evidence logging, they externalize costs in the form of downstream harms: litigation, loss
of legitimacy, program collapse, and chronic contestation that impairs operational viability.

Trust and legitimacy are not soft add-ons. Trust shapes the appropriate reliance under
uncertainty [75], and legitimacy shapes cooperation and compliance with authority [76].
Rights-based Al principal mapping also supports treating procedural safeguards as gover-
nance requirements rather than voluntary ethics statements [77]. Moreover, responsibility
gaps show that delegating control to opaque learning systems can create situations in which
it is neither fair nor coherent to assign responsibility to operators for outcomes they could
not foresee or prevent [78]. Empirically, this dynamic is amplified by oversight-by-policy
(human-in-the-loop mandates) that legitimize deployment without enabling an effective
review [67].

Therefore, rights constraints are stabilizing control constraints: they reduce the proba-
bility of high-impact harms, preserve legitimacy, and support the durable adoption of CPS
governance infrastructures [79]. In practical terms, the cost of rights constraints should
be compared to the cost of uncontrolled actuation: when the actuation boundary is not
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gated by legality and evidence, efficiency gains can be purchased by systematically shifting
burdens onto identifiable populations, a governance failure, not an optimization.

4.4. Evidence Discipline: Assurance Cases and Goal-Structuring Notation (GSN)

To bridge the gap between claims (e.g., “the CPS is rights-consistent”) and evidence
(e.g., audit logs, drift tests, disparity tests, and human-review traces), we use Goal-
Structuring Notation (GSN), a graphical notation developed to improve the structure
and assessability of safety arguments in safety-critical domains [20,21]. The Assurance
Case Scholarship emphasizes that the distinctive value of assurance cases lies in the explicit
argument linking claims to evidence and assumptions, and in the maintainability of that
argument as systems evolve [80].

This relates to the reviewer-style question: “Where is the formal object engineers can
implement/verify /test?” The formal object is the 3R Assurance Case, a GSN-structured,
versioned artifact that binds rights claims to named control points and evidence obligations.
It is implementable because each node corresponds to an auditable artifact (test report, log
schema, review trace, drift monitor, disparity evaluation, and change-control record). In a
3R GSN structure, we find the following;:

e  Top-Level Goal (G1): The CPS deployment is rights-consistent.

e  Context (C1): This refers to the applicable hard-law duties and rights safeguards [70].

e  Strategy (S1): This includes decomposing rights into technical invariants and control
constraints (sensing scope, inference auditability, and actuation gates) [8,61].

e Evidence (E1, E2, ...): This includes STPA hazard /UCA logs, disparity tests from the
peer-reviewed biometrics literature, drift monitoring results, and audit trails of human
intervention/override [26,70].

For a biometric escalation workflow, the assurance case must include the following;:
(i) a scope-control instrument (where/when sensing is permitted, and who is eligible
for watchlisting), (ii) threshold governance tied to the demographic error evaluation,
(iif) an actuation-gate policy with logged preconditions, (iv) a human-review trace proving
override is practical, and (v) a post-market monitoring plan that triggers pause-and-review
under drift or anomaly. This turns “rights” into a testable assurance claim rather than
a declaration.

This evidentiary discipline ensures that the assurance case is a living document: if
the environment changes (e.g., dataset shift/concept drift), previously valid evidence may
fail, and the safety/rights argument must be updated, potentially triggering a pause-and-
review [80]. Rather than claiming “rights are proven,” the framework operationalizes rights
as testable, auditable claims that must remain defensible in the face of change.

4.5. Corporate Responsibility and Remedy in the CPS Ecosystem

Since many governance CPSs are procured from private vendors, business-and-human-
rights scholarship treats the corporate responsibility to respect rights and provide access
to remedy as operationally relevant across complex supply chains and public procure-
ment [81]. We argue that the actuation gate should include a remedy-by-design requirement:
the system must generate contestability-enabling information at the time of intervention,
including (i) an actionable explanation and (ii) a clear pathway to challenge or seek review.
Counterfactual explanations are particularly suited to this role because they can support
contestation and recourse without requiring the disclosure of the model’s full internal
logic [82]. Where recourse is possible, formalized actionable recourse further clarifies the
remedies required in practice [83]. The technical governance implication is precise: if a
person is diverted, delayed, denied, or escalated, the system must produce a minimal
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record of contestability sufficient to enable a review; otherwise, contestability exists only
in theory.

Concretely, the actuation pathway should produce an auditable “adverse action
packet”: the decision, the minimally sufficient features/conditions that drove the escalation
(in counterfactual form), and the review channel, including human review, appeal, or the
oversight body [84]. This prevents the black box from becoming a black hole for account-
ability by embedding remedy and review hooks into the CPS control structure rather than
relegating them to after-the-fact investigations [28,81].

5. Methodology: A Socio-Technical Systems (STSs) Approach to
Governance Auditing

5.1. Research Design: Multi-Case Theory Building and Replication Logic

This study employs a qualitative, multi-case study design centered on analytic gen-
eralization. Unlike statistical generalization, which seeks to extrapolate findings from a
sample to a population, analytic generalization aims to compare empirical results against
a theoretical template, in this case, the Risk-Rights—Rules (3R) architecture. Following
guidance on the case-study method, analytic generalization is implemented through pat-
tern matching and replication across cases, rather than through population inference [85].
Figure 4 summarizes the socio-technical systems governance-auditing cycle used to connect
case selection, mapping, evidence ranking, assurance argumentation, process tracing, and
harm minimization.

Socio-Technical Systems Governance Auditing Cycle

Research
Design

Critical / SN Analytical

Appraisal @p Instrument
. . Governance E)
Ethical Integrity Auditing @ Data Cprpus
and Harm and Evidence

Minimization

/ Ranking

\ e
© -

Within-Case Formal
Process Verification
Tracing Strategy

Figure 4. Socio-technical systems governance auditing cycle.

We treat each case as a theoretically informative “experiment” to refine and stress-
test the 3R causal logic through case-based theory building. We employ Replication
Logic, treating each case as an independent experiment. If two or more cases support
the same theory (e.g., that the absence of an actuation gate leads to a rights violation),
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literal replication is claimed. If cases produce contrasting results but for predictable reasons
(e.g., a system with a strong “Governance for” layer avoids the harms seen in a system
without one), theoretical replication is achieved [86].

The case inclusion criteria are specified ex ante to maximize comparability and
avoid post hoc selection: (i) the system is deployed by (or in direct support of) pub-
lic authority; (ii) an Al-enabled inference component materially influences a deci-
sion; (iii) the decision produces an administrative or kinetic actuation with plausible
rights impacts; and (iv) sufficient documentary trace evidence exists to reconstruct the
sensing-inference—-actuation chain [85]. Because Al-enabled CPSs are context-dependent
and socio-technical, the objective is not “universal applicability” in a statistical sense, but
rather theoretical portability, which identifies recurring mechanisms and their boundary
conditions across domains (policing, borders, and health) [87].

5.2. Analytical Instrument: The CPS-Governance Mapping Protocol

The core of this methodology is the CPS-Governance Mapping Protocol, a standardized
analytical instrument designed to discretize and make auditable the complex interactions
between software systems and legal-normative requirements. The protocol functions as
the operational interface between engineering and jurisprudence: it translates abstract
legal obligations into concrete system constraints, control points, and evidentiary artifacts
that can be examined, tested, and contested. At a high level, the protocol enforces a
traceability discipline across three domains, law, system design, and control behavior, so
that governance claims can be evaluated against observable system properties rather than
policy assertions. Formally, the protocol induces a mapping,

T-L—-C—U

where L denotes legally binding obligations (e.g., rights, duties, and safeguards), C denotes
implementable technical constraints and non-functional requirements, and U denotes pro-
hibited or conditioned control actions. A governance failure is identified whenever a legally
relevant obligation admits no corresponding technical constraint or control mechanism
under this mapping. The methodological test is therefore binary at key points: either (i) an
obligation has a traceable control, evidence, and enforcement hook, or (ii) it does not, and
the absence is itself a governance finding.

Technical State-Space Mapping. The first step in the protocol is a control-oriented
decomposition of the CPS into functional blocks: Sensing (measurement and data capture),
Inference (stochastic estimation or classification), and Actuation (kinetic or administrative
output). This decomposition follows the established practice in feedback-systems analysis
and control theory [88]. The objective is not merely an architectural description, but the
identification of where authority is exercised within the loop. For example, in an automated
screening or biometric verification system, the control law is instantiated as an operational
decision rule, such as a similarity-score threshold or a risk-score cutoff, that governs when
inference outputs are translated into interventions. The protocol explicitly records where
this rule is calibrated, how it is monitored over time, and under what conditions it can
be overridden or suspended. This enables a later assessment of whether probabilistic
estimates are functioning as advisory signals or as de facto commands.

Normative Constraint Identification. The second step translates legal and rights-
based requirements into operationalizable compliance constraints and non-functional
requirements (NFRs). Rather than relying on ad hoc ethical mapping, the protocol draws
on established methods from legal-compliance requirements engineering to derive traceable
obligations from statutes, regulations, case law, and binding policy instruments [89-91].
Concretely, legal principles are decomposed into implementable technical controls. For
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instance, the principle of purpose limitation is operationalized through enforceable data-
flow and access constraints, such as purpose-bound access control, the separation of
processing contexts, logging requirements, and retention limits, rather than the narrower,
often misleading claim that it is satisfied by simple data siloing. Each derived constraint is
explicitly linked back to its legal source, preserving bidirectional traceability.

Hazard Identification via STPA. The third step applies Systems-Theoretic Process
Analysis (STPA) to identify rights-relevant hazards and Unsafe Control Actions (UCAs).
STPA models safety as a hierarchical control problem and treats hazards as violations of
control constraints arising from inadequate or ineffective control, rather than as isolated
component failures [8,92]. Within the CPS-Governance Mapping Protocol, STPA is used to
ask governance-critical questions, such as whether a control action was issued without legal
authorization. Was a required safeguard, such as human review, notice, or contestability, not
provided? Was actuation triggered under conditions of excessive uncertainty or degraded
evidence? By treating rights-relevant failures as system hazards rather than software bugs,
the protocol captures interaction failures and governance gaps that conventional model
audits and performance evaluations systematically overlook.

Protocol Outputs and Replicability. The outputs of the CPS-Governance Mapping
Protocol are standardized to support analytical rigor and cross-case replicability. Each
application of the protocol produces the following: (i) a justified system-boundary state-
ment; (ii) a sensing inference actuation control-structure diagram; (iii) a legal-obligation-
to-technical-constraint traceability matrix; (iv) a UCA and hazard register documenting
rights-relevant failure modes; and (v) a constraint catalogue specifying the actuation gates
and control conditions required for rights-consistent operation. Together, these artifacts
provide an audit-ready evidentiary substrate for evaluating whether an Al-enabled CPS
can legitimately exercise authority under conditions of uncertainty, coupling, and drift.

5.3. Data Corpus and Evidence Ranking (Auditability Constraint)

A critical challenge in Al governance research is information asymmetry, in which pri-
vate vendors and agencies restrict access to system logic, sometimes invoking trade secrecy
and opacity. This is not a methodological inconvenience but a substantive governance vari-
able: secrecy and opacity shape accountability, contestability, and audit feasibility [84,93,94].
To ensure evidence-based integrity, this methodology employs a scholarly, defensible evi-
dence hierarchy and a triangulation strategy grounded in document analysis and case-study
best practices [95]:

e  Tier 1. Primary governance records (used as case evidence, not as “scholarly citations”)
We prioritize judicial decisions, statutory instruments, official audit records, and
regulator findings as primary data and analyze them using systematic document
analysis procedures [95]. Where the case involves live facial recognition governance,
we supplement primary legal materials with peer-reviewed scholarly analyses of the
Bridges litigation and UK LFR governance [96,97].

e  Tier 2. Peer-reviewed technical and socio-legal benchmarks
We use peer-reviewed studies as benchmarks for performance and harm to avoid
reliance on vendor claims. For face recognition disparities, we rely on independent,
peer-reviewed evaluations that demonstrate demographic differences and threshold
effects [44,98-100]. For predictive policing feedback loops and endogenous data
generation, we rely on peer-reviewed work demonstrating runaway reinforcement
mechanisms and their civil rights implications [24,47,101].

e Tier 3. Non-peer-reviewed corroboration (strictly scoped)

We do not treat journalism /NGO reports as evidentiary anchors. Where used, they
serve only to identify timelines, surface contested claims, and locate missing artifacts,
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each of which is then treated as a governance risk indicator requiring corroboration
in Tier 1-2 materials. These sources could also include investigative reports used
solely to establish timelines and identify evidence gaps, which we then analyze as
Governance Risks [95,102].

5.4. The Formal Verification Strategy: Assurance Cases and GSN

This study does not characterize Goal-Structuring Notation (GSN) as “formal veri-
fication”; rather, it is structured assurance argumentation that links claims to evidence
and explicit assumptions. GSN is a graphical modelling language used in safety-critical
industries (e.g., nuclear and aerospace) to provide a clear, auditable argument that a system
meets its safety goals [20,21,80]. The purpose of using GSN is to move from assurance-
by-assertion (“We promise our Al is fair”) to assurance-by-evidence (an explicit argument
showing which evidence supports which rights claims, under which operating assump-
tions). In our case analysis, we construct a counterfactual assurance structure for each
system: “What specific evidence would have been required to support the claim that
the system was rights-consistent under the stated operating conditions?” This makes the
governance deficit explicit as an evidentiary delta between what was claimed and what
was independently auditable. The resulting templates are designed to be usable as au-
dit blueprints under risk-based regulatory regimes by specifying evidence obligations,
monitoring triggers, and review hooks [66,84].

5.5. Within-Case Process Tracing (CPT)

To understand how a governance design leads to a specific form of harm, we use pro-
cess tracing to reconstruct the causal chain within the CPS loop and to test the mechanism
evidence in each case. Rather than a “minute-by-minute” narration, the unit of analysis
is the sequenced mechanism: the decision points, thresholds, handoffs, and override con-
ditions linking sensing — inference — actuation [103]. We identify “pinch points” where
discretion is constrained by the interface design, workload, or deference to decision support.
This is grounded in the automation bias literature, which documents the systematic commis-
sion and omission errors when decision aids are relied upon, particularly under time pres-
sure and multitasking [25-27]. The outputs are actuation-level recommendations specifying
where enforceable actuation gates (pause-and-review, override authority, escalation proto-
cols, or mandatory second-person checks) should be inserted to restore meaningful control
and contestability. In terms of coding and reliability discipline, we use a pre-specified
codebook for (i) system functions, (ii) legal /rights constraints, (iii) UCAs/hazards, and
(iv) evidence types; we maintain analytic memos and an audit trail; and we double-code a
subset of materials with adjudication rules to reduce interpretive drift [104].

5.6. Ethical Integrity and Harm Minimization

7

This methodology operates under the “Security-by-Design” and “Rights-by-Design”
ethos. Given the sensitive nature of surveillance and the exercise of coercive power, we
apply Ethical Scoping to our reporting. We do not expose operational vulnerabilities
that could be exploited by malicious actors to circumvent security controls. Instead, we
concentrate on institutional accountability structures. This aligns with the UN Guiding
Principles on Business and Human Rights (UNGP), ensuring that our research supports
the “Protect, Respect, and Remedy” framework by providing the technical-legal roadmap
for institutional oversight [105].

5.7. Critical Appraisal of the Methodology: Strengths, Weaknesses, and Counter-Arguments

The first methodological strength is technical-normative commensurability: STPA
enables rights-relevant harms to be represented as constraint violations within a control
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structure, thereby allowing the ex ante identification of hazards and UCAs rather than
relying solely on post hoc litigation. A second strength is evidentiary discipline: GSN forces
explicit claim—evidence—-assumption links, making unverifiable assertions and missing
artifacts visible [20,21,80]. The third strength is auditability as an analytic variable: by
treating opacity and missing artifacts as governance findings rather than inconveniences,
the method avoids “confidence by absence of evidence” and makes audit feasibility part of
the causal story [93-95].

We identify three limitations and mitigation connections: (i) Information asym-
metry can prevent the diagnosis of internal causes even when governance gaps are
detectable [93,94]. We mitigate this by using triangulation and by explicitly documenting
evidence deficits in the results, rather than filling gaps with conjecture [95]. (ii) Boundary
sensitivity is a limitation, as findings depend on disciplined system-boundary justification
in socio-technical systems engineering [87]. We mitigate it by requiring an explicit bound-
ary statement and by stress-testing alternative boundary choices as a sensitivity check
(e.g., does the mechanism still hold if the boundary shifts from “model” to “workflow and
vendor update pipeline”?) [87,103]. (iii) Non-random case selection can bias conclusions.
We mitigate this by using replication logic, explicit inclusion criteria, and transparent
negative-case reasoning (“what would falsify the mechanism in this domain?”) [85,86,103].

6. Case Portfolio: Auditing Coercive-Power CPS Through the 3R Lens
6.1. Case 1. Live Facial Recognition (LFR) in the UK—The Sensing Scope Failure

Live Facial Recognition (LFR) policing in the United Kingdom provides a primary
evidentiary record of how discretionary migration occurs within a CPS loop. In R (Bridges)
v Chief Constable of South Wales Police, the Court of Appeal examined the lawfulness
of a pilot program that used biometric sensors to scan public spaces for individuals on
a watchlist of persons of interest [10,106]. Crucially, the Court’s reasoning makes the
governance mechanism legible. The legality problem was not that the algorithm was
inaccurate, but that key public-law constraints were not sufficiently determinate at the
sensing boundary; i.e., the conditions under which people could be scanned, and the
criteria by which individuals could be placed on watchlists were not adequately bounded
to meet rule-of-law demands of foreseeability and constraint on discretion [10,106].

o  Technical Audit of the Loop
The sensing layer captured real-time biometric data from CCTV feeds in public spaces;
the inference layer generated probabilistic match outputs; and the actuation layer
triggered officer attention/engagement based on match alerts [107]. The 3R-relevant
point is that “control” was exercised at two upstream points that typical model au-
dits ignore: (i) siting (where/when the cameras and matching were activated) and
(ii) watchlisting (who was eligible to be flagged). These are not peripheral parameters;
they are the governance-relevant control-law of the system [10,97,108].

e  The Governance Pinch Point
The core deficiency was not simply the model performance but a rules/constraints fail-
ure at the sensing and watchlisting boundary: peer-reviewed legal analyses of Bridges
emphasize that the deployment lacked sufficiently clear and bounded criteria govern-
ing where LFR could be used and who could be placed on the watchlist, creating an
excessive discretion problem incompatible with the rule-of-law requirements of legal-
ity, foreseeability, and non-arbitrariness. In 3R terms, this is a Sensing-Scope (Rules)
failure: absent hard constraints on sensing scope and watchlist construction, “risk
detection” defaults into the open-ended biometric surveillance capacity [10,97,108].
The system performed a high-impact control action (population-level biometric sens-
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ing) without a sufficiently specified constraint set governing when that action is
permitted [8,10].

Socio-Technical Consequences

The system’s institutional viability depended on enforceable constraints at the sensing
boundary; absent those constraints, the deployment was found to be unlawful and
could not be stabilized through accuracy improvements alone [10]. This provides a
sharp inference for your framework: when the legality of the sensing scope is under-
determined, “better accuracy” is non-responsive to the legal failure mode because the
harm mechanism is discretion, not error. This is why the minimum-viable control is
not only a performance dossier but a scope-control instrument (siting and watchlisting
rules) that is auditable and enforceable [10,70]. This demonstrates that public trust
and legitimacy are central to police LFR acceptability and governance, independently
of technical claims [107].

6.2. Case 2. Border Facial Biometrics (US)—The Actuation Gate Failure

The U.S. deployment of facial biometrics at ports of entry illustrates how border

automation and biometric verification systems institutionalize high-throughput identity

decisions within asymmetric power settings, where choice and contestability are struc-

turally constrained. Rather than treating “opt-out” as a binary, we treat the key gover-

nance variable as whether meaningful contestability and human review are feasible at

the point of actuation, given the operational tempo [109,110]. GAO assessments docu-

ment recurring privacy-notice and opt-out information issues in operational environments;

i.e., the governance substrate at the moment of actuation is often thinner than the “policy”
suggests [111,112].

Technical Audit of the Loop

The system performs a facial comparison for identity verification using gallery-based
matching and/or verification workflows (e.g., comparing a live capture to pre-staged
image galleries associated with travel documents/manifests), then acts on the out-
come (clearance vs. diversion to secondary screening) [111,112]. The “clearance vs.
diversion” routing is the rights-relevant actuation gate: it operationalizes a proba-
bilistic inference as a constraint on movement and time, and it is where lawful-basis,
proportionality, and reviewability must bind in practice [111,112].

The Governance Pinch Point

The principal risk is actuation-gate erosion: under throughput and workload pressure,
“algorithm-in-the-loop” designs can induce automation bias, leading operators to defer
to probabilistic outputs as de facto commands rather than as uncertain signals, unless
systems are designed for meaningful human control (time, authority, override, and
accountable procedure) [25,113]. Accordingly, the 3R audit treats the actuation gate
as a control constraint that must specify (and log) the following: (i) when secondary
screening is legally warranted; (ii) what evidence must be recorded to enable an after-
the-fact review (including confidence /uncertainty and any escalation rationale); and
(iii) what review /override path is available under the real tempo (who can pause;
what triggers a mandatory second-person review; and what the recourse channel
is) [84,111-113]. This reframes “HITL” from a slogan into an auditable control property:
oversight must be demonstrable in logs and workflow traces, not assumed [67,84].
Socio-Technological Consequences

Even where systems are operationally effective, biometric error differentials docu-
mented in the peer-reviewed biometrics literature imply distributional procedural
burdens: higher false non-match or false match rates for some demographic groups
can translate into disproportionate delays, repeated screening, or escalations [13].
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We term this accumulation of unequal procedural burden “rights debt”: a measur-
able governance externality in which the system’s throughput optimization is partly
achieved by offloading friction onto identifiable groups over time. A rights-consistent
actuation gate must include disparity-sensitive monitoring and a corrective control
loop (threshold governance plus review triggers plus remedial pathways); otherwise,
inequality becomes an operational invariant of the system [13,70].

6.3. Case 3. Chicago Strategic Subject List (SSL)—The Feedback Loop Failure

The Chicago Police Department’s Strategic Subject List (SSL), also known as the heat
list, illustrates a distinct failure mode: endogenous feedback in person-based predictive
policing, where deployment practices shape the data that later justify further deploy-
ment [23,46]. The system aimed to estimate an individual’s likelihood of involvement in
gun violence as a victim or offender [114]. The SSL documentation is valuable as Tier-1
evidence because it specifies the system’s operational aim (shooting-involvement risk) and
links the scoring pipeline to a defined data period used to generate risk scores [114].

o  Technical Audit of the Loop
The inference engine leveraged administrative/policing data and social-network fea-
tures; the actuation layer included targeted interventions (e.g., custom notifications
and other forms of intensified attention) [114]. This is a structurally feedback-prone
control loop. Actuation (increased attention/contact) changes what is discovered and
recorded, which can then be re-ingested as evidence of future risk [23,46].

e  The Governance Pinch Point
Scholarly analyses of the SSL. emphasize limited transparency, weak evidence of
effectiveness, and accountability deficits in the generation and use of scores [115].
Critically, the system architecture is vulnerable to endogenous bias: increased patrol
attention or contact can increase the number of detected incidents and recorded police
interactions, which the inference layer may then treat as confirmation of elevated risk,
producing a self-reinforcing allocation dynamic [23,46,115]. This is not just bias; it
is a control failure in which the feedback signal is contaminated by the controller’s
own interventions.

e  Socio-Technological Consequences
This dynamic is consistent with formal and empirical demonstrations of runaway feed-
back loops in predictive policing, in which the model repeatedly allocates attention
to the same communities when trained on “discovered” policing data [23,46]. In 3R
terms, this is a Rules-and-Rights failure at the feedback boundary. The system lacks
constraints that distinguish “risk” from “policing intensity,” thereby undermining the
trust and legitimacy required for effective public safety governance [24,47]. The mini-
mum viable control is therefore not only transparency, it is a feedback-discrimination
protocol: (i) the explicit separation of enforcement-intensity features from risk tar-
gets, (ii) monitoring that detects endogeneity, and (iii) governance rules that prevent
self-generated data from being treated as independent evidence [23,24,46].

6.4. Comparative Analysis: Synthesis of Socio-Technical Failure Mechanisms

Table 1 synthesizes the cross-case mechanisms: the dominant failure modes arise at
distinct control points, scope (LFR), actuation (border), and feedback (SSL), each producing
a different pathway from inference to rights injury and institutional instability.
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Table 1. Cross-case synthesis of socio-technical failure mechanisms (3R lens).

Feature Case 1. UK LFR Case 2. U.S. Border Case 3: Chicago SSL
Primary failure mode Sensing-scope (rules) failure Actqahons—gate (control) Feedback—.loop
erosion endogeneity
Unbounded Deference under Endogenous data
Governance deficit throughput; weak generation; weak

watchlisting /siting discretion

contestability at actuation  effectiveness evidence

o Privacy/legality; Procedural fairness/equity ~ Liberty/fairness via
Normative injury foreseeability (distributional burdens) intensified attention
N Legally unstable (judicially Operat.lon.ally. sustqm.ed Inst.lt.utlonally uns.table
Resilience outcome . . with distributive frictions  (legitimacy/effectiveness
invalidated) i ”
(“rights debt”) contested)

Scope-Speed-Feedback Trade-Offs (Mechanism Clarification)

Across cases, the recurring mechanism is not bad Al, but missing constraints at distinct
control points: (i) scope constraints on sensing and watchlisting (Case 1), (ii) procedural
gates that preserve contestability under throughput (Case 2), and (iii) feedback controls
that prevent endogenous data from being misread as objective risk (Case 3) [96,109].
The comparative implication is actionable: each failure mode maps to a different
minimum viable control class, scope-control instruments, actuation-gate controls,
and feedback-discrimination controls, each with distinct evidence obligations in the
assurance case [70,80].

Socio-Technological Consequences: The Chilling Effect and Trust Degradation
Where a coercive-power CPS becomes opaque and difficult to contest, the empirical
literature on the surveillance-induced chilling effects documents the deterrence of
lawful information seeking and democratic discourse [116,117]. The 3R connection is
not abstract. The chilling effects are a population-level feedback mechanism—reduced
engagement, reduced reporting, and reduced civic participation—that degrades in-
stitutional legitimacy and weakens the quality of the very data streams governance
systems rely upon. This is why trust degradation is a systems risk, not an external
social concern [75,76,118,119].

Cross-Case Inference

Across the portfolio, the recurring failures are control-structure failures, missing con-
straints, weak feedback discrimination, and actuation without procedural gates, rather
than isolated model defects. These minimum-viable controls should be translated
into procurement-ready and oversight-ready assurance artifacts: (i) scope-control
instruments (siting and watchlisting rules); (ii) threshold /performance dossiers (in-
cluding disparity tests and drift monitoring); (iii) logging and intervention audit
schemas; (iv) feedback-monitoring protocols distinguishing risk from enforcement
intensity; and (v) enforceable governance-for mechanisms (audit access, sanctions,
and remedy/contestability) [25,68,70,80].

7. Operationalizing Rights as Resilience Constraints: From Normative
Claims to Engineering Invariants

The transition from a theoretical framework to an operational system represents

the core implementation gap in Al governance. To make the 3R framework technically
actionable, Rights are operationalized as resilience constraints: explicit, testable boundaries
on what the system may do across sensing—inference—actuation transitions [31,120]. In
resilience engineering, constraints are the mechanism by which systems prevent hazardous

https:/ /doi.org/10.3390/automation7030096


https://doi.org/10.3390/automation7030096

Automation 2026, 7, 96

21 of 40

trajectories under surprise, drift, and coupling. They are the conditions that keep the system
from entering brittle regimes [120]. This highlights coupled socio-technical systems. When
the speed and coupling increase, small interpretive errors can cascade unless explicit circuit
breakers and supervisory controls are in place [121]. By framing rights in this manner,
rights protection becomes a precondition for a sustained legitimate operation rather than
an optional trade-off against performance [79,120].

In the UK LFR example, the critical constraint is the sensing scope (where and when
biometric sensing is permitted, and who is watchlist-eligible). Without it, the system is
legally unstable regardless of accuracy [10]. In U.S. border biometrics, the critical constraint
is the actuation gate (what justifies diversion/escalation, what is logged, and what review
path exists under the tempo) [111,112]. In predictive policing systems, the critical constraint
is feedback discrimination (preventing the system from treating enforcement intensity as
evidence of risk) [23,24,46].

7.1. The Engineering of Rights: Requirements Decomposition

Operationalization begins with requirements engineering (RE), specifically the de-
composition of high-level governance goals into operational requirements and verifiable
assertions [122]. Within the governance of the Al layer, rights are treated as non-functional
system requirements that constrain admissible deployment behavior rather than aspira-
tional design principles. In this section, we focus on the right to non-discrimination as a
paradigmatic case, because it admits concrete technical operationalization while remaining
normatively central to public-authority CPSs. Concretely, non-discrimination is operational-
ized as a deploy-time admissibility condition for inference-driven actuation. Letg € G
denote protected groups, and let FP_g and FN_g denote group-conditional false-positive
and false-negative rates, respectively. Following established fairness formulations, we
monitor the disparities across groups using group-conditional error metrics drawn from
the equalized odds and equal opportunity families [123]. For a given deployment context,
we define a disparity measure A as follows:

A =max{gg € G} |FPg — FP{g’}| or |IFNg — FN{g'} I.

This monitoring is not treated as a one-time certification exercise but as a continuous
internal auditing obligation. Continuous auditing pipelines are implemented during train-
ing and post-deployment operation, generating auditable artifacts such as time-stamped
performance reports, drift indicators, and subgroup evaluations rather than static fair-
ness snapshots [66]. These artifacts constitute part of the evidentiary basis for continued
high-consequence actuation. If the monitored disparity A exceeds a predefined tolerance
threshold T, the system must trigger a safety-and-rights circuit-breaker:

A > Tt = high-consequence actuation is paused or throttled pending review and
remediation. This mechanism ensures that emerging or amplified inequities are treated
as control failures rather than latent technical imperfections. The system is permitted
to continue inference and monitoring, but it is not permitted to translate inference into
coercive or high-friction action when the admissibility condition is violated.

This design constitutes a control-theoretic translation of the idea of “rights as con-
straints”. Rather than optimizing solely for predictive performance, the CPS enforces a hard
boundary between inference and actuation when its own internal evidence indicates that
actuation would be systematically illegitimate. In this sense, rights protection functions as
a dynamic stability constraint: it prevents the system from entering a regime in which a
biased or degraded performance is operationally amplified through actuation [66,124-128].
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7.2. Actuation Gates as Dynamic Stability Mechanisms

Under the governance of an Al layer, the actuation gate is the primary mechanism
for socio-technical resilience. High-velocity, tightly coupled socio-technical systems are
structurally prone to cascading failure when small interpretive errors meet tight cou-
pling and time pressure, a core insight of the Normal Accident Theory [121]. In such
settings, probabilistic inference outputs can be prematurely converted into coercive or
high-friction actions, amplifying the consequences of uncertainty. The operationalization of
the Risk-Rights—Rules (3R) framework, therefore, requires context-aware actuation gates
that explicitly mediate between stochastic inference and real-world intervention.

Rather than implementing a binary “allow/deny” logic, a rights-aware actuation
gate evaluates uncertainty and shift indicators such as predictive uncertainty, concept
drift alarms, and out-of-distribution (OOD) detection signals and selects an actuation
mode accordingly [125-130]. Formally, the gate functions as a supervisory controller that
constrains high-consequence actions when epistemic conditions are degraded or when
rights-relevant constraints cannot be verified at runtime. This design reframes actuation as
a graded-control problem rather than a deterministic threshold-crossing problem. When
uncertainty exceeds a predefined tolerance or when drift or OOD conditions are detected,
the 3R constraint mandates a circuit breaker effect. Specifically, the system must (i) generate
a contestability-enabling explanation at the point of decision and (ii) open a mandatory
human override window with genuine authority to pause, override, or escalate the decision.
This requirement directly addresses automation bias by preventing probabilistic outputs
from functioning as de facto commands under time pressure. Counterfactual explanations
are particularly well-suited to this role because they articulate the minimal changes re-
quired for an alternative outcome without exposing the internal logic or parameters of the
underlying model [82,129].

Algorithmically, this mechanism can be expressed as a Rights-Aware Actuation Gate
(RAAG), which mediates between inference and intervention by enforcing rights constraints
at runtime (Algorithm 1):

Algorithm 1: Rights-Aware Actuation Gate (RAAG)

Input: inference output ¥_t, uncertainty estimate ot, drift/OOD flag dt, rights
constraints Cr
Output: actuation decision u_t
If dt = TRUE or ot > omax:
block high-consequence actuation
generate counterfactual explanation
trigger mandatory human review with override authority
log rights-check failure
Else if violates Cr(xt):
block actuation
generate contestability packet
log constraint violation
Else:
allow bounded actuation
log justification and evidence

This operationalizes safe interruptibility in governance practice: the system must
remain interruptible by design whenever the environment, evidence base, or legality
conditions are uncertain. By embedding interruptibility, explanation, and human authority
directly into the actuation pathway, the gate functions as a dynamic stability mechanism
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that preserves rights-consistent operation under uncertainty and prevents the CPS from
entering runaway or illegitimate control regimes.

7.3. The “Governance for AI” Layer: Enabling Innovation Through Enforceable Rules

A common counterargument is that rigorous operationalization stifles innovation. The
stronger, evidence-based claim is conditional: innovation is more likely to be sustained
when compliance boundary conditions are legible and when standards reduce transaction
costs and uncertainty across complex ecosystems [131]. In other words, the innovation
vs. regulation frame is incomplete because well-designed standards can lower adoption
friction by clarifying what must be built, logged, and audited.

What formal procedures or standards exist? In practice, enforceability is anchored
by (i) risk-management and governance baselines (e.g., lifecycle governance in NIST Al
RMF) [17], and (ii) management-system and risk-management standards that define au-
ditable organizational controls, most notably ISO/IEC 42001 (Al management systems) and
ISO/IEC 23894 (Al risk management guidance) [132,133]. These standards matter because
they specify organizational control expectations (policy, monitoring, incident handling, and
improvement cycles) that can be bound to technical evidence artifacts (logs, evaluations,
and change control).

Who provides oversight, and at what stages? Where binding law exists, oversight
typically attaches to pre-deployment conformity or risk processes and post-deployment
monitoring duties. The EU Al Act highlights this lifecycle logic. High-risk systems require
risk management, documentation, and monitoring. The point is enforceability via auditable
evidence rather than ethics statements [18,70].

How does governance differ on Big Tech infrastructure vs. independent systems?
Cloud-based Al often creates an algorithmic supply chain. Multiple actors (cloud provider,
model provider, integrator, and deploying agency) contribute to the system, which compli-
cates accountability unless contracts specify audit rights, evaluation access, update control,
and evidence retention. The accountability literature shows that governance must explicitly
address supply-chain roles and access to evidence, or responsibility diffuses across multiple
actors [134]. Procurement must contract for logging, monitoring access, change control,
and exit rights; otherwise, the assurance case cannot be maintained [66,134].

If no comprehensive regulator exists, how is the gap addressed? In fragmented
governance environments, the practical substitute is evidence discipline and enforceable
procurement: the system is engineered so that oversight can be executed through audit
artifacts (assurance cases, and traceability records) even when institutional authority is
distributed [66,80,134]. An audit-ready architecture is the governance mechanism that
remains viable under institutional fragmentation.

7.4. Socio-Technological Consequences of Failed Operationalization

If we fail to operationalize rights as constraints, the potential consequences are not
merely legal fines but Socio-Technical Collapse. We identify three Critical Failure States
that must be avoided:

e  The Legitimacy Crisis and Adversarial Adaptation
When systems are opaque, unreviewable, or self-reinforcing, the affected populations
and organizations rationally adapt by withholding cooperation, disputing outputs,
or gaming signals, reducing data quality and degrading system performance. In 3R
terms, the loss of legitimacy becomes a negative feedback shock that undermines the
evidence base on which the system relies [75,76].

e The “Liability Sponge” Backlash and Institutional Deskilling
When humans are held responsible even though they are operationally unable to
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control automated processes, responsibility collapses onto frontline operators [28]. The
Post Office Horizon IT Inquiry documents how the presumption of system reliability,
coupled with weak contestability and governance failures, produced catastrophic
accountability outcomes and prolonged institutional denial [135]. If the evidence
cannot be audited and challenged, the system becomes a black box tribunal, and
legitimacy fails.
e  Kinetic Escalation or High-Friction Escalation

When due-process safeguards are absent at actuation, errors translate into coercive
outcomes (detention, denial, and intensified scrutiny), which then trigger predictable
second-order effects—injunctions, litigation, or program termination—forcing systems
offline. This is exactly what the UK LFR case demonstrates: scope constraints were
missing, so the system became legally unstable and could not be “patched” by accuracy
claims [10].

7.5. Standards, Oversight, and Enforcement Gaps

Formal “ethics-by-design” practice in industry is increasingly implemented through
auditable governance procedures rather than aspirational principles: organizations adopt
management-system and risk-management standards (e.g., ISO/IEC 42001 for an Al man-
agement system and ISO/IEC 23894 for Al risk management) that institutionalize policy,
roles, monitoring, incident handling, and continuous improvement, often paired with life-
cycle risk frameworks such as the NIST AI RMF and evidence artifacts (e.g., documentation,
evaluation reports, monitoring logs, and change-control records) to demonstrate that the
system remains within approved operating bounds [17,38,66,132,133]; legally, oversight
attaches at defined stages: ex ante impact assessment and design constraints (e.g., General
Data Protection Regulation (GDPR) requires a Data Protection Impact Assessment before
high-risk processing, including the large-scale monitoring of public areas), pre-market and
pre-deployment obligations for high-risk systems (technical documentation, risk controls,
and, where applicable, conformity assessment), and post-deployment monitoring, incident
reporting, and corrective action [18,70,136,137].

Enforcement bodies are therefore stage-specific (e.g., data protection authorities un-
der the GDPR; and Al Act enforcement through national competent/market-surveillance
structures, with EU-level coordination mechanisms), and the practical governance ques-
tion is whether an agency can produce audit-ready evidence at the moment of actuation
and throughout the process of change over time [18,70,136,138]. Governance also differs
materially when systems are built on Big Tech/cloud infrastructure versus when they
are built independently. Cloud-based Al typically creates an algorithmic supply chain
(cloud provider, model provider, integrator, and deploying institution) in which account-
ability depends on contractual and technical control points (audit rights, evaluation access,
logging/telemetry, update/change-control, data-processing terms, and exit/portability),
whereas independent development collapses some dependencies but does not remove
legal exposure: providers and deployers remain subject to applicable cross-border regimes
when placing systems on regulated markets or processing personal data (e.g., the Al Act’s
scope reaches providers placing systems in the EU regardless of location; GDPR obligations
attach to the processing itself) [18,134,136].

Where no single comprehensive regulator exists, the gap is typically bridged (imper-
fectly) by a patchwork of sector regulators, procurement-based governance, standards
certification, and assurance-case evidence discipline (so that oversight can be executed
through inspectable artifacts even under a fragmented authority). Establishing a new
authority, in practice, requires either legislation that grants investigative/audit powers
and sanctions, while coordinating with product-safety and data-protection enforcement, or
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multilateral institutionalization (treaty- or convention-based duties plus cross-border su-
pervision mechanisms) so that rights-as-constraints become enforceable design conditions
rather than voluntary claims [62,70,71,80,105].

7.6. Realizing the 3R Framework: The “Audit-Ready” Architecture

The final step in operationalization is the shift to an audit-ready architecture, meaning
that the evidence required for assurance arguments is generated continuously by the system
rather than reconstructed after harm [80.66]. The minimum audit-ready event record
specifies what each high-friction actuation must generate. Each actuation event is linked
to a traceability artifact containing: (i) the model and version identifier, (ii) the relevant
monitoring status (e.g., drift and shift flags), (iii) the rule and constraint that authorized the
intervention, and (iv) the human action record (accept and override, plus justification where
required). This is the minimal technical substrate for accountability under distributed
responsibility and ML system entanglement [38,134]. The theoretical payoff is precise:
innovation is compatible with high-performing, complex models, provided that the control
structure enforces rights-relevant constraints and keeps the system interruptible, auditable,
and contestable under drift and uncertainty. In this sense, governance becomes part of the
control law of the digital state, an engineered set of constraints and feedback mechanisms
that preserve legality and legitimacy under automation.

8. Discussion: Designing Legitimacy into AI-Enabled CPS

The empirical record from the UK Bridges litigation, U.S. border biometrics de-
ployments, and Chicago’s SSL supports a single systemic diagnosis: a legitimacy
gap—i.e., operational capability (continuous sensing, probabilistic inference, and high-
tempo actuation) expands faster than the institutional mechanisms required for legality,
reviewability, and contestability [10,23,46,111,112,139-142]. The cases show that legitimacy
fails at different control points, scope (LFR), actuation (border routing), and feedback (SSL).
Coercive authority is exercised through a loop whose justificatory practices are thinner than
the consequences it produces. In the public sector, this is a rule-of-law problem because
automated systems can displace or attenuate reason-giving, procedural regularity, and ac-
countable review, the practices that make coercive decisions publicly justifiable [11,134,143].
The 3R contribution is therefore to treat legitimacy as a design requirement—to engineer
legality, contestability, and evidence-traceability into the sensing—inference-actuation loop
as enforceable constraints and audit-ready hooks, not as post hoc policy rhetoric [70,80,144].

8.1. Bridging the Stochastic—Deterministic Gap: Probabilistic Authority

The core technical governance tension is that Al-enabled CPSs produce probabilistic
inferences, while public authority requires publicly justifiable grounds for coercive or
high-friction action, grounds that can be explained, contested, and reviewed [11,143,145].
Designing legitimacy, therefore, requires calibrating what we call probabilistic authority.
Probabilistic scores must be treated as uncertain evidence inputs that trigger bounded pro-
cedures, not as self-executing legal conclusions [141,143]. Case 2 makes the mechanism con-
crete: in border biometrics, a similarity score is a likelihood estimate, not a fact. Legitimacy
improves when low-confidence matches trigger verification protocols (additional checks,
mandatory review, and contestability packet) rather than default escalation [111-113]. This
is a control necessity under uncertainty because high-tempo actuation is where automation
bias converts probabilistic outputs into de facto commands [25,113,144]. When the system
treats correlation as authority (from score to escalation), it risks statistical injustice: adverse
outcomes imposed because a person resembles a data pattern rather than because legally
relevant conditions have been established through reasons and reviewable procedures. As
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a critique of actuarial governance in criminal-justice contexts, prediction can reshape the
epistemic basis of punishment and policing, even when it appears efficient [145].

8.2. Countering the “Efficiency Trap”: Legitimacy as a Stabilizing Feedback

A common narrative of deployment frames rights constraints as an efficiency tax.
The cross-case evidence supports the opposite pattern: short-run throughput optimization
without constraints produces long-run instability through contestation, legal invalidation,
and trust collapse [10,139,141]. Case 1 demonstrates the strongest form of this inversion.
LEFR could not be stabilized by improvements in accuracy because the failure was due to a
rules deficit at the sensing boundary. The Court invalidated the deployment on the grounds
of inadequate constraints on discretion and foreseeability [10]. Case 3 demonstrates the
operational analogue. Predictive policing systems can generate apparently self-confirming
“success” by reallocating enforcement and thereby manufacturing the data that later justifies
further enforcement; this can concentrate intervention even if underlying rates do not justify
it, undermining legitimacy and institutional viability [23,24,46,47].

From a CPS perspective, legitimacy behaves like a stabilizing feedback variable:
constraints on the sensing scope, actuation gates, and feedback discrimination prevent the
system from entering a runaway regime of biased amplification. Because the governed
population is part of the plant, the loss of legitimacy can feed back into reduced cooperation,
degradation of data quality, and adversarial adaptation, thereby directly harming system
performance [75,76,139].

8.3. Cross-Analysis of Failure Modes: The Function Creep and Discretion Leak

The comparative analysis identifies two recurring governance failure mechanisms that
should be addressed at design time:

e  Function Creep (Sensing Layer)
Function creep, the expansion of a system beyond its originally justified purpose
without transparent authorization, is a mature conceptual and legal phenomenon [140].
In Case 1, the failure mechanism is function-creep-ready by construction. If siting and
watchlisting rules are under-specified, the same sensing infrastructure can be extended
across contexts (new locations, new watchlists, and broader purposes) without the
procedural burdens that normally constrain public power. The design implication
is that creep can be made auditably visible and procedurally contestable through
scope-control instruments: purpose-bound authorization, watchlist governance logs,
and immutable records of when/where sensing was activated [10,66,140].
e  Discretion Leak (Inference Layer)

Discretion leak occurs when policy discretion is silently displaced into model up-
dates, threshold adjustments, feature changes, or vendor-controlled tuning without
public-law safeguards governing changes in the decision criteria [38,134,144]. Modern
deployments often depend on multi-actor service models where upstream providers
can update components that materially affect outcomes, while downstream public
agencies have limited visibility (accountability horizon) [134]. Legitimacy therefore
requires treating material model/threshold updates as governance events, documen-
tation, reasons, evidence refresh, and oversight triggers, because a threshold shift can
function as a de facto policy change even if no statute changed [70,80,144].
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8.4. Designing Contestability into the Actuation Pathway

The most consequential shift is from explainability-as-insight to contestability-by-
design. For affected persons, a heatmap or feature-importance plot is rarely a remedy.
Contestability requires actionable grounds for challenge, review, and correction [11,146].
The actuation gate can be an insertion point where probabilistic inference becomes lived
consequence. Accordingly, legitimacy is strengthened when the system generates a contes-
tation artifact (“adverse action packet”) at the moment of intervention: (i) the decision and
its legal basis category, (ii) the minimal contestable conditions (often counterfactual), (iii) the
model/version + monitoring status, and (iv) the review channel and deadlines [66,82,84].
Counterfactual explanations are useful because they support recourse without requiring
full model disclosure, but they are not sufficient unless paired with a real review pathway
and evidentiary access. The right to contest under GDPR Article 22 is best understood as a
due-process-like remedy that implies concrete transparency and procedural mechanisms,
not merely a narrative explanation [146].

8.5. Critical Reflection: The Future of “Rule-Enforced” Innovation

Designing legitimacy into CPSs is not an anti-innovation posture; it is the condition
for durable deployment under scrutiny. Assurance cases and reviewability-oriented design
increase the probability that systems remain deployable by making normative stability
auditable rather than asserted [70,80]. If the legitimacy gap is not bridged, we risk a pre-
dictable socio-technical schism: technically capable CPSs that are socially rejected or legally
invalidated [10,139]. The Post Office/Horizon scandal provides a cautionary primary
analogue: institutional collapse followed from the presumption of computer reliability
combined with weak contestability, poor audit discipline, and prolonged governance fail-
ure [135,147], exactly the conditions your 3R blueprint is designed to prevent (audit-ready
artifacts; constraints; and enforceable review hooks). This risk is amplified in algorithmic
supply chains where accountability can dissipate across vendors, integrators, and updates
unless audit rights, evaluation access, and change control are contractually and technically
enforced [70,134]. Therefore, legitimacy is not a soft ethical add-on; it is a core control
objective for the next generation of cyber—physical governance infrastructure.

8.6. Risk Types, Sources, and Governance Implications in Socio-Technical CPS

Table 2 presents a formal risk taxonomy for high-consequence predictive and bio-
metric Al used in public workflows, structured around the end-to-end cyber—physical
governance loop (sensing — inference — actuation — feedback) and aligned with a 3R
(Risk-Rights—Rules) perspective. It enumerates key risk types—from sensing scope and
data quality failures to uncertainty mismanagement, demographic performance differen-
tials, feedback reinforcement, and lifecycle/supply-chain accountability gaps—and links
each to its primary source, the mechanisms by which it arises, and the concrete governance
implications that must be enforceable and auditable in practice (e.g., actuation gates, de-
mographic testing, drift monitoring, contestability pathways, and traceability logs). By
pairing each risk with typical empirical anchors such as benchmark testing and documented
case evidence, the taxonomy is intended to support implementation: it helps practition-
ers translate abstract governance requirements into specific controls, evidence artifacts,
and inspection points that can be used by engineers, procurement teams, auditors, and
legal reviewers.
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Table 2. Risk taxonomy for high-consequence predictive and biometric Al in public workflows

(3R lens).
. . Primary Typical Governance Empirical
RiskID Risk T . S .
15 1K lype Source Sources/Mechanisms Implications Grounding
Overbroad siting, Scope-control
watchlisting, or data  instruments (purpose .
Sensine scope and capture without limitation, siting and f;édi?csér];}:(ljl as
R1 authorgi;zaticf)n Sensing bounded watchlisting rules), failEre (legalit
. boundary purpose/ criteria; activation logs, satty
failure Lo not patchable by
open-ended authorization lineage; accuracy)
surveillance audit rights over y
capacity scope changes
. Data provenance, Documented in
Skewed/dirty sampling justification, overnance
Data quality and Sensing + administrative data; dataset lgitera ture on data
R2 representativeness lifec clge non-representative documentation, vality and
risk y samples; minimum quality g dmir?istrative
measurement bias gates; evidence of .
. g data limits
population validity
Laree-scale DPIA/FRIA (as EU AI Act
mo;gﬁtoring applicable), lifecycle
Privacy/unlawful sensitive da{ta lawful-basis mapping, = governance plus
R3 Lo Sensing + rules . retention and FRIA; DPIA
processing risk processing, weak e ) L
DPIA /FRIA minimization controls; practice in data
alienment auditable compliance  protection
& artifacts regimes
Uncertainty
Aleatoric/epistemic ;r;fzzzfr?le;’zs linked Framed in the
Uncertainty uncertainty treated to uncerta;gnt manuscript as a
R4 mismanagement Inference to as fact; scores thresholds Y core cause of
(probabilistic actuation become (pause,/review/ legal certainty
authority) self-executing pause/ erosion in
.. verification); adverse .
decisions . . stochastic loops
action packet includes
confidence and basis
Mandatory
: . demographic
r]?éff;e:;r;t;aéﬂf:;se evaluation; threshold  NIST FRVT as
Demographic ogitive rates b governance tied to empirical anchor
RS performance Inference to prou i threshol}cll disparity tests; for demographic
differentials actuation gffecfs" unequal remedial controls differentials in
(rights exposure) roce d’ural %ur den (review triggers, face recognition
Fri hts debt) alternative performance
& verification,
monitoring)
Observed across
Model trained for Task/construct high-
Model valid- one context used in Yalidity review; consequence ML
R6 ity /specification Inference another; proxy 1ntende.d—u.se o deployments
mismatch targets for legally constraints; periodic when constructs
relovant standards re-validation and and legal
documentation standards
diverge
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Table 2. Cont.

. . Primary Typical Governance Empirical
RiskID  Risk Type Source Sources/Mechanisms Implications Grounding
Post—.dep loyme.nt Recognized in
monitoring, drift .
. Performance decay . operational ML
Drift/dataset . triggers, .
. . as environment : as a recurring
shift/out-of- Lifecycle . evidence-refresh rules, .
R7 o . changes; previously failure mode;
distribution (operations) . . controlled rollback; .
. valid evidence addressed via
degradation assurance case N
becomes stale - monitoring and
updated as a living
) change control
artifact
Meaningful human Human—'
Operators defer to . . automation
control evidenced in . .
. alerts/scores under interaction
Actuation-gate . workflow traces:
. Actuation + tempo; . . research on
R8 erosion . time-to-review, . .
. . human factors  human-in-the-loop X . automation bias;
(automation bias) override authority, .
becomes rubber operational
second checks, )
stamp - ustification loeein border/security
J EEING workflows
Contestability-by- Common
. design: adverse action governance
No notice, no . )
Due- packets, failure in
. ) reasons, weak .. . ..
process/ contestabilityActuation + . reasons-giving, high-friction
R9 . appeal/correction . -
failure (black box  governance Athwavs: opadque appeal channels, public decisions
tribunal) pat s opaq correction SLAs; shaped by
evidence .
auditable recourse automated
records inferences
Interventions Feedback- Predictive
change what gets discrimination policing
Feedback endo- observed; protocol: separate hte.rature,‘
. discovered data enforcement intensity =~ Chicago SSL
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Table 2. Cont.
. . Prima Typical Governance Empirical
RiskID  Risk Type ty P . . prric
Source Sources/Mechanisms Implications Grounding
Contract for Supply-chain
. Cloud/model evaluation access, governance
Accountability . . o )
i s . provider/integrator/ audit rights, literature;
diffusion Supply chain + . .
R13 . deployer split telemetry/logging, procurement
(multi-actor rules T . o
. responsibilities; no  exit/portability; leverage
supply chain) - Do . .
one holds evidence = named responsibility =~ emphasized in
matrix the manuscript
Bind claims to
evidence via 3R NIST AT RMF
Principles without and EU AI Act
o — Assurance Case .
Governance- verifiable criteria; e provide
. . (GSN); enforceability .
washing Rules and ethics statements o baselines;
R14 S - primitives
(non-enforceable institutions substitute for . assurance-case
(conformity
controls) enforceable approach
. assessment, . .
evidence operationalizes
post-market
o them
monitoring)
Opacity and unfair =~ Treat legitimacyasa  Socio-technical
. burdens reduce design requirement: governance
Legitimacy . >
e . cooperation; transparency, literature;
collapse/chilling ~ Population- . s
R15 adversarial contestability, framed as
effects as systems  level feedback L e
risk adaptation; trust bounded scope, destabilizing
erosion degrades auditability; monitor  feedback in the
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8.7. Evidence Map (Claim — Evidence Type — Strength — Transferability)

Table 3 classifies the main claim families in the manuscript by (i) claim role (con-
ceptual/methodological vs. deployment-empirical), (ii) evidence tier (as defined in the
paper’s Data Corpus and Evidence Ranking), (iii) strength of support, (iv) transferability,
and (v) key limitations and boundary conditions.

Table 3. Evidence map linking claim families to evidence type, support strength, transferability,
and limitations.
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9. Conclusions
9.1. Synthesis of the 3R Framework and the Triadic Governance Model

The central contribution of this paper is to translate legitimacy from a normative

aspiration into an implementable control objective for high-consequence Al-enabled

CPSs.

Specifically, we formalize the Risk-Rights—Rules (3R) architecture as a stabi-

lizing control law as a set of enforceable constraints and evidence obligations that

bind the sensing-inference—actuation loop under uncertainty, drift, and institutional cou-

pling [8,31,32,70,80]. We argue that the recurring governance failures documented across
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domains are not reducible to model error. They are system-design failures resulting
from missing constraints at specific control points (scope, actuation, and feedback) and
from the absence of audit-ready evidence hooks that make coercive authority review-
able [10,23,46,66,80,134]. Integrating 3R with the triadic model, “Governance of, by, and for
Al”, yields a layered defence that is operational rather than rhetorical:

e  Governance of Al (Risk) secures lifecycle integrity through documentation, evaluation,
monitoring, and internal auditing, making performance and drift auditable over
time [38,64-66].

e  Governance by Al (Rights) constrains probabilistic authority at the actuation boundary
by requiring legality, contestability, and uncertainty-aware gates; i.e., inference may
proceed, but high-friction action is admissible only when constraints and evidence
conditions are satisfied [11,25,82,84].

e  Governance for Al (Rules) makes constraints enforceable by binding them to oversight
mechanisms, auditability primitives, evaluation access, logging, change control, and
remedies, so compliance is testable rather than asserted [18,70,80,134].

The resulting blueprint bridges the gap between stochastic and deterministic ap-
proaches. It specifies how probabilistic inference can be used by public authorities without
displacing the rule-of-law practices (reasonableness, reviewability, and contestability) of
legitimate coercive power [11,31,32,143,144].

9.2. Lessons from the Case Portfolio: The Cost of Normative Fragility

The three-case portfolio demonstrates normative fragility as an empirically observable
property: when rights-based constraints are not engineered into the loop, the system
becomes unstable, legally, institutionally, or both. In the UK, Bridges shows that a sensing
scope without enforceable rules (bounded siting and bounded watchlisting) is judicially
invalidated; accuracy improvements cannot repair a scope-control deficit because the failure
mechanism is discretionary authority, not prediction error [10,106-108]. In U.S. border
biometrics deployments, the dominant vulnerability is actuation-gate erosion under tempo.
Routing decisions (clearance vs. secondary screening) can become de facto commands if
systems are not designed to resist automation bias and to generate reviewable records at the
moment of intervention [25,111-113]. This is where rights debt accumulates: distributional
procedural burdens (delays, escalations, and repeated screening) borne disproportionately
by identifiable groups when demographic performance differentials meet high-throughput
actuation without compensating constraints [13,111,112].

Chicago’s SSL critically illustrates the endogeneity of the feedback loop. Actuation re-
shapes the data-generating process, producing self-reinforcing allocation dynamics unless
the system explicitly distinguishes risk from “enforcement intensity” [23,24,46,47,114,115].
Across cases, the consistent inference is that risk-only optimization can turn the technology
into a threat multiplier because unconstrained loops convert uncertainty and error into
coercive outcomes while thinning out review and justification. The downstream conse-
quence is not only individual error, it is predictable trust degradation and chilling effects
that weaken institutional legitimacy and cooperation, inputs that are functionally necessary
when the population is part of the plant [75,76,116-119].

9.3. High-Impact Call to Action: Designing for Contestability and Remedy

This paper’s action plan is deliberately implementable: it specifies minimum-viable
controls that agencies can procure, engineers can implement, and auditors can test. The
three pillars are as follows:

e Mandatory control-point constraints (scope, actuation, and feedback). Every high-
consequence Al-enabled CPS must implement enforceable constraints at the spe-
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cific control points where authority is exercised: (i) scope-control instruments
(siting + watchlisting rules) for sensing; (ii) rights-aware actuation gates that are
uncertainty-sensitive and legally bounded; and (iii) feedback-discrimination controls
that prevent endogenous data from being misread as objective risk [10,23,46,70,80].
Different failure modes require different controls, and “accuracy upgrades” cannot
substitute for missing constraints.

o  Contestability-by-design through auditable adverse action packets. Whenever the
system produces a high-friction intervention, it must emit a contestability artifact at
the moment of actuation: (i) the decision and the authorizing rule/constraint, (ii) a
minimally sufficient, action-guiding explanation (often counterfactual), and (iii) the
review/appeal channel. Counterfactual explanations can support recourse without
full model disclosure, but only when paired with real review pathways and logged
evidence [11,82,84].

e  Audit-ready architectures and enforceable procurement in algorithmic supply chains.
Public-sector procurement must contract for audit rights, evaluation access, change
control (versioning/rollback/release gates), and continuous logging; otherwise, the
assurance case cannot be maintained in the face of drift, vendor updates, and system
entanglement [38,66,70,80,134]. This is the engineering meaning of rule-enforced
innovation. Innovation remains deployable when normative stability is auditable
rather than presumed [70,79,80,120].

9.4. Barriers to Real-World Implementation of the 3R Framework

While the 3R (Risk-Rights—Rules) architecture and the 3R Assurance Case offer a prac-
tical path to making rights constraints enforceable across the sensing—inference—actuation
loop, several barriers may slow or distort real-world adoption. First, institutional resistance
is likely where automated decision pipelines have become embedded in routine opera-
tions: introducing actuation gates, contestability hooks, and evidence discipline can be
perceived as reducing speed, increasing scrutiny, or shifting power away from operational
discretion—especially in high-tempo domains such as border processing, policing, and
eligibility determination. Second, compliance and implementation costs are non-trivial:
maintaining audit-ready logging, continuous monitoring for drift and demographic error,
and version-controlled assurance artifacts requires sustained investment in tooling, gover-
nance workflows, and cross-functional coordination (engineering, legal, procurement, and
operations). Third, auditing capacity constraints remain a bottleneck: even well-designed
assurance cases depend on competent reviewers and institutions with the time, authority,
and technical literacy to evaluate the evidence, interpret uncertainty bounds, and challenge
“assurance-by-assertion.” Finally, vendor ecosystem constraints can undermine enforceabil-
ity: opaque models, trade-secret claims, limited access to evaluation data, and restricted
change-control visibility weaken the evidence chain needed to keep the assurance case
valid over time—particularly when systems are procured as part of a multi-actor supply
chain (cloud provider, model vendor, integrator, and deploying agency). Addressing these
barriers will require not only technical templates, but also procurement leverage (audit
rights, evidence access, and change-control obligations), workforce development for in-
dependent review, and governance incentives that treat auditability and contestability as
operational requirements rather than optional add-ons.

9.5. Future Research Directions: Filling the Gap

While this study establishes a minimum-viable blueprint for rights-based CPS gover-
nance, several gaps remain. First, proportionality and necessity require operational research
agendas: how to formalize these public-law tests into implementable actuation constraints
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and evidence thresholds in high-velocity loops without collapsing them into simplistic score
cutoffs [31,144]. Second, comparative cross-jurisdictional audits are needed to test how the
3R blueprint interacts with different constitutional baselines and enforcement architectures
(e.g., high-risk obligations, post-market monitoring, and audit access conditions), including
Global South contexts where capacity constraints and data-extractive dependencies can
reshape what “enforceability” means in practice [18,70,134]. Third, human factors research
must move beyond “human-in-the-loop” slogans to empirically test which contestability
artifacts and override procedures actually reduce automation bias under tempo [25,67,113].
Finally, the “liability sponge” problem requires deeper empirical study: how accountability
collapses onto frontline actors when auditability is weak, and how assurance cases and
contestability-by-design change responsibility allocation and institutional learning over
time [28,78]. Answering these questions will determine whether the next-generation CPS
governance infrastructure is not only technically advanced but institutionally durable and
normatively legitimate under real-world stressors and change [80,120,139,141].
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