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PREFACE 

With many existing computer nctworks and many more plarlned 
to  come into operation, new problems are heginning to  appear concern- 
ing their inter-connection. On September 15-19. 1975, a Workshop on 
Data Communications was held at Laxenburg, joir~tly sponsored by the 
International Federation for Infornlation Processing (IFIP) and the 
International Institute for Applied Systems Analysis (IIASA). Partici- 
pants discussed problems of inter-connecting computer networks, and 
made suggestions for new standards in this area. This report contains 
papers presented at the Workshop. 
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A Survey o f  Problems i n  D i s t r i b u t e d  Data-Bases 

J e a n  Le Bihan 

1 .  INTRODUCTION 

T h i s  d e c a d e  i s  s e e i n g  t h e  e x p l o s i v e  g rowth  o f  computer 
ne tworks  [ 1 , 1 0 , 1 1 ] .  Al though t h e  e x t e r n a l  c h a r a c t e r i s t i c s  of 
t h e s e  ne tworks  a r e  somewhat d i f f e r e n t ,  most o f  them a r e  b u i l t  
on t h e  same a r c h i t e c t u r e  [ 9 ] .  W e  c a n  n o t i c e  t h r e e  l a y e r s :  

a )  a  p u r e  communication l a y e r  g e n e r a l l y  u s i n g  a  packe t -  
s w i t c h i n g  t e c h n i q u e  [6] ; 

b)  a n  end-to-end p r o t o c o l  l a y e r  c o n t r o l l i n g  t h e  t r a n s f e r  
o f  i n f o r m a t i o n  between r e m o t e  programs [ 1 3 ] ;  

C )  one o r  many a p p l i c a t i o n s  l a y e r  a c c o r d i n g  t o  t h e  u s e r ' s  
r e q u i r e m e n t s ,  t h e  p u r p o s e  o f  which i s  t o  t r a n s l a t e  
and p r o c e s s  t h e  i n f o r m a t i o n  c a r r i e d  by t h e  lower  
l a y e r s  [ 5 ] .  

These lower  l a y e r s  have c o n s t i t u t e d ,  u n t i l  now, t h e  most 
i m p o r t a n t  p a r t  of  r e s e a r c h  and development  a c t i v i t i e s  f o r  t h e  
ne tworks  p e o p l e .  Today, some proposed s o l u t i o n s  a r e  e x p e r i -  
mented w i t h  and s t a n d a r d s  a r e  r e a d y  t o  b e  a g r e e d  upon. A l s o ,  
endeavors  a r e  p u t  upon t h e  a p p l i c a t i o n  l e v e l .  

A computer  network may be used  f o r  s e v e r a l  u t i l i z a t i o n s ,  
b u t  t h e  most s t r o n g l y  needed a p p l i c a t i o n  seems t o  be d a t a  
s h a r i n g  and ,  more p a r t i c u l a r l y ,  d i s t r i b u t e d  d a t a - b a s e s .  

I n  t h e  CYCLADES p r o j e c t ,  some r e s e a r c h  h a s  a l r e a d y  been 
u n d e r t a k e n  on t h i s  s u b j e c t ,  and a  new p r o j e c t  sponsored  by 
SESORI, " S e r v i c e  d e  S y n t h e s e  e t  d ' o r i e n t a t i o n  d e  l a  Recherche e n  
I n f o r m a t i q u e "  - I . R . I . A . ,  i s  b e i n g  launched  i n  o r d e r  t o  f e d e r a t e  
t h e  v a r i o u s  r e s e a r c h  e f f o r t s  i n  t h a t  f i e l d ,  s t a r t  new s t u d i e s ,  
make e x p e r i m e n t a t i o n s ,  and d e f i n e  s t a n d a r d s  and p r o d u c t s .  

T h i s  p a p e r  i s  an  o u t l i n e  o f  some i d e a s  r e s u l t i n g  f rom t h e  
d i s c u s s i o n  o f  a  " d i s t r i b u t e d  d a t a - b a s e s  working group .  " It 
p o i n t s  o u t  t h e  d i f f e r e n t  problems t h a t  have t o  be f a c e d  and 
c o u l d  s e r v e  a s  a  b a s i s  f o r  d i s c u s s i o n .  



2. A DATA-BASE SCHEME 

For d e s c r i b i n g  c l e a r l y  t h e  v a r i o u s  t y p e s  of  da ta-base  
d i s t r i b u t i o n ,  it i s  necessa ry  t o  have a  s imple  scheme (F igu re  1 ) .  
I n  t h i s  scheme, we can d i s c r i m i n a t e  t h r e e  p a r t s  [2]  : 

a )  The u s e r s  ( t e r m i n a l s  o r  programs);  

b) The da ta-base  management system (DBMS) r e s t r i c t e d  h e r e  
t o  two func t ions :  a  " u t i l i z a t i o n "  f u n c t i o n  which 
i n t e r f a c e s  t h e  u s e r s  and p rov ides  s y n t a c t i c  and 
semantic  a n a l y s i s ,  and a  "da t a  acces s"  func t ion  which 
i n t e r f a c e s  t h e  d a t a ;  

C )  The d a t a  i t s e l f  (on p h y s i c a l  d e v i c e s ) .  

DBMS : 

Data Access Function 

t . - .- .-.-.-.- 
U t i l i z a t i o n  Function 

Users 

Figure 1. 

This  na ive  diagram immediately sugges t s  two main c l a s s e s  o f  
d i s t r i b u t e d  d a t a  bases  : 

a )  F i r s t  c l a s s  c a n  be seen  a s  a  DBMS s h a r i n g  among network 
u s e r s  (F igu re  2 ) ,  t h e  network being in t roduced between 
u s e r s  and DBMS ( d a t a  remains c l o s e l y  l i nked  t o  a  DBMS); 

b) Second c l a s s  can be seen a s  a  d a t a  s h a r i n g  among network 
DBMS (F igu re  3 ) ,  t h e  network be ing  in t roduced between 
DBMS and t h e  d a t a .  

I n  f a c t ,  t h e  d i s t r i b u t e d  da ta-base  s t r u c t u r e  i s  ( o r  w i l l  be)  a  
mix tu re  of t h e s e  two types .  



1 DBMS 

L _ . _  . .  .-.- - 

N e t w o r k  

U s e r s  

Figure 2. 

U s e r s  

Figure 3. 

3 .  THE DBMS SHARING 

A s  t h e  d i f f e r e n t  coup le s  (DBMS and d a t a )  a r e  s t r i c t l y  i n -  
dependent  o r  a c c e p t  r e l a t i o n s ,  we have two d i s s i m i l a r  l e v e l s  of 
problems. 

3.1 The Data-Bases a r e  Independent  

These DBMS can  be heterogeneous.  They can  be used a s  
r e g u l a r  network s e r v i c e s  ( such  a s  t ime  s h a r i n g  o r  remote ba t ch  
system on a  ne twork) .  I f  a  u s e r  wants  t o  a c c e s s  many da t a -bases ,  
he must l o c a l i z e  them, ques t ion  t h e  i n t e r e s t i n g  b a s e s ,  and merge 
t h e  answers.  I t  i s  n o t  v e r y  s imple .  In  o r d e r  t o  h e l p  him, we 
can t r y  t o  au toma t i ze  t h i s  manual procedure.  We a r e  t hen  l e d  
t o  s o l v e  t h e  fo l lowing  problems: 

a )  How i s  a  data-base l o c a l i z e d  on a  network? Is a  
c e n t r a l i z e d  c a t a l o g u e  neces sa ry?  I£ s o ,  on one or 
many nodes? Are b roadcas t ing  t echn iques  u sab le?  What 
i s  t h e  c o s t ?  

b )  What may be t h e  s t anda rd  language f o r  t h e  u s e r ' s  
i n q u i r i e s ?  Can t h e  Codasyl o r  IS0 p roposa l s  be 
extended f o r  networking? Is t h e  chosen language 
e a s i l y  t r a n s l a t a b l e  i n t o  v a r i o u s  DBMS languages?  [ a ] .  



C )  How d o e s  one p r o c e s s  m u l t i b a s e  i n q u i r i e s ?  S p l i t t i n g  
t h e  u s e r ' s  i n q u i r i e s  r e q u i r e s  i n f o r m a t i o n  a b o u t  t h e  
concerned  d a t a - b a s e s ;  where c a n  o n e  f i n d  t h a t  i n f o r -  
mat ion?  (See  l o c a l i z a t i o n  problem.  ) Each s u b i n q u i r y  
h a s  t o  be e x p r e s s e d  i n  a s t a n d a r d  form (see t h e  l a n g u a g e  
problem) and t h e  a n s w e r s  merged i n  o r d e r  t o  g i v e  a 
s y n t h e s i z e d  r e s p o n s e ;  i n  what manner s h o u l d  t h i s  be  
done?  [ 7 ] .  

The s i m p l e  scheme ( F i g u r e  3 )  must be c o m p l i c a t e d  by a d d i n g  
t h e s e  new f u n c t i o n s  of  l o c a l i z a t i o n ,  t r a n s l a t i o n ,  and i n q u i r i e s  
p r e p r o c e s s i n g  which t a k e  p l a c e  a s  a new l a y e r  between u s e r s  and 
DBMS ( F i g u r e  4). The e x i s t i n g  DBMS c a n  be used  w i t h o u t  i n t e r n a l  
m o d i f i c a t i o n s ,  and w e  n o t i c e  t h e  need f o r  a n  " i n q u i r y  s t a t i o n "  
a s  a consequence  of DBMS' independence .  

T r a n s l a t i o n  

I - - , - p . - . - .  - -.- 
N E T W O R K  

- - . - . - . -  

I n q u i r y  
S t a t i o n  

Figure 4. Data-base scheme (complex). 



3 .2 .  The Data-Bases  a r e  I n t e r r e l a t e d  

I n  t h e  p r e v i o u s  c a s e ,  t h e  u s e r  c o u l d  work on a  d i s t r i b u t e d  
d a t a - b a s e ,  b u t  t h e  s t r u c t u r e  was n o t  m a t e r i a l i z e d  anywhere; it 
was o n l y  i n  h i s  b r a i n .  I n  t h i s  new h y p o t h e s i s ,  we c o n s i d e r  t h a t  
e a c h  d a t a - b a s e  i s  made from t h e  merg ing  o f  l o c a l  d a t a  w i t h  
v a r i o u s  e x t e r n a l  d a t a ;  we c a l l  t h i s  a  " v i r t u a l  d a t a - b a s e "  (VDB). 
T h i s  VDB i s  d e s c r i b e d  by a  scheme ( o r  a  sub-scheme) s i m i l a r  t o  t h a t  
i n v o l v e d  i n  c l a s s i c a l  d a t a - b a s e s  [ I  21 . 

I n  t h i s  c a s e ,  t h e  l o c a l i z a t i o n  mechanisms must be  l o c a t e d  
a t  t h e  " d a t a  a c c e s s "  l e v e l ,  i n s t e a d  o f  a t  t h e  u s e r  l e v e l  a s  i n  t h e  
p r e v i o u s  c a s e .  A  DBMS-DBMS p r o t o c o l  must b e  d e f i n e d :  i f  DBMS a r e  
i n t e r f a c e d  a t  t h e  " u t i l i z a t i o n "  l e v e l ,  we a g a i n  f i n d  t h e  e x t e r n a l  
a p p r o a c h  o f  t h e  p r e v i o u s  p a r a g r a p h ;  i f  t h e y  a r e  i n t e r f a c e d  a t  
" d a t a  a c c e s s "  l e v e l ,  a  new c l a s s  o f  p rob lems  appears--namely 
t h e  d a t a  s h a r i n g  among DBMS. 

The i n q u i r y  s t a t i o n  d i s a p p e a r s ;  s p l i t t i n g  o f  i n q u i r i e s  i s  
a u t o m a t i c a l l y  performed by DBMS. 

U n t i l  now, t h e  two p a r t s  (DBMS and d a t a )  were s e e n  a s  a  
whole .  I f  w e  b r e a k  t h e  band and i n t r o d u c e  t h e  network,  we have 
t o  make a  s u r g i c a l  o p e r a t i o n  on DBMS. But where s h o u l d  we c u t ?  

A f i r s t  c h o i c e  may b e  t o  c u t  a t  t h e  p h y s i c a l  a c c e s s  t o  t h e  
d a t a .  Then we have t o  d e f i n e  such  a s  a  network d i r e c t  a c c e s s  
method [ 4 ] .  It i s  a  s i m p l e  s o l u t i o n  when we c o n s i d e r  t h e  a c c e s s  
of  one  DBMS t o  v a r i o u s  d a t a - b a s e s .  T h i s  s o l u t i o n  c a n  a l s o  b e  
c o n v e n i e n t  f o r  r e a d  o n l y  a c c e s s  t o  v a r i o u s  da ta -bases  by s e v e r a l  
DBMS. But  it i s  n o t  p o s s i b l e  t o  implement c o n t r o l  f u n c t i o n s  
a l l o w i n g  s i m u l t a n e o u s  u p d a t e s .  

The second c h o i c e  may b e  t o  c u t  a t  a  l o g i c a l  a c c e s s  l e v e l  
w i t h i n  DBMS, p e r h a p s  a t  t h e  i n t e r f a c e  between t h e  u t i l i z a t i o n  
and t h e  d a t a  a c c e s s  f u n c t i o n  ( F i g u r e  5 ) .  W e  i n t r o d u c e  t h e n  
t h e  n o t i o n  o f  " a c c e s s  method t o  s t r u c t u r e  d a t a "  [ 3 ] ,  and  a g a i n  
f i n d  t h e  DBMS-DBMS p r o t o c o l  s e e n  a t  d a t a  a c c e s s  l e v e l .  I n  t h e  
same manner,  w e  have i n t r o d u c e d  t h e  " i n q u i r y  s t a t i o n " ;  we c a n  
t a l k  o f  " d a t a  s t a t i o n . "  

5 .  CONCLUSION 

Al though  t h i s  paper  i s  o n l y  a  r a p i d  s u r v e y  o f  t h e  d i s t r i b u t e d  
d a t a - b a s e s ,  I hope it h a s  c l a r i f i e d ,  t o  some e x t e n t ,  t h i s  new 
r e s e a r c h  f i e l d .  
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Host-Host P r o t o c o l s  and H i e r a r c h y  

~ n d r 6  A.S. Danth ine  

1 .  INTRODUCTION 

The communication between d i s t r i b u t e d  p r o c e s s e s  may b e  con- 
s i d e r e d  an e x t e n s i o n  o f  t h e  communication between l o c a l  p r o c e s s e s ,  
based on  a n  i n t e r p r o c e s s  communication (IPC) f a c i l i t y .  However, 
i n  t h e  d i s t r i b u t e d  c a s e ,  t h e  IPC f a c i l i t y  i s ,  i t s e l f ,  d i s t r i b u t e d  
and may be r e p r e s e n t e d  a s  two l o c a l  p r o c e s s e s  which w i l l  be  
c a l l e d  t r a n s p o r t  s t a t i o n  ( T S ) ,  a s s o c i a t e d  w i t h  a  v i r t u a l  l i n k  
( F i g u r e  1 ) . 

Host 1 Host n 

r.- - . - . -  .-.-.-.- .- .-.-. -.-. 
V i r t u a l  l i n k  - - - - - - - - - - - 

D i s t r i b u t e d  I P C  
I I 

Figure 1. 

The b a s i c  p r i m i t i v e s  a r e  e s s e n t i a l l y  t h e  f o l l o w i n g :  

a )  OPEN ( .  . , . . , . . )  and CLOSE ( .  . , . . , . . )  , used f o r  c r e a t i o n  
and d e s t r u c t i o n  o f  t h e  v i r t u a l  l i n k :  

b )  SEND ( .  . , . . , . . )  and RECEIVE ( .  . , . . , . . ) ,  used f o r  message 
t r a n s m i s s i o n ;  

c )  DISABLE ( .  . ,. . , . . )  and ENABLE ( .  . , . . , . . ) ,  used  f o r  c o n t r o l  
of  message f l o w  between p r o c e s s e s  and t h e  IPC; 

d )  UNSEND ( .  . , . . , . . )  and UNRECEIVE ( .  . , . . , . . )  , used  a l s o  
f o r  c o n t r o l ;  

e )  STATUS ( .  . , . . , . . ) , used  by t h e  p r o c e s s  i n  o r d e r  t o  know 
t h e  s t a t e  and c o n t e x t  a s s o c i a t e d  w i t h  t h e  v i r t u a l  l i n k .  



I n  t h i s  working paper ,  we look a t  a  h i e r a r c h i c a l  decompo- 
s i t i o n  of  t h e  d i s t r i b u t e d  IPC. We s h a l l  assume t h a t  t h e  phys ica l  
suppor t  i s  a  packet-switched network (PSN), and we s h a l l  t a k e  
i n t o  account  t h e  f ragmenta t ion  and t h e  mul t ip l ex ing  which t a k e  
p l a c e  i n  t h e  IPC of F igure  1 .  

2. FUNCTIONS OF THE PROTOCOL 

I d e a l l y ,  we want t o  have a  p e r f e c t  v i r t u a l  l i n k  of  l e v e l  n  
between d i s t a n t  p rocesses  A and B a l lowing  f o r  communication by 
way of  t h e  exchange of messages of maximum t e x t  l e n g t h  Lm. By 
p e r f e c t  v i r t u a l  l i n k ,  we mean t h a t  t h e  c o n t e n t  of  each message i s  
preserved ,  t h e  o r d e r  o f  messages i s  no t  modif ied ,  and we have 
no l o s t  messages o r  d u p l i c a t e s .  

The v i r t u a l  l i n k  of l e v e l  (n - I )  between two TS1 (F igu re  2)  

a l s o  a l l o w s  t h e  exchange of messages of t e x t  l e n g t h  Lm. I f  t h i s  

v i r t u a l  l i n k  i s  a l s o  i d e a l ,  t h e  f u n c t i o n  of  t h e  p r o t o c o l  of t h e  
TS1 w i l l  be s imple  and w i l l  p rovide  b a s i c a l l y  t h e  r e q u i r e d  c r e a t i o n  

and d e s t r u c t i o n  f a c i l i t i e s .  

Figure 2. 

I f  t h e  v i r t u a l  l i n k  i s  no t  i d e a l ,  t h e  p r o t o c o l  TS1-TS1 must 

be  des igned i n  o r d e r  t o  r e s t o r e  t h e  expected c h a r a c t e r i s t i c s  of 
t h e  VLn. 

I n  t h e  Cyclades network [ 6 ] ,  t h e  fo l lowing p r o p e r t i e s  of VLn-, 
a r e  assumed: 

a )  Lm = 32,000 by te s ;  

b)  The c o n t e n t  of a  message d e l i v e r e d  by t h e  VLn-l t o  t h e  
r e c e i v i n g  TS1 may be co r rup ted ;  

c )  Order of  messaqes i s  no t  preserved;  

d )  Loss o r  d u p l i c a t e s  a r e  p o s s i b l e .  

The mechanisms in t roduced a t  t h i s  l e v e l  i n  Cyclades a r e  
based on a  time-out and a  numbering scheme modulo k  of  t h e  
messages ( l e t t e r s ) ,  which a l l o w  e r r o r  c o n t r o l  on a r r i v a l  and f low 



c o n t r o l .  A CRC so f tware  on l e t t e r s  a l l o w s  f o r  a n  e r r o r  c o n t r o l  
on c o n t e n t .  

A s  f o r  t h e  c r e a t i o n  of  t h e  v i r t u a l  l i n k ,  it i s  based i n  
Cyclades  on a  two-way handshake and i s  e x p l i c i t ,  i . e . ,  no 
communication i s  p o s s i b l e  u n t i l  t h e  end of t h e  v i r t u a l  l i n k  
e s t ab l i shmen t .  

Methods have been proposed f o r  d e t a i l e d  r e p r e s e n t a t i o n  of 
such  a  p r o t o c o l  [4 ,5 ] ;  bu t  t h e y  w i l l  n o t  f i t  t h e  space  l i m i t a t i o n  
o f  t h i s  paper .  

3 .  FRAGMENTATION AND REASSEMBLY 

I n  a  PSN, t h e  maximum t e x t  l e n g t h  Lm does  n o t ,  i n  g e n e r a l ,  

f i t  t h e  maximum t e x t  l e n g t h  of  packe t s .  We must,  t h e r e f o r e ,  
i n t r o d u c e  i n  t h e  I P C  f a c i l i t y  a n  i n t e r n a l  p r o c e s s  f o r  fragmen- 
t a t i o n  and reassembly (FR) (F igu re  3)  . 

A s  f o r  t h e  communication between t h e  two p roces se s  A and B, 
we need a  v i r t u a l  l i n k ,  VLn-2, between t h e  two d i s t a n t  FR 

p r o c e s s e s  which w i l l  be implemented through two TS2 and a  v i r t u a l  
l i n k  VLn-3. 

The same problem a p p l i e s  a t  t h i s  l e v e l .  What a r e  t h e  
p r o p e r t i e s  r e q u i r e d  on VLn-2? Taking i n t o  account  t h e  p r o p e r t i e s  

of  VLn-3, what a r e  t h e  f u n c t i o n s  implemented a t  t h e  TS2 l e v e l ?  

Figure 3. 

Le t  u s  n o t e  t h a t  t h e  FR may be cons ide red  a  p roces s  a t t a c h e d  
t o  t h e  VL,-, and,  t h e r e f o r e ,  t h e r e  i s  no need f o r  c r e a t i n g  a  new 

VL; t h u s  t h e  p rev ious  i d e n t i f i c a t i o n  may be used.  

I n  Cyclades,  t h e  on ly  a d d i t i o n a l  f u n c t i o n  i s  a  numbering scheme 
a t t a c h e d  t o  a  g iven  l e t t e r  which a l l ows  t h e  reassembly.  



I t  i s  i n t e r e s t i n g  t o  n o t e  t h a t  n o t h i n g  ( b u t  e f f i c i e n c y )  
p r e v e n t s  o n e  from i n t r o d u c i n g  a t  t h i s  l e v e l  and on t h e  f r a g m e n t s ,  
e r r o r  c o n t r o l  on a r r i v a l ,  f l o w  c o n t r o l ,  and even e r r o r  c o n t r o l  
on c o n t e n t .  

4.  MULTIPLEXING 

I n  a  computer network,  we have i n  g e n e r a l  s e v e r a l  p r o c e s s e s  
r e q u i r i n g  t h e  s e r v i c e s  o f  t h e  d i s t r i b u t e d  IPC; s i n c e  a  un ique  
PSN i s  u s e d ,  a  multiplexing-demultiplexing p r o c e s s  (MD) must 
t a k e  p l a c e  ( F i g u r e  4 ) .  

r- I 

PSN 1 

Figure 4. 

A s  i n  C y c l a d e s ,  it i s  assumed t h a t  t h e  VLn-3 d o e s  n o t  

p r o v i d e  f o r  t h e  o r d e r i n g  of  t h e  f r a g m e n t s  and may i n t r o d u c e  l o s s e s  
o r  d u p l i c a t e s ;  t h e  same i s  t r u e  f o r  VLn. The main f u n c t i o n  of  

t h e  MD is  t o  a t t a c h  t o  t h e  f r a g m e n t s  t h e  a d d r e s s  o f  t h e  d e s t i n a t i o n  
MD which is ,  i n  f a c t ,  a  p a r t  o f  t h e  a d d r e s s  o f  t h e  connec ted  
p r o c e s s e s .  

I n  C y c l a d e s ,  t h e  VLn-4 i s  c o n s i d e r e d  permanent ly  e s t a b l i s h e d  

and i s  implemented t h r o u g h  t h e  PSN, C i g a l e ,  which p r o v i d e s  o n l y  
a  da tagram s e r v i c e .  



5. CK PROTOCOL 

F igu re  4 i s  s t i l l  v a l i d  t o  d e s c r i b e  t h e  Cerf-Kahn (CK)  
p r o t o c o l  [2 ,31 ,  b u t  t h e  c h a r a c t e r i s t i c s  of t h e  VL d i f f e r  i n  t h e  
fo l lowing  manner: 

a )  On VLn and VLn-l, Lm i s  n o t  f i x e d ,  i . e . ,  t h e  message may 

be cons ide red  an  i n f i n i t e  s t r i n g  of c h a r a c t e r s ;  

b) On VLn-l , i d e a l  t r ansmis s ion  i s  assumed, i . e . ,  no 

c o r r u p t i o n ,  no d i s o r d e r ,  no l o s s ,  and no d u p l i c a t e s .  
A t  t h e  TS1 l e v e l ,  t h e  only  f u n c t i o n  of t h e  p r o t o c o l  i s  

t o  c r e a t e  t h e  v i r t u a l  l i n k .  Here t h e  mechanism i s  
i m p l i c i t  ( i . e . ,  done a t  t h e  beginning  of t h e  comrnuni- 
c a t i o n )  and based on a  three-way handshake) .  

c )  A s  t h e  t r ansmis s ion  of f ragments  on VLn-2 i s  a l s o  i d e a l  

and t h e  VLn-3 has  t h e  same p r o p e r t i e s  a s  Cyclades,  t h e  

p r o t o c o l  between t h e  two TS2 has  t h e  complete  s e t  o f  
- 

f u n c t i o n s - - e r r o r  c o n t r o l  on a r r i v a l  and f low c o n t r o l  
th rough a  numbering scheme modulo k '  based on b y t e s  
number, and e r r o r  c o n t r o l  on c o n t e n t  w i th  a  so f tware  CRC 

d l  A s  f o r  Cyclades,  t h e  VLn-4 i s  cons ide red  permanently 

e s t a b l i s h e d ,  and t h e  PSN has  t o  provide  on ly  a  datagram 
s e r v i c e .  

6 .  ARPA PROTOCOL 

I n  t h e  ARPA p r o t o c o l  [ 1 , 7 ] ,  F igu re  2  is  v a l i d  wi th  Lm = 

8,000 b i t s ,  b u t  t h e  VLn-l i s  a l s o  assumed t o  be i d e a l .  The only  

f u n c t i o n  of t h e  TS1-TS1 p r o t o c o l  i s  t o  c r e a t e  t h e  VL through a  

two-way handshake procedure.  However, he re  t h e  mu l t i p l ex ing  
f u n c t i o n  t a k e s  p l a c e  b e f o r e  t h e  f ragmenta t ion  and reassembly 
(F igu re  5)  . 

On t h e  VLn-2, t h e  communication between two h o s t s  i s  a l s o  

assumed t o  be i d e a l  and s i n c e  t h e  VLn-3 does  n o t  keep t h e  o r d e r  of 

t h e  messages and may i n t r o d u c e  l o s s e s  o r  d u p l i c a t e s ,  t h e  main 
f u n c t i o n s  of  t h e  TS2 p r o t o c o l  a r e  e r r o r  c o n t r o l  on a r r i v a l  

- 

th rough a  c y c l i c  numbering scheme, and f low c o n t r o l  by t h e  r e q u e s t  
f o r  b u f f e r  space  and t h e  ALL and RFNM c o n t r o l  messages. Here 
t h e  VLn-3 may be cons ide red  c r e a t e d  j u s t  b e f o r e  t h e  t r ansmis s ion  
t ime.  

Here t h e  f ragmenta t ion  p roces s  adds  only  a  packet  number, and 
t h e  VLn-4 is  implemented through a  datagram s e r v i c e .  It i s ,  

however, impor tan t  t o  n o t e  t h e  boundary of t h e  ARPANET i n  F igu re  5 .  
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Figure 5. 

7 .  CONCLUSION 

T h i s  g l o b a l  p r e s e n t a t i o n  o f  t h r e e  HOST-HOST p r o t o c o l s  shows 
t h e  b a s i c  h i e r a r c h y  c h o s e n  b y  t h e  d e s i g n e r s  i n  o r d e r  t o  imp lemen t  
a n  i d e a l  v i r t u a l  l i n k  be tween  d i s t r i b u t e d  p r o c e s s e s  f r o m  t h e  
d a t a g r a m  s e r v i c e  o f  a  PSN. I t  w i l l  b e  p o s s i b l e  t o  d e f i n e  o t h e r  
p r o t o c o l s  o r  t o  add f u n c t i o n s  a t  some l e v e l  o f  e x i s t i n g  o n e s .  
However, t h e  d i s c u s s i o n s  r e g a r d i n g  t h e  a d v a n t a g e s  a n d  d r a w b a c k s  
o f  e a c h  d e s i g n  d o  n o t ,  a t  t h e  p r e s e n t  t i m e ,  a p p e a r  t o  b e  s u p p o r t e d  
by a d e q u a t e  p e r f o r m a n c e  s t u d i e s .  
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Performance Evalua t ion  of Adaptive Con t ro l  

P o l i c i e s  f o r  t h e  Broadcas t  Channel 

Banh T r i  An and E. Gelenbe 

1 .  INTRODUCTION 

Among t h e  schemes used f o r  o b t a i n i n g  t h e  t r ansmis s ion  of  
p a c k e t s  of d a t a  between a  s e t  o f  t e r m i n a l s  and a  c o n t r o l  com- 
p u t e r ,  o r  among a  s e t  of computers ,  one of  t h e  s i m p l e s t  i n  
appearance  is  t h e  one f i r s t  used i n  t h e  ALOHA system [ I  01. Here 
a  s imple  r a d i o  o r  s a t e l l i t e  channel  is  used f o r  t r a n s m i t t i n g  
p a c k e t s  from t e r m i n a l s ,  w i t h  t h e  r e s u l t i n g  d i sadvan tage  be ing  
t h a t  packe t s ,  whose t r a n s m i s s i o n  o v e r l a p s  i n  t ime,  a r e  u n i n t e l l i -  
g i b l e  and,  t h e r e f o r e ,  have t o  be r e t r a n s m i t t e d  u n t i l  succes s  i s  
achieved .  I n  t h e  s l o t t e d  v e r s i o n  of t h i s  method, t ime i s  pu t  i n  
numerical  o r d e r s  i n  s l o t s  of u n i t  t ime cor responding  t o  t h e  d u r a t i o n  
of t r a n s m i s s i o n  of a  packet  (each  packe t  being of e q u a l  l e n g t h ) .  
Terminals  a r e  t hen  allowed t o  t r a n s m i t  packe t s  on ly  a t  t h e  
beginning  of a  s l o t .  Many of t h e  b a s i c  p r o p e r t i e s  of t h e s e  
channe l s  have been d e r i v e d  by Abramson [ I  ]  i n  a  s imple manner; 
he showed, i n  p a r t i c u l a r ,  t h a t  t h e  e f f e c t i v e  throughput  o f  t h e  
s l o t t e d  b roadcas t  channel  ( i n  s u c c e s s f u l  t r a n s m i s s i o n  p e r  u n i t  
t ime)  i s  twi.ce a s  h igh  a s  t h a t  o f  a  t o t a l l y  random t r ansmis s ion  
scheme. Fu r the r  a n a l y s i s  and s imu la t ion  of t h e s e  m a t t e r s  and 
a  c l a s s i f i c a t i o n  of t h e  methods f o r  b roadcas t  c o n t r o l  can  be 
found i n  [ 6 , 7 ] .  

The s l o t t e d  ( o r  u n s l o t t e d )  b roadcas t  channel  i s  u n s t a b l e  
i n  t h e  fo l lowing  sense :  f o r  a  l a r g e  enough ensemble of  t e r m i n a l s ,  
t h e  s t e a d y - s t a t e  throughput  w i l l  become n e g l i g i b l y  sma l l ,  and 
a lmost  a l l  t h e  t e r m i n a l s  a r e  i n  a  blocked s t a t e ,  i . e . ,  t hey  
a r e  t r y i n g  t o  r e t r a n s m i t  a  packet  which t h e y  have p rev ious ly  
t r a n s m i t t e d  u n s u c c e s s f u l l y .  Th i s  p r o p e r t y  has  been wide ly  ob- 
served .  The f i r s t  proof of  t h i s  behavior ,  based on showing 
t h a t  a  Markov c h a i n  model of  t h e  s l o t t e d  channel  i s  n o t  e r g o d i c ,  
was g iven  i n  151. I n  [ 6 , 7 , 9 ] ,  v a r i o u s  p o l i c i e s  f o r  c o n t r o l l i n g  
t h e  channel  have been sugges ted ,  s o  a s  t o  a s s u r e  s t a b i l i t y  and 
maximize throughput .  A more r e c e n t  paper  [4]  i s  devoted t o  
o b t a i n i n g  g e n e r a l  c o n d i t i o n s  f o r  channel  s t a b i l i t y  and t o  
d e r i v i n g  t h e  op t ima l  s t a t i o n a r y  r e t r a n s m i s s i o n  p o l i c y  f o r  t h e  
s l o t t e d  b roadcas t  channel .  

I n  t h i s  paper ,  we f i r s t  r e c a l l  some r e s u l t s  from [ 3 , 4 ] ;  
t h e s e  a r e  used t o  fo rmula t e  some p r a c t i c a l  a d a p t i v e  p o l i c i e s  
f o r  t h e  channel  which a r e  t h e n  eva lua t ed  i n  a  s e r i e s  of s imu la t ion  
exper iments .  



I n  t h e  l a s t  p a r t  of t h e  paper ,  we examine some h e u r i s t i c  
c o n t r o l  procedures  suggested by Metca l fe  [ 9 ] .  S ince  t h e i r  
mathematical  a n a l y s i s  has  f a i l e d  so  f a r ,  and because o t h e r  
q u a n t i t a t i v e  r e s u l t s  concerning t h e i r  performance a r e  unava i l ab le ,  
we conduct  s imu la t ions  t o  de termine  t h e  a s s o c i a t e d  s t a b i l i t y  
problems and t o  compare t h e i r  e f f e c t  on channel  behavior  w i th  
t h a t  of  t h e  optimal  p o l i c i e s .  

2 .  ADAPTIVE POLICIES FOR CHANNEL OPTIMIZATION 

The purpose of t h i s  s e c t i o n  i s  t o  examine p r a c t i c a l  r e a l i -  
z a t i o n s  of t h e  t h e o r e t i c a l  opt imal  p o l i c i e s  sugges ted  i n  [ 2 , 4 ] .  
We f i r s t  r e c a l l  some d e f i n i t i o n s  and r e s u l t s  from [ 4 , 5 ] .  These 
r e s u l t s  would a l low t h e  op t imiza t ion  of channel  behavior  i f  t h e  
s t a t e  of t h e  channel ,  i n  t h i s  c a s e  t h e  number of blocked t e rmina l s ,  
were known e x a c t l y  a t  a l l  i n s t a n t s  of t ime.  S ince  t h i s  i s  n o t  
t h e  c a s e ,  t h e  s t a t e  must be e i t h e r  e s t ima ted  i n d i r e c t l y ,  o r  some 
measurable parameter  must be determined whose v a l u e  i s  known 
when t h e  channel  i s  optimized v i a  t h e  opt imal  c o n t r o l  po l i cy .  
I t  i s  t h e  l a t t e r  approach which we s h a l l  t a k e  i n  t h e  seque l .  

A t e rmina l  acces s ing  t h e  channel  can be i n  one of  t h r e e  
s t a t e s :  it i s  blocked i f  i t s  l a s t  packet  t r ansmis s ion  has  been 
unsuccess fu l ;  it is  i n  channel  s t a t e  i f  it i s  c u r r e n t l y  t r a n s -  
m i t t i n g  o r  r e t r a n s m i t t i n g  a  packet ;  and it i s  a c t i v e  i f  it i s  i n  
n e i t h e r  of  t h e s e  two s t a t e s .  A r r i v a l s  of  p rev ious ly  nont rans-  
m i t t e d  packe t s  occur  from t h e  a c t i v e  t e r m i n a l s .  We s h a l l  con- 
s i d e r  t h e  open model i n  which t h e s e  a r r i v a l s  c o n s t i t u t e  a  Poisson 
process1  of r a t e  A .  I n  t h e  c losed  model, t h e  t o t a l  number of  
t e r m i n a l s  ( a c t i v e  p l u s  blocked p l u s  t h o s e  i n  channel  s t a t e )  i s  
f i n i t e ;  t h e  epoch between t h e  i n s t a n t s  of t ime a t  which a  t e rmina l  
becomes a c t i v e  and t h a t  a t  which it e n t e r s  channel  s t a t e  i s  
n e g a t i v e  exponen t i a l ly  d i s t r i b u t e d  of  parameter  A .  

D e f i n i t i o n  1 

Let  N(k) be t h e  number of  blocked t e r m i n a l s  a t  t h e  beginning 
of t h e  k-th s l o t .  The broadcas t  channel  i s  s t a b l e  i f  and on ly  
i f  l i m  Pr [N(k)  < j ]  = 0 f o r  a l l  j < m .  

k+m 

C l e a r l y ,  t h e r e  can  be a t  most one s u c c e s s f u l  packet  t r a n s -  
miss ion  i n  a  s l o t .  A s  f a r  a s  r e t r a n s m i s s i o n s  of packets  from 
blocked t e r m i n a l s  a r e  concerned,  i n  t h i s  s e c t i o n  we assume t h a t  
each of  t h e  blocked t e r m i n a l s  r e t r a n s m i t s  independently of a l l  o t h e r  
t e r m i n a l s .  Any g iven  blocked t e r m i n a l  has  a  p r o b a b i l i t y  f  of  
r e t r a n s m i t t i n g  du r ing  a  s l o t ;  f  i s  i d e n t i c a l  f o r  a l l  blocked 
t e r m i n a l s  and i s  a  func t ion  of  t h e  t o t a l  number of  blocked 
t e r m i n a l s  N(k) du r ing  t h e  k-th s l o t .  

I Poisson a r r i v a l s  a r e  j u s t i f i e d  f o r  a  l a r g e  number of  
a c t i v e  t e r m i n a l s  due t o  t h e  Palm-Khintchine theorem concerning 
t h e  s u p e r p o s i t i o n  of  independent renewal p rocesses .  



The f o l l o w i n g  r e s u l t  i s  proven i n  [ 3 ]  and i n  somewhat less 
g e n e r a l  form i n  [4] . 

Theorem 1  

L e t  d, be t h e  p r o b a b i l i t y  o f  a  s u c c e s s f u l  t r a n s m i s s i o n  i n  a 
s l o t  a t  t h e  beg inn ing  of which t h e  number of blocked t e r m i n a l s  
i s  n .  Assuming an open model, t h e  channe l  i s  s t a b l e  i f ,  

h < l i m  sup  dn  , 
n+m 

and u n s t a b l e  i f ,  

For  t h e  open model, w e  have,  

w h i l e ,  f o r  t h e  c l o s e d  model,  t h e  co r r e spond ing  q u a n t i t y ,  i f  
M i s  t h e  t o t a l  number o f  t e r m i n a l s ,  w i l l  b e ,  

-X where g  = I -e  i s  t h e  p r o b a b i l i t y  t h a t  a n  a c t i v e  t e r m i n a l  w i l l  
t r a n s m i t  i n  a  s l o t ,  assuming t h a t  s l o t  d u r a t i o n  is  o f  u n i t  t i m e .  
A r e s u l t  ana logous  t o  Theorem 1 c an  be e s t a b l i s h e d  f o r  t h e  
c l o s e d  model f o r  M+m. Here w e  res tr ic t  o u r s e l v e s  t o  problems o f  
t h e  open model;  t h i s  c o n s t i t u t e s  a  r e a s o n a b l e  assumpt ion  f o r  
s t u d y i n g  sys tems  i n  which M i s  l a r g e .  

Another  impor t an t  r e s u l t  e s t a b l i s h e d  i n  [4] is :  

Theorem 2 

For  t h e  open model, t h e  r e t r a n s m i s s i o n  p r o b a b i l i t y  f o r  
e ach  b locked  t e r m i n a l  

- 1 maximizes channe l  t h roughpu t .  I t  sets d n  = e . 



T h i s  r e s u l t  i n d i c a t e s  t h a t  t o  maximize channe l  t h roughpu t ,  
e ach  blocked t e r m i n a l  should  have p e r f e c t  i n £  o rma t ion  conce rn ing  
t h e  a r r i v a l  r a t e  o f  p a c k e t s  from a c t i v e  t e r m i n a l s  X and t h e  number 
o f  blocked t e r m i n a l s  n .  I n  p r a c t i c e ,  n e i t h e r  c a n  be known s i n c e  
each  i n d i v i d u a l  t e r m i n a l  i s  unaware of  t h e  s t a t e  o f  o t h e r  t e r m i n a l s .  
Theorem 2 h a s  a  s imple  consequence f o r  s u f f i c i e n t l y  l a r g e  v a l u e s  
o f  n;  namely, i f  w e  c a l l  G t h e  t o t a l  channe l  t r a f f i c  e q u a l  t o  
t h e  expec ted  t o t a l  number of p a c k e t s  t r a n s m i t t e d  i n  a  s l o t ,  we  
w i l l  have,  

* 
and a t  t h e  optimum ( f  ( n )  = f  ( n ) )  w e  have ,  

which i s ,  

Thus, i f  w e  know t h a t  t h e  t o t a l  number o f  b locked  t e r m i n a l s  i s  
l a r g e  enough s o  t h a t ,  

n  n  
nf ( n )  = z i  ( i )  i [ f  ( n )  1 [ l  -f ( n )  1 n-i , 

t h e n  it s u f f i c e s  t o  r e g u l a t e  f ( n )  i n  such  a  manner t h a t  G i s  
ma in t a ined  c l o s e  t o  one;  w e  w i l l  know t h e n  t h a t  f ( n )  i s  c l o s e  * 
t o  f  ( n )  w i thou t  knowing t h e  v a l u e  o f  X and of n .  The a d a p t i v e  
p o l i c i e s  w e  examine i n  t h i s  s e c t i o n  a r e  based  on t h i s  s imp le  
o b s e r v a t i o n .  

One should  n o t e ,  however, t h a t  such  a  p o l i c y  may n o t  
maximize channe l  th roughput  f o r  s m a l l  v a l u e s  of n .  

A s imp le  implementa t ion  of  t h e  op t ima l  c o n t r o l  p o l i c y  i s  
based on ( 3 ) .  Assuming a  Po i s son  t r a f f i c  i n  t h e  channe l  ( t h i s  
is  r e a s o n a b l e  i f  t h e  t o t a l  number o f  blocked t e r m i n a l s  i s  l a r g e )  
w e  have,  

where p i  is t h e  p r o b a b i l i t y  o f  i packe t  t r a n s m i s s i o n s  (from b o t h  
a c t i v e  and blocked t e r m i n a l s )  i n  a  s l o t .  I n  a n  i n t e r v a l  of J 



c o n s e c u t i v e  s l o t s ,  l e t  U ( J )  be t h e  number of  s l o t s  i n  which 
s u c c e s s f u l  t r ansmis s ion  of a  packet  has  t aken  p l a c e ,  and l e t  V ( J )  
be t h e  number of s l o t s  d u r i n g  which t h e r e  has  been no t r a n s -  
mi s s ion .  Then an e s t i m a t e  of  G i s ,  

where U ( J )  and V ( J )  a r e  e v a l u a t e d  over  s l o t s  i - 1 ,  ..., i-J. I f  
A A A 

Gi ; 1  + E, t hen  each blocked t e r m i n a l  s e t s  r~~ = ni-, + X ,  and ,. A 

i f  Gi < 1- E ,  t h e y  s e t  ni = n  - x ,  where n .  i s  t h e  t o t a l  number i- 1  1 

of blocked t e r m i n a l s  used i n  computing t h e  r e t r a n s m i s s i o n  proba- 
b i l  i t y ,  

a t  t h e  i - t h  s l o t .  The q u a n t i t i e s  E and x  can be determined by 
expe r imen ta t i on .  I n  Table 1 ,  we s e e  t h e  e f f e c t  of E on t h e  t o t a l  
number of blocked t e r m i n a l s  a f t e r  2000 s l o t s  s t a r t i n g  wi th  200 
blocked t e r m i n a l s ;  a  " b e s t "  va lue  o f  E seems t o  e x i s t .  I n  F igu re  1  , 
we s e e  t h e  e v o l u t i o n  of t h e  number of blocked t e r m i n a l s  w i th  
t ime f o r  t h e  same s imu la t ion  exper iments .  We have a l s o  expe r i -  
mented w i t h  v a r i a b l e  s t e p  ( x )  p o l i c i e s  w i th  l e s s  succes s .  

Table 1. Number of blocked terminals after 2 6 0 0  slots. 

Average 
1-E 1-E Simulation I Simulation I1 Simulation I11 

Value 

3 .  DISTRIBUTED CONTROL POLICIES 

These p o l i c i e s  have impor tan t  p r a c t i c a l  i n t e r e s t s  because 
t h e  i n fo rma t ion  used f o r  t h e  c o n t r o l  of t h e  channel  a r e  a v a i l -  
a b l e  a t  each t e r m i n a l .  They a r e  based on i d e a s  sugges ted  by 
Metca l fe  [8] . 



Each t e r m i n a l  has  a  coun te r  t o  update  and r e g i s t e r  t h e  
number of t i m e s  it has  t r a n s m i t t e d  i t s  c u r r e n t  packet  unsuccess-  
f u l l y .  The f u n c t i o n a l  sch&e may be seen  i n  t h e  fo l lowing  
diagram. 

Poisson Arrivals: A throughput rate S 



The t e r m i n a l s  blocked f o r  t h e  i - t h  c o n s e c u t i v e  t i m e  be long  
t o  c l a s s  i and r e t r a n s m i t  t h e i r  backlogged packe t  w i t h  proba- 
b i l i t y  f i r  such  t h a t :  

3" l i m  f i  = 0 . 
i + m  

The s t a t e  of t h e  channe l  must t h e n  be  c h a r a c t e r i z e d  by a n  
1 -vec to r  : 

N(k) = , 1 f i n i t e  o r  n o t  i s  t h e  number o f  t h e  
h i g h e s t  c l a s s  p r e s e n t  d u r i n g  t h e  k - t h  
s l o t ,  

d e n o t i n g  , 
1 

The d e f i n i t i o n  of  i n s t a b i l i t y  t h e n  becomes, 

l i m  P r  [ N 1 ( k )  < m] = 0 . 
k+m 

W e  s h a l l  t r y  two s imp le  e x p r e s s i o n s  f o r  f i :  



W e  c a n  v e r i f y  t h a t  t h e s e  two fo rms  s a t i s f y  t h e  t h r e e  above  
c o n d i t i o n s .  

P  PE o r  - c o n f i r m  t h e  S i m u l a t i o n s  conduc ted  w i t h  f i  = - 
i c 

u n s t a b l e  n a t u r e  o f  t h e  c h a n n e l  w i t h  i n p u t  rate X < l / e .  

With i n p u t  rates smaller t h a n  l / e r  we l l -chosen  v a l u e s  o f  p ,  
El  and C l e a d  t o  s t a b i l i t y .  L e t  u s  c o n s i d e r  t h e s e  two cases 
s e p a r a t e l y .  

P  
E x p r e s s i o n  ( a )  : f  = - 

i E  

W e  c a n  f i r s t  n o t i c e  t h a t  i f  E  >> 1 ,  t h e  g r e a t e r  p a r t  o f  t h e  
r e t r a n s m i s s i o n s  i s  d u e  t o  b locked  t e r m i n a l s  i n  class one.  
Applying t h e  q u a l i t a t i v e  c o n d i t i o n  G = 1 ,  we o b t a i n :  

W e  o b s e r v e  i n  t h e  s i m u l a t i o n s  a  s t e a d y - s t a t e  v a l u e  f o r  N1 
i n  e a c h  c a s e ;  t h i s  h e l p s  u s  t o  c h o o s e  p. As N1 seldom i n -  

c r e a s e s  o v e r  10,  we t a k e  0.02 < p  < 0.1.  

On t h i s  r a n g e  o f  v a l u e s  f o r  p ,  s t a b i l i t y  i s  a c h i e v e d  i n  
o u r  s i m u l a t i o n  f o r  1 .5  5 E  5 2. Beyond 2  o r  3  we o b s e r v e  t h e  

same phenomenon as i n  t h e  c a s e  f  (N) s u c h  t h a t  l i m  N*f (N) = 0,  
N+m 

i .e . ,  i n s u f f i c i e n t  r e t r a n s m i s s i o n s .  The r e s u l t s  a r e  shown i n  
F i g u r e s  2a ,  2b and 2c .  

E x p r e s s i o n  ( b )  : f .  1 = P 
c 

W e  c a n  make t h e  same r e m a r k s  as b e f o r e  and  t a k e  p  = 0.065 
(as A = 0 . 3 ) .  As t h e  e x p o n e n t i a l  i n c r e a s e s  f a s t e r  t h a n  a 
power,  t h e  r e l a t i v e  i m p o r t a n c e  o f  t h e  f i r s t  c l a s s e s  i s  emphasized.  

The s t a t i c  and dynamic b e h a v i o r  o f  t h e  c h a n n e l  i s  s i m u l a t e d .  
I t  i s  s e e n  i n  F i g u r e s  3a ,  3b  and 3c  t h a t  f o r  X = 0 . 3  and 
p  = 0.065, c h a n n e l  s t a b i l i t y  i s  a c h i e v e d  w i t h  1 .6  5 C 5 2. 

W e  t e r m i n a t e  by e n u m e r a t i n g  two drawbacks  o f  t h e s e  p o l i c i e s :  

a )  T h e o r e t i c a l  s t u d y  seems t o  be  d i f f i c u l t ,  l e a d i n g  t o  
u n t r a c t a b l e  mathemat ics ;  and 
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b )  Al though  s t a b i l i t y  i s  a c h i e v e d ,  t h e  more a  u s e r  
h a s  e n c o u n t e r e d  u n s u c c e s s ,  t h e  l e s s  i s  h i s  c h a n c e  t o  
r e c o v e r  t h e  a c t i v e  s t a t e .  T h i s  p r o b a b l y  is  c o u n t e r  t o  
what  one  migh t  v iew a s  d e s i r a b l e  b e h a v i o r .  
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Communication System and Access Method 

i n  RPCNET 

P. F r a n c h i  and A. F u s i  

1 .  REEL PROJECT OVERVIEW 

The REEL P r o j e c t  was f o r m a l l y  e s t a b l i s h e d  i n  J u n e  1974 a s  
a  c o o p e r a t i v e  e f f o r t  among t h e  IBM S c i e n t i f i c  C e n t e r  o f  P i s a ,  
t h e  Computing C e n t e r  o f  t h e  U n i v e r s i t y  o f  Padova and CNUCE. 
O t h e r  p a r t n e r s  s u c h  a s  t h e  U n i v e r s i t y  of  T o r i n o ,  CSATA ( B a r i )  
and CNEN (Bologna)  j o i n e d  t h e  p r o j e c t  l a t e r .  

The o b j e c t i v e  of  t h i s  c o o p e r a t i o n  i s  t o  s t u d y  a  ne twork ing  
s o l u t i o n  f o r  t h e  I t a l i a n  s c i e n t i f i c  community. More s p e c i f i c a l l y ,  
t h e  p u r p o s e  o f  t h e  p r o j e c t  i s  t o  p r o v i d e  computing c e n t e r s  i n  
t h e  e d u c a t i o n  and r e s e a r c h  a r e a  w i t h  a  s e n s i b l e  way o f  s h a r i n g  
t h e i r  c o m p u t a t i o n a l  r e s o u r c e s ,  s u c h  a s  a p p l i c a t i o n  programs,  
d a t a  sets,  c o m p i l e r s ,  and programing subsys tems .  

T h i s  o b j e c t i v e  s h o u l d  be a t t a i n e d  w i t h o u t  c a u s i n g  u n n e c e s s a r y  
i n t e r f e r e n c e  w i t h  t h e  normal a c t i v i t y  o f  t h e  c e n t e r s  and a t  t h e  
same t i m e  min imiz ing  a d d i t i o n a l  hardware and s o f t w a r e  r e q u i r e -  
ments .  For  t h i s  r e a s o n ,  t h e  b a s i c  f e a t u r e s  o f  RPCNET (REEL P r o j e c t  
Computer =work) a r e :  d i s t r i b u t e d  c o n t r o l  t o p o l o g y ,  d y n a m i c a l l y  
v a r i a b l e  c o n f i g u r a t i o n ,  and nonhomogeneous nodes.  

Another  i m p o r t a n t  o b j e c t i v e  i s  t o  i n c r e a s e  t h e  p a r t n e r s '  
know-how and t o  promote a  v a r i e t y  o f  computer  network s t u d i e s  
and a c t i v i t i e s .  

S i n c e  t h e  above-mentioned o b j e c t i v e s - - r e a l i z a t i o n  and s tudy- -  
a r e  b o t h  r e l e v a n t  t o  t h e  REEL p r o j e c t ,  t h e  f o l l o w i n g  f o u r  main 
a c t i v i t i e s  were i n d i v i d u a t e d :  

a )  Design and implementa t ion  o f  a  communication s y s t e m ,  
i n c l u d i n g  b o t h  t h e  b a s i c  p a c k e t - s w i t c h i n g  subsys tem 
(common ne twork)  and t h e  i n t e r f a c e  t o  t h e  network 
a p p l i c a t i o n s ;  

b )  D e f i n i t i o n  and implementa t ion  o f  a  macrolanguage 
a t  t h e  a s s e m b l e r  l e v e l  (RNAM) which a l l o w s  network 
u s e r s  t o  a c c e s s  t h e  communication sys tem.  

The communication sys tem and t h e  RNAM (REEL Network 
Access  Method) l a n g u a g e  c o n s t i t u t e  t h e  " a r c h i t e c t u r e d "  p a r t  of  
t h e  network.  They a c c o u n t  f o r  d i s t r i b u t e d  c o n t r o l  and v a r i a b l e  
c o n f i g u r a t i o n  a t  t h e  d e s i g n  l e v e l ,  and nonhomogeneous nodes  a t  



t h e  implementat ion l e v e l .  Add i t i ona l  a c t i v i t i e s  i n  t h e  p r o j e c t  
a r e  : 

C )  D e f i n i t i o n  and implementat ion o f  two u s e r  pro tocols - - the  
i n t e r a c t i v e  s e s s i o n  p r o t o c o l  and t h e  spool - to-spool  
p r o t o c o l  ; 

d )  D e f i n i t i o n  and implementat ion of  two h i g h e r - l e v e l  
network a c c e s s  methods CMS/NAM f o r  VM/CMS u s e r s  and 
VS/NAM f o r  OS/VS u s e r s .  

The purpose of t h e s e  a c t i v i t i e s  i s  t o  p rov ide  an a c t u a l  b a s i s  
t o  t e s t  t h e  network, t o  e v a l u a t e  i t s  f i r s t  impact  on t h e  u s e r s '  
community, and t o  promote t h e  development of  f u r t h e r  a p p l i c a t i o n s .  

I n  p a r t i c u l a r ,  t h e  h i g h e r - l e v e l  NAMs should a l l o w  imple- 
menta t ion  of  process- to-process  t y p e  of  a p p l i c a t i o n s  such a s  
a c c e s s i n g  remote f i l e s ,  d i s t r i b u t e d  d a t a  base ,  remote t r a n s f e r  
of c o n t r o l .  

2 .  COMMUNICATION SYSTEM 

The communication system i s  t h e  f u n c t i o n a l  u n i t  b u i l t  up 
by t h e  l o g i c a l  and p h y s i c a l  components of  each  node which a l l ows  
t h e  i n t e r n o d e  communications and p rov ides  t h e  i n t e r f a c e  t o  t h e  
a p p l i c a t i o n s  (F igu re  1 ) . The main f u n c t i o n  of t h e  communications 
system i s  t o  move t h e  u s e r ' s  b a s i c  Lnformation u n i t s  ( B I U s )  
from one l o c a t i o n  t o  ano the r  l o c a t i o n .  

COMMUNICATION \ 
SYSTEM 

Figure 1 .  Applications, RNAM, and com~nunication system. 



BIUs a r e  o r i g i n a t e d  by and d i r e c t e d  t o  a p p l i c a t i o n s .  The 
p o r t s ,  o r  s o c k e t s ,  t h r o u g h  which t h e  a p p l i c a t i o n s  c a n  a c c e s s  
t h e  communication system a r e  c a l l e d  l o g i c a l  u n i t s  (LU). LUs 
s h a r e  a  network-wide name s p a c e .  

Each LU is  a l lowed  t o  exchange w i t h  o t h e r  LUs " s h o r t "  
r e q u e s t / r e s p o n s e  messages  any  t i m e  and t o  e s t a b l i s h  a  s e s s i o n  
w i t h  a n o t h e r  LU. Once i n  s e s s i o n ,  two LUs c a n  t r a d e  ' l o n g "  
messages  w i t h o u t  a n y  s p e c i f i c  d a t a  f low c o n s t r a i n t .  

The communication sys tem i s  a  d i s t r i b u t e d  c o n t r o l  machine 
w i t h  a  v a r i a b l e  number of  c o n t r o l  p o i n t s .  

An a u t o m a t i c  r e c o n f i g u r a t i o n  mechanism i s  b u i l t  i n t o  t h e  
sys tem and i s  t r i g g e r e d  by node and l i n k  a c t i v a t i o n ,  d e a c t i v a t i o n ,  
and f a i l u r e .  

The c o n t r o l  p o i n t s  of  t h e  communication sys tem a r e  a d d r e s s -  
a b l e  from t h e  a p p l i c a t i o n s  and p r o v i d e  them w i t h  a  c e r t a i n  set of  
s e r v i c e s .  Among t h e s e  s e r v i c e s  t h e r e  i s  t h e  p o s s i b i l i t y  t o  
i n q u i r e  a b o u t  t h e  p h y s i c a l  and l o g i c a l  c o n f i g u r a t i o n  o f  t h e  
network and t o  e s t a b l i s h  s e s s i o n s  between p a i r s  o f  LUs. 

3 .  THE ACCESS METHOD 

The a c c e s s  method (RNAM) p r o v i d e s  m a c r o i n s t r u c t i o n s  t h a t  
e n a b l e  a n  a p p l i c a t i o n  t o  e s t a b l i s h  a  c o n n e c t i o n  and exchange 
i n f o r m a t i o n  w i t h  a n o t h e r  a p p l i c a t i o n  i n  t h e  network a r e a .  

The a p p l i c a t i o n  program must set  up c o n t r o l  b l o c k s  t h a t  
c o n t a i n  i n f o r m a t i o n  used  t o  d i r e c t  t h e s e  o p e r a t i o n s .  The g e n e r a l  
sequence  of  m a c r o i n s t r u c t i o n s  t o  e s t a b l i s h  c o n n e c t i o n  and t o  
t r a n s f e r  d a t a  is d e s c r i b e d  i n  t h e  f o l l o w i n g .  

An a p p l i c a t i o n  program must u s e  t h e  NACB m a c r o i n s t r u c t i o n  
t o  set up a  network a p p l i c a t i o n  c o n t r o l  b l o c k  (NACB), which 
i n d i c a t e s  t h e  network name of  t h e  a p p l i c a t i o n  and may c o n t a i n  a  
password f o r  a u t h o r i z a t i o n  p u r p o s e s .  

The EXLST m a c r o i n s t r u c t i o n  c r e a t e s  a n  e x i t  l i s t  which 
c o n t a i n s  t h e  a d d r e s s e s  of  e x i t  r o u t i n e s  t h a t  a r e  t o  be g i v e n  
c o n t r o l  under  s p e c i f i e d  c o n d i t i o n s .  

The RPL m a c r o i n s t r u c t i o n  c r e a t e s  a  r e q u e s t  p a r a m e t e r  l i s t  
t o  be a d d r e s s e d  by t h e  r e q u e s t  of  a n  a p p l i c a t i o n  p o r t .  

The OPENLU m a c r o i n s t r u c t i o n  must b e  i s s u e d  t o  c o n t a c t  t h e  
communication sys tem and t o  a c t i v a t e  t h e  a p p l i c a t i o n  p o r t  a s  
an  LU. 

The a p p l i c a t i o n  program i s  now r e a d y  t o  u t i l i z e  t h e  m a i l i n g  
and i n q u i r i n g  s e r v i c e s  o f  t h e  network env i ronment  (MAIL and 
INQUIRE m a c r o i n s t r u c t i o n s )  and ,  moreover ,  i s  r e a d y  t o  become 
connec ted  t o  a n o t h e r  LU. 



There  a r e  two methods o f  e s t a b l i s h i n g  c o n n e c t i o n .  I n  t h e  
f i r s t ,  t h e  a p p l i c a t i o n  program t a k e s  t h e  a c t i v e  r o l e  and a s k s  
d i r e c t l y  f o r  c o n n e c t i o n  (BIND m a c r o i n s t r u c t i o n ) .  I n  t h e  
second  method, t h e  a p p l i c a t i o n  program i s  r e a d y  t o  a c c e p t  a  
r e q u e s t  f o r  c o n n e c t i o n ,  p u t t i n g  i t s e l f  i n  a n  i n v i t e  s t a t e  
(INVITE m a c r o i n s t r u c t i o n )  . 

The d a t a  t r a n s f e r  o p e r a t i o n s  (SEND and RECEIVE macro- 
i n s t r u c t i o n s )  c a n  beg in  a s  soon a s  c o n n e c t i o n  h a s  been e s t a b -  
l i s h e d .  The d a t a  t r a n s f e r  b e g i n s  a t  t h a t  s i d e  o f  t h e  a p p l i -  
c a t i o n  which p layed  t h e  a c t i v e  r o l e  i n  t h e  c o n n e c t i o n  phase .  

The s e n d e r - r e c e i v e r  r o l e  c a n  be changed a t  any  t i m e  d u r i n g  
t h e  s e s s i o n  on t h e  i n i t i a t i v e  o f  t h e  s e n d e r .  

The r e c e i v e r  h a s  t h e  p o s s i b i l i t y  t o  send d a t a  t o  t h e  
s e n d e r  w i t h o u t  b r e a k i n g  up t h e  normal  s e n d e r - r e c e i v e r  d a t a  
f l o w  (BREAK m a c r o ) .  

When a n  a p p l i c a t i o n  program f i n i s h e s  communicating w i t h  
i t s  c o u n t e r p a r t ,  it c a n  b r e a k  t h e  c o n n e c t i o n  by i s s u i n g  t h e  
UNBIND m a c r o i n s t r u c t i o n .  

The a p p l i c a t i o n  program c a n  i n i t i a t e  a  new c o n n e c t i o n  
u s i n g  t h e  BIND o r  INVITE m a c r o i n s t r u c t i o n .  

When a n  a p p l i c a t i o n  program wants  t o  d i s c o n n e c t  t h e  
communication sys tem,  it must i s s u e  t h e  CLOSELU m a c r o i n s t r u c t i o n .  



I n t e r a c t i v e  Terminal Access i n  RPCNET 

L. Lazze r i  and L. Lenz in i  

1. TERMINAL ACCESS OVERVIEW 

RPCNET network i s  a  packet  swi t ch ing ,  r e sou rce  s h a r i n g ,  
d i s t r i b u t e d  computer network. One of  t h e  f a c i l i t i e s  o f f e r e d  
by RPCNET i s  t h e  c a p a b i l i t y ,  on behal f  of  an  i n t e r a c t i v e  t e r m i n a l ,  
o f  a c c e s s i n g  t o  a  remote t ime-shar ing  system. 

From t h e  hardware p o i n t  of view, t h e  s i t u a t i o n  i n  RPCNET 
i s  shown i n  F igu re  1 .  

Figure 1. 

The i n t e r a c t i v e  t e r m i n a l  i s  u s u a l l y  an I B M  2741 wi th  t h e  break  
f e a t u r e .  The t e r m i n c l  i s  connected ,  l o c a l l y  o r  v i a  TP l i n e ,  t o  
a  System/7. On t h e  o t h e r  s i d e  of F igu re  1 ,  a  S/370 i s  running  
a  t ime-shar ing  system, and a  S/7 is  connected t o  it v i a  a  channel  
a t tachment .  

By choosing t h e  channel  a t tachment ,  it i s  p o s s i b l e  t o  
emula te ,  q u i t e  e a s i l y ,  on t h e  S/7, an IBM 70 TCU. S ince  t h i s  
TCU is  suppor ted  by t h e  m a j o r i t y  of t h e  IBM o p e r a t i n g  systems,  
t h i s  s o l u t i o n  does  n o t  r e q u i r e  any so f tware  mod i f i ca t i on  o r  
a d d i t i o n  a t  t h e  S/370 s i d e .  A s  f a r  a s  t h e  t e r m i n a l  s i d e  i s  
concerned,  o n l y  an I / O  suppor t  i s  r e q u i r e d .  

F igu re  2, i n  te rms  of RPCNET a r c h i t e c t u r e ,  g i v e s  a  more 
g e n e r a l  view of  t h e  problem. Within t h e  a p p l i c a t i o n ,  it i s  
p o s s i b l e  t o  d i s t i n g u i s h  two l a y e r s :  

a )  The 1 /0  suppor t  (2702 emulator  o r  2741 s u p p o r t ) ;  
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Figure 2. 

b )  The i n t e r a c t i v e  p r o t o c o l  h a n d l e r  ( I P H ) ,  t h e  s o f t w a r e  
component t h a t  i n t e r f a c e s  t h e  communication sys tem 
and t h a t  implements  t h e  i n t e r a c t i v e  p r o t o c o l .  

The communication sys tem i s  concerned  w i t h  t h e  s e n d i n g  of 
messages  f rom a p p l i c a t i o n  t o  a p p l i c a t i o n .  Messages a r e  s e n t  
t o  and r e c e i v e d  from t h e  CS t h r o u g h  a  s p e c i f i c a l l y  d e s i g n e d  
macrolanguage ( R N A M ) .  

2 .  INTERACTIVE TERMINAL HANDLING 

A t  p r e s e n t ,  t h e r e  a r e  many i n t e r a c t i v e  t e r m i n a l s  a v a i l a b l e ,  
a l l  h a v i n g  d i f f e r e n t  hardware c h a r a c t e r i s t i c s ;  e a c h  o f  them 
h a v i n g  a  p a r t i c u l a r  set o f  c o n t r o l  c h a r a c t e r s  by means o f  which 
t h e  t e r m i n a l  c a n  b e  handled .  C o n t r o l  c h a r a c t e r s  must be  used  
a c c o r d i n g  t o  t h e  p h y s i c a l  p r o t o c o l  of  t h e  t e r m i n a l .  

I t  i s  c l e a r  t h a t  i f  t h e  t r a f f i c  o f  c o n t r o l  c h a r a c t e r s  
t h r o u g h  t h e  communication sys tem (CS) i s  v e r y  heavy,  t h e  r e s p o n s e  
t i m e  w i l l  b e  g r e a t l y  i n c r e a s e d .  T h e r e f o r e ,  i n  RPCNET, t h e  2741 
1/0 s u p p o r t  h a s  been d e s i g n e d  i n  s u c h  a  way t h a t  t h e  c o n t r o l  
c h a r a c t e r s  a r e  handled  w i t h i n  t h e  s u p p o r t  i t s e l f ,  t h u s  a v o i d i n g  
t h e s e  d e l a y s .  I n  o t h e r  words ,  a  g e n e r a l  i n t e r a c t i v e  t e r m i n a l  
h a s  been d e f i n e d  which d o e s  n o t  r e q u i r e  a n y  c o n t r o l  c h a r a c t e r  
and whose o p e r a t i o n  set is: PREPARE, i f  t h e  b r e a k  f e a t u r e  i s  
s u p p l i e d ,  READ and WRITE. 

T h i s  c h o i c e  i m p l i e s  t h a t ,  a l s o  a t  t h e  2702 e m u l a t o r  s i d e ,  
t h e  p h y s i c a l  p r o t o c o l  must be  managed l o c a l l y .  I n  o r d e r  t o  
a c h i e v e  t h i s ,  an  e m u l a t o r  o f  a n  i n t e r a c t i v e  t e r m i n a l  suppor ted  
by t h e  o p e r a t i n g  sys tem ( i n  o u r  c a s e  j u s t  a  2741) h a s  been  
added t o  t h e  o r i g i n a l  2702 e m u l a t o r .  

Consequent ly ,  t h e  two I / O  s u p p o r t s  a r e  viewed from t h e  CS 
a s  a  g e n e r a l  i n t e r a c t i v e  t e r m i n a l  (GIT) and a s  a  g e n e r a l  t e r m i n a l  
c o n t r o l l e r  (GTC) . 

T h i s  s t r a t e g y  p r e s e n t s  o t h e r  i m p o r t a n t  a d v a n t a g e s .  F i r s t ,  
e v e r y  r e a l  t e r m i n a l  t h a t  c a n  b e  mapped i n t o  o u r  GIT c a n  be 
c o n n e c t e d  t o  t h e  S/370 even i f  it i s  n o t  s u p p o r t e d  by t h e  
o p e r a t i n g  system.  



Second, t h e  d e f i n i t i o n  o f  a n  end-to-end p r o t o c o l  f o r  
eve ry  t y p e  of  t e r m i n a l  i s  n o t  n e c e s s a r y ;  on t h e  c o n t r a r y ,  t h e  
d e f i n i t i o n  of  a  s i n g l e  t e r m i n a l  p r o t o c o l  i s  made p o s s i b l e .  

3 .  THE SOFTWARE ORGAN1 ZATION 

L e t  u s  now c o n s i d e r  t h e  problem of  o r g a n i z i n g  t h e  s o f t w a r e  
implementing t h e  p r o t o c o l .  It i s  p o s s i b l e  t o  d i s t i n g u i s h ,  w i t h i n  
a  p r o t o c o l ,  t h e  c o n t r o l  f u n c t i o n s  and t h e  management f u n c t i o n s .  
T h i s  g i v e s  r ise,  from t h e  s o f t w a r e  p o i n t  o f  view,  t o  two 
d i f f e r e n t  l a y e r s :  t h e  message f l ow  c o n t r o l  (&PC) and t h e  
management d a t a  p r o t o c o l  (MDP) , r e s p e c t i v e l y .  I n  t h e  MFC, e v e r y  
incoming message i s  checked f o r  v a l i d a t i o n  of t h e  r u l e s  e s t a b l i s h e d  
by t h e  p r o t o c o l .  N e v e r t h e l e s s ,  t h e  same checks  a p p l y  t o  eve ry  
ou tgo ing  message. I f  a  v i o l a t i o n  o c c u r s ,  t h e  message i s  r e j e c t e d  
and t h e  s ende r  i s  n o t i f i e d  of t h i s  a c t i o n .  

The MDP hand l e s  d a t a  r e c e i v e d  from t h e  1 / 0  s u p p o r t  and sets 
up messages i n  accordance  w i t h  t h e  r u l e s  e s t a b l i s h e d  by t h e  
p r o t o c o l .  Messages a r e  t h e n  submi t t ed  t o  t h e  MFC f o r  app rova l .  
A f t e r  t h e  MFC checks ,  d a t a  a r e  e x t r a c t e d  from t h e  incoming 
messages,  and t h e  a p p r o p r i a t e  I / O  command sequences  a r e  g e n e r a t e d  
and submi t ted  t o  e i t h e r  GTC o r  GIT f o r  execu t i on .  The r e s u l t i n g  
s i t u a t i o n  i s  shown i n  F i g u r e  3 .  
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Figure 3. 

Our s o f t w a r e  h a s  been de s igned  s o  t h a t  t h e  i n t e r f a c e  
between GTC and MDP i s  t h e  same a s  t h a t  e x i s t i n g  between MDP 
and GTC. Consequent ly ,  t h e  GIT and t h e  GTC cou ld  a l s o  be connec ted  
d i r e c t l y ,  s o  t h a t  t h e  whole S/7 would behave e x a c t l y  a s  a  r e a l  
2702. 

I n  t h i s  s i t u a t i o n ,  t h e  MDP a t  t h e  2702 s i d e  r e c e i v e s  commands 
from t h e  GTC b u t ,  i n s t e a d  of  e x e c u t i n g  them on t h e  t e r m i n a l ,  it 
sends  them i n  message form t o  t h e  MDP a t  t h e  t e r m i n a l  s i d e .  A 
complementary s i t u a t i o n  happens a t  t h e  o t h e r  s i d e .  



4 .  GENERALITIES ABOUT THE PROTOCOL 

L e t  u s  now d e s c r i b e  t h e  p r o t o c o l .  The messages  a r e  c o n s t i -  
t u t e d  o f  two l o g i c a l  p a r t s - - d a t a  ( n o t  n e c e s s a r i l y  p r e s e n t ) ,  and 
p r o t o c o l  i n f o r m a t i o n .  Two d i f f e r e n t  t y p e s  o f  messages  a r e  
u s e d - - r e q u e s t s  and r e s p o n s e s ,  depending  on t h e  s e t t i n g  o f  t h e  
b i t s  i n  t h e  p r o t o c o l  i n f o r m a t i o n .  

Data  a r e  c a r r i e d  t h r o u g h  t h e  communication sys tem o n l y  by 
means o f  r e q u e s t s .  Each r e q u e s t  i s  a s s o c i a t e d  t o  a  sequence  
number which i d e n t i f i e s  t h e  r e q u e s t  i t s e l f .  

Also ,  e a c h  r e s p o n s e  c a r r i e s  t h e  sequence  number o f  t h e  
r e q u e s t  b e i n g  responded t o .  Two d i f f e r e n t  t y p e s  o f  r e s p o n s e s  
a r e  u s e d - - p o s i t i v e  and n e g a t i v e  r e s p o n s e s ;  t h e  l a t t e r  c a n  c a r r y  
s e n s e  d a t a .  Cha ins  o f  messages  a r e  a l s o  a l l o w e d ;  t h e y  a r e  
handled  a s  one  l o g i c a l  message. P r o t o c o l  i n f o r m a t i o n  i n d i c a t e s  
whe ther  t h e  message i s  f i r s t ,  m i d d l e ,  o r  l a s t  i n  a  c h a i n .  There  
a r e  t h r e e  p o s s i b l e  o p t i o n s  w i t h  r e g a r d  t o  r e q u e s t i n g  r e s p o n s e s :  
no r e s p o n s e ,  e x c e p t i o n  r e s p o n s e  ( a  r e s p o n s e  i s  r e q u i r e d  o n l y  i f  
an e r r o r  o c c u r s )  , d e f i n i t e  r e s p o n s e  ( a  r e s p o n s e  i s  r e q u i r e d  i n  
any  c a s e ) .  

The p r o t o c o l  o p e r a t e s  i n  a  t y p i c a l  h a l f - d u p l e x ,  f l i p - f l o p  
way. The s e n d e r  a lways  c o n t r o l s  t h e  l o g i c a l  c h a n n e l ;  c o n t r o l  i s  
t r a n s f e r r e d  t o  t h e  o t h e r  s i d e  by s e t t i n g  t h e  change  d i r e c t i o n  
i n d i c a t o r  on  t h e  p r o t o c o l  i n f o r m a t i o n .  

5 .  MODES OF OPERATION AND RELATED PROTOCOLS 

T h e r e  a r e  s e v e r a l  ways i n  which a  t e r m i n a l  c a n  i n t e r a c t  
w i t h  a  remote  t i m e - s h a r i n g  sys tem.  Three  modes o f  o p e r a t i o n  
c a n  be d i s t i n g u i s h e d :  synchronous ,  quas i - synchronous ,  and 
asynchronous .  Each o f  them r e q u i r e s  a  s p e c i f i c  p r o t o c o l .  F i r s t ,  
l e t  u s  o u t l i n e  t h e  synchronous  mode. 

Suppose t h a t  t h e  GTC i s s u e s  a  WRITE command t o  t h e  MDP; 
i f  t h e  MDP i s  t h e  s e n d e r ,  it w i l l  s e n d ,  t h r o u g h  t h e  CS, a  
r e q u e s t  w i t h  t h e  f o l l o w i n g  c h a r a c t e r i s t i c s :  u n i q u e  i n  c h a i n ,  
d e f i n i t e  r e s p o n s e ,  no  change  d i r e c t i o n ;  t h e  WRITE o p e r a t i o n  
w i l l  be l e f t  open t o  t h e  GTC. When t h e  message r e a c h e s  t h e  
MDP a t  t h e  t e r m i n a l  s i d e ,  a  WRITE o p e r a t i o n  i s  r e a l l y  s t a r t e d  
a t  t h e  t e r m i n a l  and ,  a t  o p e r a t i o n  comple ted ,  a  r e s p o n s e  is  s e n t  
w i t h  t h e  a c t u a l  e n d i n g  s t a t u s .  Upon t h e  r e c e p t i o n  o f  t h i s  
r e s p o n s e ,  t h e  e n d i n g  s t a t u s  i s  g i v e n  t o  t h e  GTC and t h e  o p e r a t i o n  
i s  c l o s e d ,  t h u s  a l l o w i n g  a  f u r t h e r  one t o  t a k e  p l a c e .  

As f a r  a s  t h e  READ o p e r a t i o n  i s  c o n c e r n e d ,  a  r e q u e s t  w i t h  
t h e  f o l l o w i n g  c h a r a c t e r i s t i c s  w i l l  be  s e n t :  u n i q u e  i n  c h a i n ,  
r e s p o n s e  on e x c e p t i o n  and c h a n g e  d i r e c t i o n ;  no d a t a  a r e  c a r r i e d  
t o  t h e  o t h e r  s i d e .  Because of  t h e  change d i r e c t i o n  i n d i c a t o r ,  
t h e  MDP a t  t h e  t e r m i n a l  s i d e  t a k e s  c o n t r o l  o f  t h e  c h a n n e l .  A 
READ o p e r a t i o n  i s  r e a l l y  s t a r t e d  a t  t h e  t e r m i n a l  and d a t a  a r e  
s e n t  by means of  t h e  r e q u e s t  s p e c i f y i n g  u n i q u e  i n  c h a i n ,  e x c e p t i o n  
r e s p o n s e ,  and change  d i r e c t i o n .  At  t h e  GTC s i d e ,  d a t a  a r e  g i v e n  



t o  t h e  S/370, and t h e  o p e r a t i o n  i s  c l o s e d ,  a l l owing  f u r t h e r  
o p e r a t i o n s  t o  t a k e  p lace .  

A s  f a r  a s  t h e  PREPARE o p e r a t i o n  i s  concerned,  no message 
i s  gene ra t ed ;  however, a t  t h e  t e r m i n a l  s i d e ,  u n l e s s  it is  a  
READ o r  a  WRITE o p e r a t i o n ,  a  PREPARE o p e r a t i o n  i s  always be ing  
executed .  I n  t h e s e  c i r cums tances ,  i f  t h e  a t t e n t i o n  key i s  h i t ,  
an  asynchronous message i s  s e n t  t o  t h e  2702 s i d e ,  and a l l  t h e  
a c t i v i t y  a t  t h e  t e r m i n a l  s i d e  i s  f r o z e n  u n t i l  a  response  t o  
t h e  asynchronous message i s  r e c e i v e d .  While t h i s  i s  happening, 
o t h e r  incoming messages a r e  d i s ca rded .  When t h e  asynchronous 
message r e a c h e s  t h e  2702 s i d e ,  t h e  sending  o p e r a t i o n  i s  c l o s e d  
w i t h  a n  a p p r o p r i a t e  ending s t a t u s  s imu la t ing  t h e  h i t t i n g  of t h e  
a t t e n t i o n  key. 

I n  t h e  quasi-synchronous mode, messages from t h e  GTC t o  
t h e  GIT a r e  cha ined  t o g e t h e r .  Le t  u s  u s e  N t o  i n d i c a t e  t h e  
maximum number of  messages i n  a  c h a i n .  When a  WRITE command 
i s  r e c e i v e d ,  i f  c h a i n i n g  is under way and N-1 messages have 
no t  y e t  been s e n t ,  a  message i s  s e n t  w i th  t h e  fo l lowing  c h a r a c t e r -  
i s t i c s :  excep t ion  response ,  middle i n  c h a i n ,  no change d i r e c t i o n .  
The WRITE o p e r a t i o n  i s  then  c lo sed  p rov id ing  a  normal ending 
s t a t u s  and t h u s  a l l owing  f u r t h e r  o p e r a t i o n s  t o  t a k e  p lace .  When 
N-1 messages a r e  a l r e a d y  s e n t ,  t h e  Nth message i s  s e n t  wi th :  
d e f i n i t e  response ,  l a s t  i n  cha in ,  no change d i r e c t i o n ;  t h e  w r i t e  
o p e r a t i o n  i s  l e f t  open u n t i l  t h e  r e sponse  t o  t h e  c h a i n  i s  
r ece ived .  

A s  f a r  a s  t h e  READ o p e r a t i o n  i s  concerned,  a  message wi th  
excep t ion  r e sponse ,  l a s t  i n  c h a i n ,  and change d i r e c t i o n  i s  
s e n t ,  and t h e  ope ra t ion  i s  l e f t  pending u n t i l  d a t a  a r e  r ece ived .  
For t h e  PREPARE o p e r a t i o n ,  t h e  same c o n s i d e r a t i o n s  a s  made f o r  
t h e  synchronous mode a l s o  app ly  t o  t h i s  mode. 

The quasi-synchronous mode i s  t h e  mode implemented i n  
RPCNET and,  a t  t h e  moment, it is  be ing  t e s t e d .  More d e t a i l e d  
i n fo rma t ion  about  t e rmina l  p r o t o c o l  w i l l  be g iven  a s  soon a s  t h e  
so f tware  has  been s u c c e s s f u l l y  t e s t e d .  

The expe r i ence  ob ta ined  by t e s t i n g  t h e  quasi-synchronous 
p r o t o c o l  w i l l  form a  b a s i s  f o r  t h e  complet ion of t h e  asynchronous 
p r o t o c o l  des ign  which i s  now under  way. 
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1 .  INTRODUCTION 

Packe t - swi tched  s e r v i c e s  a r e  d e v e l o p i n g  i n  a  number o f  
d i f f e r e n t  ways w i t h  a  consequent  problem of  c o m p a t i b i l i t y .  
The most  d i f f i c u l t  c o m p a t i b i l i t y  q u e s t i o n s  r e v o l v e  a b o u t  where 
i n  t h e  network t h e  d i f f e r e n t  l e v e l s  of communication s e r v i c e  
s h o u l d  b e  p r o v i d e d .  T h i s  paper  d e s c r i b e s  t h r e e  l e v e l s  o f  
s e r v i c e ,  d a t a g r a m ,  v i r t u a l  c i r c u i t ,  and h o s t - h o s t  p r o t o c o l  
and a t t e m p t s  t o  show how t h e y  a r e  r e l a t e d  t o  t h e  communication 
r e q u i r e m e n t s  o f  compute rs  and t e r m i n a l s .  

2 .  TWO ASPECTS OF COMMUNICATION 

Communication may b e  t h o u g h t  o f  i n  two ways- -e i the r  t h e  
t r a n s p o r t a t i o n  o f  messages  o r  t h e  p r o v i s i o n  o f  a  c i r c u i t  j o i n i n g  
t h e  two communicating e n t i t i e s .  

With t h e  a i d  o f  a  c i r c u i t  (which i s  b i d i r e c t i o n a l ) ,  message 
t r a n s p o r t  c a n  b e  o r g a n i s e d  s o  it might  s e e m  t h a t  a  c i r c u i t  i s  
more comprehensive.  On t h e  o t h e r  hand, t h e  communication p r o c e s s  
i s  b a s i c a l l y  a n  exchange of messages  ( t h i s  is  p a r t i c u l a r l y  
c l e a r  f o r  d a t a  communication between c o m p u t e r s ) .  The message 
p a s s i n g  from A t o  B may be l o n g  o r  s h o r t ,  b u t  t h e  d a t a  p r o c e s s i n g  
scheme i s  u s u a l l y  such  t h a t  A d o e s  n o t  e x p e c t  a  r e p l y  u n t i l  i t s  
message i s  comple te ,  and B c a n n o t  g i v e  a  meaningfu l  r e p l y  u n t i l  
it h a s  r e c e i v e d  t h e  whole of A ' s  message. An e x c e p t i o n  t o  t h i s  
s i m p l e  r u l e  i s  t h a t  B may need a  mechanism t o  i n t e r r u p t  t h i s  
f l o w  from A i f  t h e r e  h a s  been some m i s u n d e r s t a n d i n g  o r  e r r o r .  
T h i s  i s ,  however, a n  e x c e p t i o n a l  s i t u a t i o n ,  and u s u a l l y  t h e  
outcome o f  it i s  u n c e r t a i n .  So, t h e  c o n v e r s a t i o n  must be  reset 
a f t e r w a r d s  t o  some a g r e e d  s t a t e .  

I t  soon becomes c l e a r  t h a t  i n t e r a c t i v e  o r  " c o n v e r s a t i o n a l "  
computer  p r o c e s s e s  (whe ther  from computer  t o  computer  o r  between 
a  computer  and a  man a t  a  t e r m i n a l )  c a n  b e s t  be  d e s c r i b e d  i n  
t e r m s  of  message t r a n s p o r t .  T h i s  may e x p l a i n  t h e  p o p u l a r i t y  o f  
p a c k e t - s w i t c h i n g  w i t h  some computer-system d e s i g n e r s .  A t  t h e  
o t h e r  e x t r e m e ,  t h e r e  a r e  c l e a r l y  some s i t u a t i o n s  which a r e  b e s t  
hand led  by a  c i r c u i t  a t  t h e  p r e s e n t  s t a t e  o f  t e c h n o l o g y .  



3 .  THE DATAGRAM SERVICE 

I n  i t s  s i m p l e s t  form,  p a c k e t - s w i t c h i n g  p r o v i d e s  a  mechanism 
t o  t r a n s p o r t  a  p a c k e t  from a n y  " p o r t "  on t h e  network t o  any  
o t h e r .  The form of  t h i s  p a c k e t  t r a n s p o r t  s e r v i c e ,  which i s  
b e i n g  c o n s i d e r e d  f o r  i n t e r n a t i o n a l  agreement  a t  CCITT, h a s  
come t o  be known a s  t h e  "datagram" s e r v i c e ,  and we s h a l l  
t h e r e f o r e  u s e  t h i s  t e r m  f o r  t h e  p a c k e t  t r a n s p o r t  f a c i l i t y .  

A computer  may wish  t o  p r e s e n t  a  " m u l t i p l e "  a p p e a r a n c e  t o  
t h e  o u t s i d e  wor ld  s o  t h a t  w i t h i n  i t s  main a d d r e s s  (which i s  
a n  a d d r e s s  known t o  t h e  d a t a  communication ne twork)  it may 
have  a  s u b a d d r e s s  d e f i n i n g  a  p o r t .  T h i s  i d e a  of m u l t i p l e  
c o n n e c t i o n s  w i l l  a l s o  a p p e a r  i n  c o n n e c t i o n  w i t h  t h e  v i r t u a l  
c i r c u i t  and h o s t - t o - h o s t  p r o t o c o l  s e r v i c e s  l a t e r .  I n  t h e  
d a t a g r a m  s e r v i c e ,  it i s  m e r e l y  an  a d d r e s s i n g  c o n v e n t i o n .  

4 .  THE DATAGRAM CONVERSATION 

The s i m p l e s t  form of  c o n v e r s a t i o n  u s i n g  t h e  d a t a g r a m  
s e r v i c e  i s  f o r  A t o  send B a  d a t a g r a m  and t h e n  w a i t  f o r  B 
t o  r e p l y  w i t h  a  da tagram.  The a l t e r n a t i o n  r u l e  i s  n o t  s t r ic t  
i n  t h a t  A may wish t o  r e s e n d  a f t e r  a  t ime-ou t  i f  B h a s  n o t  
r e p l i e d ,  and t h e  a l t e r n a t i o n  may b e  b roken  by t h e  s t a r t  o f  a  
new c o n v e r s a t i o n .  

P r a c t i c a l  examples  of da tagram c o n v e r s a t i o n s  a r e  e l e c t r o n i c  
fund t r a n s f e r ,  c r e d i t  c a r d  v a l i d a t i o n ,  c a s h  d i s p e n s e r s ,  and 
s o  f o r t h .  The p r e c i s e  p r o t o c o l  which d e t e r m i n e s  who s e n d s  a  
message n e x t  o r  whe ther  t h e  c o n v e r s a t i o n  i s  f i n i s h e d  w i l l  
b e  d e p e n d e n t  on t h e  a p p l i c a t i o n .  For  example,  a  c a s h  d i s -  
p e n s e r  migh t  send a n  i d e n t i f i c a t i o n  and r e q u e s t ;  t h e  c e n t r a l  
computer  migh t  r e p l y  w i t h  t h e  a u t h o r i s a t i o n ;  and t h e  c a s h  
d i s p e n s e r  r e p l y  w i t h  c o n f i r m a t i o n  t h a t  t h e  t r a n s a c t i o n  was 
comple ted .  The p r o t o c o l  o f  t h i s  th ree -message  c o n v e r s a t i o n  
would have  t o  p r o v i d e  r u l e s  f o r  e a c h  t y p e  o f  a b n o r m a l i t y  o r  
f a i l u r e  t h a t  migh t  o c c u r .  

P r o t o c o l s  f o r  t h e s e  da tagram exchanges  would g e n e r a l l y  
be v e r y  s i m p l e  and would n o t  have t o  b e  t h e  s u b j e c t  o f  
network-wide s t a n d a r d s .  C l a s s e s  o f  u s e r s ,  e . g . ,  banks,  might  
f i n d  it c o n v e n i e n t  t o  se t  t h e i r  own s t a n d a r d s .  

S i n c e  d a t a g r a m s  w i l l  p r o v i d e  f o r  up t o  255 o c t e t s  o f  
u s e r  i n f o r m a t i o n ,  it seems t h a t  a  v e r y  l a r g e  number o f  ne twork  
a p p l i c a t i o n s  c a n  be o r g a n i s e d  i n t o  t h i s  form. Indeed ,  
p r e d i c t i o n s  a b o u t  t h e  q u a n t i t y  o f  "fund t r a n s f e r "  o p e r a t i o n s  
i n  a  new da ta -ne twork  make it seem l i k e l y  t h a t  t h e  m a j o r i t y  
o f  t r a f f i c  w i l l  b e  i n  da tagram c o n v e r s a t i o n s .  

L e t  u s  suppose  we have a  more complex s i t u a t i o n  such  a s  a  
c e n t r a l  computer  p o l l i n g  a  number o f  t e l e m e t r y  s t a t i o n s .  Given 
t h e  d a t a g r a m  s e r v i c e ,  t h i s  a p p l i c a t i o n  c a n  be f o r c e d  i n t o  t h e  
mould of a  da tagram c o n v e r s a t i o n .  There  migh t  be ways t o  



economise i n  packe t s  by us ing  t h e  h ighe r - l eve l  s e r v i c e s  t o  be 
d e s c r i b e d  below, but  t h e  s i m p l i c i t y  t o  be ob ta ined  by d e v i s i n g  
s p e c i a l i s e d  p ro toco l  f o r  a  p a r t i c u l a r  a p p l i c a t i o n  would a l s o  
make t h e  datagram conve r sa t ion  p r e f e r a b l e .  

5. MULTIPLEXED DATAGRAM CONVERSATIONS 

A s i n g l e  p rocess  i n  a  computer, u s ing  a  s i n g l e  p o r t  
a d d r e s s ,  would be capab le  of mu l t ip l ex ing  a  number of channels  
by p o l l i n g  o r  c a r r y i n g  o u t  s imultaneous contending  conve r sa t ions  
wi th  s e v e r a l  o t h e r  p o r t s  o r  t e rmina l s .  The so f tware  r equ i r ed  
f o r  such m u l t i p l e  conve r sa t ions  over  one p o r t  would be complex, 
and an a l t e r n a t i v e  would be t o  use  one of t h e  h ighe r - l eve l  
s e r v i c e s ,  t o  be desc r ibed  below, wi th  i t s  a s s o c i a t e d  p ro toco l .  

6 .  INTERFACE REQUIREMENTS FOR DATAGRAM CONVERSATION 

We s t a t e d  above t h a t  t h e  p ro toco l  governing a  datagram 
conve r sa t ion  would be determined by t h e  a p p l i c a t i o n .  The format 
of t h e  datagram i s  a  network-wide s t anda rd  and, t h e r e f o r e ,  an  
impor tant  p a r t  of t h e  d e f i n i t i o n  of  t h e  packet  i n t e r f a c e  between 
t h e  network and i t s  s u b s c r i b e r .  

The l i n k  between t h e  s u b s c r i b e r  and t h e  network must be 
a b l e  t o  t r a n s p o r t  packets  r e l i a b l y  and be a b l e  t o  e x e r t  l o c a l  
f low c o n t r o l  s o  t h a t ,  f o r  example, t h e  network can  hold o f f  
incoming t r a f f i c  t o  avoid l o c a l  conges t ion .  There a r e  many 
well-known p r o t o c o l s  t h a t  would be s u i t a b l e ,  f o r  example HDLC 
i s  a  l i k e l y  cand ida te  f o r  g e n e r a l  adopt ion .  But t h i s  l o c a l -  
l i n k  p r o t o c o l  i s  a  pu re ly  l o c a l  m a t t e r ,  and it cou ld  va ry  from 
network t o  network and from s u b s c r i b e r  t o  s u b s c r i b e r .  

Thinking of t h e  datagram conve r sa t ion  mechanism a s  having 
t h e  components shown i n  Figure  1 ,  it i s  c l e a r  t h a t  e r r o r  c o n t r o l  
is  a l r e a d y  provided on a  l ink-by- l ink  b a s i s .  Flow c o n t r o l  i s  
broken i n  t h e  communication network, bu t  i s  r e s t o r e d ,  end t o  
end, i f  t h e  p ro toco l  chosen f o r  t h e  datagram conve r sa t ion  i s  
s e n s i b l e .  There i s  g e n e r a l l y  a  s p e c i a l i s e d  form of end-to-end 
c o n t r o l .  Within t h e  datagram, t h e  messages have a  format which 
is  s p e c i f i c  t o  t h e  a p p l i c a t i o n ,  and t h e r e  a r e  u s u a l l y  many 
c o n d i t i o n s  f o r  t h e  a p p l i c a t i o n  program t o  r ecogn i se  a  s a t i s -  
f a c t o r y  conve r sa t ion .  Thus ,  i n  a  sense ,  t h e r e  a r e  forms of 
end-to-end e r r o r  and flow c o n t r o l  b u i l t  i n t o  t h e  a p p l i c a t i o n  
i t s e l f .  

Figure 1 
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Datagram conversations a r e  not  confined t o  s i n g l e  datagram 
messages, but problems of assembly and e r r o r  c o n t r o l  become 
more complex with longer messages, and it would be b e t t e r  t o  
adopt one of t h e  more e labora te  s e r v i c e s  o r  protocols .  

7 .  THE VIRTUAL C I R C U I T  

For t h e  t r a n s p o r t  of messages of i n d e f i n i t e  length ,  a 
protocol  is  needed between two subsc r ibe r s  (o r  two p o r t s )  f o r  
e r r o r  and flow c o n t r o l  and poss ibly  f o r  assembling t h e  message 
a t  t h e  d e s t i n a t i o n .  During t h e  opera t ion of t h i s  protocol ,  t h e  
two subsc r ibe r s  (o r  p o r t s )  a r e  c l o s e l y  assoc ia ted  and might be 
s a i d  t o  be l o g i c a l l y  l inked toge the r .  One type of protocol of 
t h i s  kind provides a se rv ice  which is  known a s  a " v i r t u a l  
c i r c u i t " .  This can be understood bes t  i f  t h e  s e r v i c e  i s  provided 
using t h e  datagram se rv ice  a s  i t s  underlying mechanism. 

Like a r e a l  c i r c u i t ,  a  v i r t u a l  c i r c u i t  provides f o r  a stream 
of b i t s  t o  be s e n t  from one p o r t  t o  t h e  o the r  without e r r o r  and 
without los ing  t h e i r  o r i g i n a l  sequence. In  genera l ,  a  c i r c u i t  
i s  b i d i r e c t i o n a l ,  and our use of t h e  words " v i r t u a l  c i r c u i t "  
w i l l  assume t h i s .  

The b i t  streams w i l l  be c a r r i e d  a s  packets,  and one of the  
s imples t  ways t o  organise  t h i s  i s  t o  leave the  datagram net-  
work unchanged and t o  organise  the  v i r t u a l  c a l l  protocol  wi th in  
t h e  s u b s c r i b e r ' s  computers. This s i t u a t i o n  i s  shown i n  Figure 2 .  
The bas ic  t a s k  of t h e  v i r t u a l  c a l l  protocol  i s  t o  keep t h e  
packets  i n  t h e  r i g h t  sequence. For t h i s  purpose, it must add 
sequence numbers a t  the  source and check them a t  t h e  d e s t i n a t i o n .  
Since e r r o r s  might leave t h e  sequence indeterminate,  the v i r t u a l  
c a l l  protocol  must provide e r r o r  c o n t r o l  by re t ransmiss ion 
t o  ensure t h a t  a packet is  r e l i a b l y  received before it i s  
de l ive red  i n  t h e  sequenced stream. The v i r t u a l  c i r c u i t  protocol  
should a l s o  provide flow c o n t r o l  so  t h a t  i f  t h e  d e s t i n a t i o n  
slows down o r  ceases  t o  accept packets,  the  source w i l l  not 
waste i t s  e f f o r t s  sending ones t h a t  cannot be received.  

Figure 2. 
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I n  t h e  scheme d e s c r i b e d  s o  f a r ,  t h e  p a c k e t s  r e t a i n  t h e i r  
i d e n t i t y  even though  it i s  t h e  s t r i n g  o f  b i t s  ( o r  o c t e t s )  
w i t h i n  t h e  p a c k e t s  which p a s s e s  o v e r  t h e  " v i r t u a l  c i r c u i t " .  
T h i s  f e a t u r e  i s  t h o u g h t  t o  be g e n e r a l l y  u s e f u l  s i n c e  what  p a s s e s  
o v e r  t h e  c i r c u i t  a r e  messages  hav ing  a  s p e c i a l  f o r m a t  which i s  
m e a n i n g f u l  t o  t h e  a p p l i c a t i o n ,  and it should  be p o s s i b l e  t o  u s e  
t h e  b o u n d a r i e s  of network p a c k e t s  ( d a t a g r a m s )  t o  h e l p  d e f i n e  
t h i s  f o r m a t .  For example,  t h e  f i r s t  few b i t s  o f  e a c h  p a c k e t  
migh t  encode i t s  func t ion- - such  a s  d a t a / c o n t r o l  and f i r s t / i n t e r i o r /  
l a s t  p a c k e t  o f  a  message. 

T h i s  i s  n o t  q u i t e  e s s e n t i a l ,  however, and ,  a c c o r d i n g  t o  
a n o t h e r  scheme, t h e  p a c k e t s  s e n t  i n t o  t h e  v i r t u a l  c i r c u i t  may 
be s p l i t  u p  and r e j o i n e d  en  r o u t e ,  r e t a i n i n g  o n l y  t h e  same b i t  
( o r  o c t e t )  sequence b u t  l o s i n g  t h e  o r i g i n a l  d i v i s i o n  between 
p a c k e t s .  However, we t h i n k  t h a t  t h i s  r e s t r u c t u r i n g  of p a c k e t s  i n  
t h e  v i r t u a l  c i r c u i t  i s  n o t  h e l p f u l  t o  most a p p l i c a t i o n s .  I t  i s  
p e r h a p s  t o o  l i t e r a l  a n  i n t e r p r e t a t i o n  of t h e  i d e a  o f  a  v i r t u a l  
c i r c u i t  and b r i n g s  t h e  sys tem u n n e c e s s a r i l y  c l o s e  t o  p r o p e r t i e s  
o f  a  r e a l  c i r c u i t  which a r e  n o t  n e c e s s a r i l y  t h e  b e s t  f o r  t h e  
computer communication s i t u a t i o n .  

I n  most r e s p e c t s ,  t h e  v i r t u a l  c i r c u i t  i s  u n l i k e  a  r e a l  one. 
For example,  t h e  amount of d a t a  s t o r e d  i n  t h e  network i s  v a r i a b l e ,  
and t h e  d a t a  r a t e s  a t  s o u r c e  and d e s t i n a t i o n  a r e  n o t  i n s t a n t a -  
n e o u s l y  locked  t o g e t h e r .  

8 .  THE VIRTUAL CIRCUIT AND THE CHARACTER TERMINAL INTERFACE 

A c h a r a c t e r  t e r m i n a l  such  a s  a  v i s u a l  d i s p l a y  u n i t  r e c e i v e s  
and t r a n s m i t s  a  s t r e a m  of  o c t e t s ,  and ,  d u r i n g  a  c o n v e r s a t i o n ,  
it would normal ly  exchange t h e s e  w i t h  o n l y  one  p o r t  i n  a  d i s t a n t  
computer .  ( A  p o s s i b l e  e x c e p t i o n  i s  t h a t  t h e  s e t t i n g  up of  t h e  
c a l l  migh t  i n v o l v e  a  d i f f e r e n t  p o r t . )  S i n c e  t h e  sequence of t h e  
b y t e s  i s  i m p o r t a h t ,  t h e  c h a r a c t e r  t e r m i n a l  r e q u i r e s  a  v i r t u a l  
c i r c u i t  s e r v i c e  and n o t  a  da tagram s e r v i c e .  

I n  many packe t - swi tched  ne tworks ,  c h a r a c t e r  t e r m i n a l s  a r e  
handled  by a  s p e c i a l  s e r v i c e  c a l l e d  t h e  " t e r m i n a l  p r o c e s s o r "  o r  
" p a c k e t  a s s e m b l e r / d i s a s s e m b l e r "  . 

T h e r e f o r e ,  t h e  t e r m i n a l  p r o c e s s o r  a d m i n i s t e r s  one  end o f  a  
v i r t u a l  c a l l  p r o t o c o l ,  b u t ,  because  t h e  d a t a  r a t e  f o r  t h e s e  
c h a r a c t e r  t e r m i n a l s  i s  n o t  h i g h ,  it might  be a  s i m p l i f i e d  v e r s i o n  
of  t h e  v i r t u a l  c a l l  p r o t o c o l  d e f i n e d  f o r  t h e  network a s  a  whole.  
F i g u r e s  3 and 4 i l l u s t r a t e  t h i s  s i t u a t i o n .  
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9 .  MULTIPLEXED VIRTUAL CALLS 

The e x i s t e n c e  o f  a  s i n g l e  c h a n n e l  v i r t u a l  c a l l  s h o u l d  n o t  
b e  i g n o r e d ,  b u t ,  i n  t h e  m a j o r i t y  o f  c a s e s ,  compute r s  on t h e  
network w i l l  be  c a p a b l e  o f  m u l t i p l e  a c c e s s .  The v i r t u a l  c a l l  
p r o t o c o l  which t h e y  implement ,  though  it u s e s  a  s i n g l e  l o c a l  
l i n k  t o  t h e  d a t a g r a m  n e t w o r k ,  w i l l  p r o v i d e  v i r t u a l  c a l l s  t o  
many p o r t s  a t  a  t i m e .  One r e e n t r a n t  program c a n  a d m i n i s t e r  
s e v e r a l  p o r t s  by u s i n g  a  s e t  o f  s t a t u s  i n d i c a t o r s ,  c o u n t e r s ,  and 
b u f f e r s  f o r  e a c h  p o r t .  T h i s  s i t u a t i o n  i s  a l r e a d y  i l l u s t r a t e d  i n  
F i g u r e  2 .  I n  a  s i m i l a r  way, t h e  t e r m i n a l  p r o c e s s o r  n o r m a l l y  
h a n d l e s  a  number o f  t e r m i n a l s  a s  shown i n  F i g u r e s  3 and 4. 

1 0 .  VIRTUAL CALL FACILITIES WITHIN THE NETWORK 

We have d e s c r i b e d  a  v i r t u a l  c a l l  p r o t o c o l  a s  i f  it were  
implemented e n t i r e l y  o u t s i d e  t h e  d a t a  communicat ion ne twork  
b e c a u s e  t h i s  i s  t h e  s i m p l e s t  model.  I n  t h e  c a s e  o f  t h e  t e r m i n a l  



p r o c e s s o r ,  it i s  a  r e a s o n a b l e  o b j e c t i v e  f o r  t h e  d a t a  communicat ion 
ne twork  t o  p r o v i d e  a  c h a r a c t e r  i n t e r f a c e  a s  w e l l  a s  a  p a c k e t  
i n t e r f a c e ,  and it may be  combined i n  t h e  network e i t h e r  a s  a  
s e p a r a t e  p r o c e s s o r  o r  combined i n  o n e  machine w i t h  a  s o f t w a r e  
i n t e r f a c e  a s  shown i n  F i g u r e s  3 and 4 ,  r e s p e c t i v e l y .  

A r e a s o n a b l e  o b j e c t i v e  i s  t o  make t h e  t e r m i n a l  p r o c e s s o r  
c o m p a t i b l e  w i t h  t h e  v i r t u a l  c a l l  p r o t o c o l  s o  t h a t  a n y  o n e  o f  t h e  
t e r m i n a l s  (see F i g u r e s  3 and 4 )  h a s  a  b i d i r e c t i o n a l  v i r t u a l  
c i r c u i t  t o  o n e  o f  t h e  p r o c e s s e s  ( o r  p o r t s )  i n  t h e  s u b s c r i b e r ' s  
compute r .  

A second scheme f o r  i n c o r p o r a t i n g  v i r t u a l  c a l l s  i n  t h e  
ne twork  i s  t o  r e q u i r e  a l l  t h e  n e t w o r k ' s  s e r v i c e s  t o  t a k e  t h i s  
form.  F o r  a  p a c k e t  i n t e r f a c e  t h i s  i s  shown i n  F i g u r e  5 .  Both 
t h e  ne twork  and t h e  s u b s c r i b e r  a r e  i n v o l v e d  i n  v i r t u a l  c a l l  
p r o t o c o l  s i n c e  L  i s ,  e f f e c t i v e l y ,  a  l i n k  a t  t h e  d a t a g r a m  l e v e l .  

T h i s  a p p a r e n t l y  u n t i d y  a r r a n g e m e n t  i s  a d v o c a t e d  b e c a u s e  it 
imposes  f l o w  c o n t r o l  on e a c h  v i r t u a l  c i r c u i t ,  whereas  t h e  f l o w  
c o n t r o l  i n  F i g u r e s  1 and 2 i s  c a r r i e d  o u t  by t h e  s u b s c r i b e r s .  
The problem,  s e e n  p a r t i c u l a r l y  by t e lecommunica t ion  a u t h o r i t i e s ,  
i s  t h a t  a  wrongly f u n c t i o n i n g  p r o t o c o l  i n  t h e  s u b s c r i b e r ' s  
equipment  w i l l  f i l l  t h e  d a t a g r a m  network w i t h  p a c k e t s  which 
c a n n o t  be  d e l i v e r e d .  

However, t h e r e  a r e  p r o p o s a l s  t o  p r o t e c t  t h e  network a g a i n s t  
t h e s e  t y p e s  o f  f a i l u r e s ,  and s i m i l a r  f a i l u r e  mechanisms c a n  b e  
proposed f o r  t h e  v i r t u a l  c i r c u i t  f a c i l i t y  o f  F i g u r e  5 .  

1 1 .  HOST-TO-HOST PROTOCOL 

Figure 5.  
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The v i r t u a l  c i r c u i t  f a c i l i t y  d o e s  n o t  u n d e r t a k e  t h e  
r e a s s e m b l y  of  messages .  Al though  it a l l o w s  l o n g  messages  t o  
p a s s  t h r o u g h ,  it d o e s  n o t  r e c o g n i s e  them a s  messages .  

As w e  s t a t e d  p r e v i o u s l y ,  computer  communication i s  o r g a n i s e d  
i n  messages  and g e n e r a l l y  v e r y  s h o r t  o n e s ,  b u t  a  f a c i l i t y  f o r  
t r a n s p o r t i n g  l o n g  messages  w i l l ,  on o c c a s i o n ,  be  r e q u i r e d .  An 
end-to-end p r o t o c o l  t h a t  o r g a n i s e s  long  messages  g o e s  by a  number 
o f  d i f f e r e n t  names s u c h  a s  ' hos t - to -hos t  p r o t o c o l "  i n  t h e  ARPA 
ne twork ,  and " t r a n s p o r t  s t a t i o n "  i n  t h e  CYCLADES network.  

I n  t h e  t r a n s p o r t  o f  l o n g  messages ,  t h e  f l o w  c o n t r o l  
between t h e  two e n d s  h a s  t o  b e  t i e d  i n  w i t h  t h e  c o m p u t e r ' s  
o p e r a t i n g  sys tem.  F i n i t e  amounts  of  s t o r e  a r e  a v a i l a b l e  f o r  
message r e a s s e m b l y ,  and t h e r e  may have t o  b e  a  pause  i n  t r a n s -  
m i s s i o n  w h i l e  more s t o r a g e  i s  found .  T h i s  i s  r e l a t i v e l y  e a s y  
by a d m i n i s t e r i n g  t h e  h o s t - t o - h o s t  p r o t o c o l  i n  t h e  s u b s c r i b e r ' s  
compute r .  Very l o n g  messages  w i l l  n o t  b e  h e l d  i n  s imple  i n p u t /  
o u t p u t  b u f f e r s  b u t  w i l l  be  t r a n s f e r r e d  i n  p i e c e s  t o  and from o t h e r  
s t o r e s ,  making u s e  of  t h e  v a r i a b l e  d a t a  r a t e  and dynamic m u l t i -  
p l e x i n g  which c h a r a c t e r i s e s  packe t - swi tched  networks.  

T r a n s p o r t  o f  long  messages  i n t r o d u c e s  t h e  problem t h a t  a  
v i r t u a l  c i r c u i t  may b e  o c c u p i e d  w i t h  one message f o r  a  l o n g  
t i m e .  S h o r t  u r g e n t  messages  may be d e l a y e d .  One s o l u t i o n  i s  
t o  p r o v i d e  t h e s e  s h o r t  u r g e n t  messages  w i t h  an a l t e r n a t i v e  
v i r t u a l  c i r c u i t  o p e r a t i n g  a s  a  s i g n a l l i n g  c h a n n e l .  To s a v e  t h e  
overhead  o f  s e t t i n g  u p  two c i r c u i t s ,  w e  c a n  p r o v i d e  f o r  u r g e n t  
messages  t o  b r e a k  i n t o  t h e  s t r e a m  o f  d a t a g r a m s  t h a t  c a r r y  t h e  
main f low.  T h i s  i s  t h e  f u n c t i o n  o f  t h e  " t e l e g r a m "  o f  t h e  
CYCLADES t r a n s p o r t  s t a t i o n .  

The h o s t - t o - h o s t  p r o t o c o l  i s  normal ly  m u l t i p l e x e d  s o  t h a t  
it c a n  h a n d l e  a  number o f  v i r t u a l  c i r c u i t s  a t  a  t i m e .  F i g u r e  2 
c o u l d ,  w i t h  H-H r e p l a c i n g  VCP, i l l u s t r a t e  t h e  h o s t - t o - h o s t  
p r o t o c o l  i n  a c t i o n  between two m u l t i a c c e s s  compute rs .  

12. LOCATION OF THE HOST-TO-HOST PROTOCOL 

The h o s t - t o - h o s t  p r o t o c o l  i s  a  complex t h i n g  hav ing  of  t h e  
o r d e r  o f  10,000 s t a t e m e n t s  i n  i t s  program. I t  h a s  sometimes been 
s u g g e s t e d  t h a t  it s h o u l d  b e  c o n t a i n e d  w i t h i n  t h e  network o r  
c a r r i e d  o u t  i n  a  f r o n t - e n d  computer  which i s  l i n k e d  t o  t h e  main 
m u l t i a c c e s s  machine.  Such a  s i t u a t i o n  i s  shown i n  F i g u r e  6 .  
I t  i s  immedia te ly  o b v i o u s  t h a t  t h e  l i n k  marked M i n  t h i s  f i g u r e  
i s  v e r y  complex. I t  would p r o b a b l y  be based on a  l o c a l  l i n k  
p r o t o c o l  l i k e  L, b u t ,  on t o p  o f  t h i s ,  it must have i t s  own 
p r o t o c o l  c a p a b l e  o f  communicating between t h e  c o l l e c t i o n  of  p o r t s  
s e r v e d  by t h e  h o s t - t o - h o s t  program and t h e  c o r r e s p o n d i n g  p r o c e s s e s  
i n  t h e  m u l t i a c c e s s  computer .  Fur thermore ,  a l l  t h e  f low c o n t r o l ,  
e r r o r  c o n t r o l ,  and s i g n a l l i n g  c o n s i d e r a t i o n s  f o r  e a c h  p o r t  must 
b e  ex tended  t o  t h e  m u l t i a c c e s s  compute r .  The problems o f  how 
much r e a s s e m b l y  o f  messages  i s  c a r r i e d  o u t  and which l e v e l s  o f  
s t o r a g e  a r e  employed i n  t h e  computer  a r e  a l l  m a t t e r s  o f  a g r e e -  
ment between t h e  f r o n t - e n d  p r o c e s s o r  and t h e  m u l t i a c c e s s  computer .  



The a r rangement  o f  F i g u r e  6 i s  u n n e c e s s a r i l y  complex, bu t  
it might  be j u s t i f i e d  i n  one s i t u a t i o n .  T h i s  a r i s e s  where t h e  
complex l i n k  M h a s  a l r e a d y  been prov ided  i n  t h e  s o f t w a r e  of  t h e  
m u l t i a c c e s s  computer f o r  some o t h e r  purpose .  Sometimes, i n  o r d e r  
t o  avo id  w r i t i n g  s p e c i a l  s o f t w a r e  f o r  t h e  m u l t i a c c e s s  computer ,  
t h e  f r on t - end  p r o c e s s o r  i s  made t o  look  l i k e  one o f  i t s  s t a n d a r d  
p e r i p h e r a l s  such  a s  a  d i s c  s t o r e ,  and a  complex mapping i s  made 
between t h e  f a c i l i t i e s  o f  t h e  hos t - t o -hos t  p r o t o c o l  and t h o s e  of  
t h e  p r e e x i s t i n g  l i n k  M w i t h  t h e  p r o t o c o l s  t h a t  i m p l i e s .  Th i s  
a r rangement  may be i nconven i en t  o r  r e s t r i c t i v e  s i n c e  M was n o t  
de s igned  f o r  t h e  purpose.  I ts  o n l y  v i r t u e  i s  t h a t  it l e a v e s  t h e  
main c o m p u t e r ' s  s o f t w a r e  unchanged. 
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Figure 6 .  

W e  see t h i s  a s  a  t r a n s i t o r y  s i t u a t i o n  u n t i l  t h e r e  i s  ag ree -  
ment on t h e  hos t - t o -hos t  p r o t o c o l ,  and t h e  main manufac tu r e r s  
have come t o  t e r m s  w i th  it s u f f i c i e n t l y  s o  t h a t  it i s  g e n e r a l l y  
p rov ided  w i t h i n  t h e i r  so f twa re .  The inves tment  involved  i s  
s m a l l  compared w i t h  p r e sen t -day  te lecommunica t ion  s o f t w a r e  
packages  . 

13. RELATIONSHIP OF HOST-TO-HOST AND VIRTUAL CALL PROTOCOLS 

One m e r i t  of t h e  v i r t u a l  c a l l  p r o t o c o l  i s  t h e  a t t e n t i o n  
g iven  t o  it by t h e  te lecommunicat ion a u t h o r i t i e s  who a r e  d i s -  
c u s s i n g  it a s  a  p a r t n e r  t o  t h e  da tagram s e r v i c e .  However, i t  
s t o p s  s h o r t  o f  t h e  f u l l  r a n g e  of long  message t r a n s p o r t  f a c i l i t i e s  
which t h e  hos t - t o -hos t  p r o t o c o l  p rov ide s .  



I n  t h e  same way t h a t  t h e  da tagram s e r v i c e  i s  s imp le r  t h a n  
t h e  v i r t u a l  c a l l  when a p p l i e d  t o  a  packe t - swi tched  network,  t h e r e  
a r e  some r e s p e c t s  i n  which t h e  hos t - t o -hos t  p r o t o c o l  i s  a  s i m p l e r  
one t o  implement t h a n  t h e  v i r t u a l  c i r c u i t .  T h i s  a r i s e s  because  
t h e  messages handled by t h e  hos t - t o -hos t  p r o t o c o l ,  though t h e y  
may be  l a r g e ,  c a n  n e v e r t h e l e s s  be l i m i t e d  i n  s i z e .  The s i z e  
l i m i t  i m p l i e s  t h a t  messages which a r e  s t i l l  l o n g e r  must be  s p l i t  
up by t h e  a p p l i c a t i o n  program. However, t h e  problem of main- 
t a i n i n g  long  messages i n  sequence  and d e a l i n g  w i t h  t h e i r  f l ow  
c o n t r o l  a d d s  v e r y  l i t t l e  t o  t h e  normal work of t h e  a p p l i c a t i o n  
program. For  example, a  magne t ic  t a p e  i s  c u s t o m a r i l y  d i v i d e d  
i n t o  b locks ,  and t h e s e  should  t r a v e l  a s  messages s i n c e  t h e y  
have t h e i r  own f l ow  and e r r o r  c o n t r o l  r equ i r emen t s .  I t  would 
be p o i n t l e s s  t o  r e g a r d  them a s  a  s i n g l e  l ong  message f o r  d a t a  
communication purposes .  

1 4 .  CONCLUSION 

A v e r y  rough summary o f  t h e  s i t u a t i o n  is a s  f o l l o w s .  
Exper ience  ha s  shown t h e  u t i l i t y  of t h e  t e r m i n a l  p roce s so r  and 
t h e  hos t - t o -hos t  p r o t o c o l s .  The da tagram s e r v i c e  c a n  a l s o  
s e r v e  a  v e r y  l a r g e  number o f  network a p p l i c a t i o n s .  

The v i r t u a l  c i r c u i t  o c c u p i e s  a n  i n t e r m e d i a t e  and u n c e r t a i n  
p o s i t i o n .  A s  it i s  normal ly  p r e s e n t e d ,  it is  more powerful  t h a n  
t h e  t e r m i n a l  p r o c e s s o r  r e q u i r e s  though t h e  t e r m i n a l  p r o c e s s o r  
c o u l d  be  a  s u b s e t  o f  it. I t  i s  l e s s  s p e c i f i c  t o  t h e  long  
message t r a n s p o r t  r equ i r emen t  t h a n  t h e  hos t - t o -hos t  p r o t o c o l .  
On t h e  o t h e r  hand, t h e  hos t - t o -hos t  p r o t o c o l  c a n n o t ,  i n  t h e  
g e n e r a l  c a s e ,  be i n c o r p o r a t e d  i n  t h e  network i t s e l f  bu t  should  
be i n  t h e  s u b s c r i b e r ' s  computer .  

Perhaps  a n  i d e a l  s i t u a t i o n ,  though  it may be u n a t t a i n a b l e ,  
would be  t o  have t h e  v i r t u a l  c i r c u i t  p r o t o c o l  i n c o r p o r a t e d  a s  a  
lower l e v e l  of t h e  hos t - t o -hos t  p r o t o c o l .  T h i s  may o r  may n o t  
be  e f f i c i e n t .  I t  would, however, make a  p r o p e r l y  l a y e r e d  
s t r u c t u r e  i n  which t h e  t e r m i n a l  p r o t o c o l  was j u s t  one " s e t t i n g "  
o r  r e s t r i c t i o n  of  t h e  more g e n e r a l  v i r t u a l  c a l l  p r o t o c o l ,  and t h i s ,  
i n  i t s  t u r n ,  would be p a r t  of t h e  h o s t - h o s t  p r o t o c o l .  

We r e p e a t  t h a t  it i s  by no means c l e a r  t h a t  t h i s  k ind  of 
s t r u c t u r e  i s  e f f i c i e n t ;  i t  i s  sugges t ed  s imply  because i t s  
s t r u c t u r e  seems r i g h t .  
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1 .  INTRODUCTION 

The main theme o f  t h e  p r e s e n t  workshop i s  t h e  " I n t e r -  
c o n n e c t i o n  o f  Computer Networks".  I t  i s  o u r  t h e s i s  t h a t  key 
q u e s t i o n s  i n  t h e  i n t e r c o n n e c t i o n  of s u c h  networks a r e  t h o s e  
t h a t  r e l a t e  t o  t h e  n a t u r e  o f  t h e  u s e  t h a t  w i l l  be  made o f  t h e  
networks--how w i l l  t h e y  be u s e d ,  by whom, and t o  what  e x t e n t  
and p u r p o s e ?  The r e s p o n s e s  t o  t h e s e  q u e s t i o n s  s h o u l d  i n f l u e n c e  
v i t a l l y  t h e  t e c h n i c a l  a s p e c t s  o f  t h e  d e s i g n  of  t h e  i n d i v i d u a l  
ne tworks ,  and a l s o  o f  t h e  methods used t o  i n t e r c o n n e c t  them. 
To p r o v i d e  some g u i d e  t o  answer ing  t h e s e  q u e s t i o n s ,  w e  d e s c r i b e  
i n  t h i s  paper  some o f  t h e  u s e s  made o f  a n  e x i s t i n g  computer  
ne twork ,  ARPANET, which h a s  a  node a t  t h e  U n i v e r s i t y  C o l l e g e  
London (UCL). I n  f a c t ,  a  number o f  ne tworks  a r e  i n t e r c o n n e c t e d  
v i a  t h e  UCL node, b u t  t h e  expec ted  u s a g e  h a s  i n f l u e n c e d  s t r o n g l y  
what f a c i l i t i e s  we have prov ided  a t  o u r  network ga teways .  T h i s  
p a p e r ,  t h e r e f o r e ,  d i s c u s s e s  what u s e  h a s  been made o f  t h e  UCL node 

To e x p l a i n  t h e  usage ,  w e  d i s c u s s  i n  s e c t i o n  two t h e  UCL 
c o n f i g u r a t i o n ,  and i n  s e c t i o n  t h r e e  t h e  c o n d i t i o n s  o f  u s a g e .  
These c l e a r l y  have  a  g r e a t  e f f e c t  on  what u s e  i s  made. To 
c o r r o b o r a t e  u s e r s '  own r e p o r t s  o f  t h e i r  a c t i v i t i e s ,  we have 
i n t r o d u c e d  m o n i t o r i n g  a r r a n g e m e n t s ,  which w e  ment ion  b r i e f l y  i n  
s e c t i o n  f o u r .  The a c t u a l  usage  made i s  d i s c u s s e d  i n  s e c t i o n  f i v e .  
The r e q u i r e m e n t s  f o r  s u c c e s s f u l  u s a g e  and o u r  c o n c l u s i o n s  a r e  
p r e s e n t e d  i n  s e c t i o n s  s i x  and seven .  

2 .  THE UCL NODE 

A t  UCL, t h e r e  i s  t h e  s t a n d a r d  ARPANET t e r m i n a l  h a n d l i n g  
communication computer [ I  31 , which c a n  h a n d l e  b o t h  c h a r a c t e r  
t e r m i n a l s  and packet-mode compute rs .  The t e r m i n a l s  and t h e  
compute rs  c a n  be e i t h e r  l o c a l  o r  remote.  The UCL c o n f i g u r a t i o n  
is  s k e t c h e d  i n  F i g u r e  1 .  Here PDP-9A i s  used a s  a  f r o n t - e n d  
t o  s e v e r a l  o t h e r  s e r v i c e  compute rs ,  i n  p a r t i c u l a r  t h e  R u t h e r f o r d  
L a b o r a t o r y  (RL) IBM 360/195, and t h e  Computer Aided Design 
C e n t r e  (CADC) A t l a s  compute rs .  Users of  b o t h  c e n t r e s  c a n  g e t  
o u t  f rom t h e i r  s i t e s  t o  ARPANET t h r o u g h  PDP-9A, s o  t h a t  a l l  
t r a f f i c  t o  and from t h e  network and  t h e  s e r v i c e  s i tes  p a s s e s  
t h r o u g h  t h i s  machine. W e  n o t e  on t h e  PDP-9A sys tem l o g  t h e  
i d e n t i f i e r  o f  e v e r y  u s e r  p a s s i n g  i n  e i t h e r  d i r e c t i o n  and how 



long  he i s  a t t a c h e d .  W e  a r e  a l s o  a b l e  t o  n o t e  which h o s t  he 
i s  a c c e s s i n g ,  b u t  do n o t  y e t  do  so .  

The speeds  of t h e  l i n e s  between t h e  s e r v i c e  computers  and 
t h e  PDP-9A were d i c t a t e d  by t h e  f a c i l i t i e s  conven i en t  f o r  
t h o s e  machines .  I n  a d d i t i o n  t o  t h e  s e r v i c e  computers ,  a  
number of l e a s e d  and swi tched  t e l e p h o n e  l i n e s  a r e  a t t a c h e d  t o  
t h e  t e r m i n a l  p o r t s .  The l i n e s  a t t a c h e d  a s  o f  1 J u l y  1975  a r e  
i n d i c a t e d  i n  F i g u r e  1 .  
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Figure 1.  Schematic o f  UCL configuration, July 1975. 



The speeds  of  t h e  l e a s e d  t e r m i n a l  l i n e s  w e r e  i n d i c a t e d  by t h e  
a v a i l a b i l i t y  o f  t e r m i n a l  f a c i l i t i e s  and t h e  f a c t  t h a t  i n p u t  o f  
h i g h e r  r a t e s  t h a n  300 bps canno t  u s u a l l y  be  s u s t a i n e d  by t h e  
TIP i n  series w i t h  one s low l i n e  (7.2K bps v i a  s a t e l l i t e )  on 
t h e  p a t h  t o  t h e  US. The 300 bps p o r t s  c a n  s u p p o r t  a l l  t h e  u s u a l  
speeds  and r a n g e s  of  t e r m i n a l s  o p e r a t i n g  a t  up t o  t h a t  c a p a c i t y  
i n  dup l ex  mode. The number o f  such  p o r t s  r e f l e c t s  t h e  l a r g e  
demand f o r  t h o s e  f a c i l i t i e s .  The 1200/75 bps p o r t s  a r e  p rov ided  
f o r  t h e  a t t a chmen t  o f  VDU t e r m i n a l s ;  t h i s  is t h e  h i g h e s t  speed 
a v a i l a b l e  i n  t h e  UK f o r  dup l ex  t e r m i n a l s  on t h e  P u b l i c  Switched 
Telephone Network. 

3. CONDITIONS ON THE USE OF HOSTS AND THEIR EFFECTS 

La rge ly  because  of  PTT p o l i c i e s ,  t h e r e  c an  be no d i r e c t  
payment i n t e r n a t i o n a l l y  f o r  t h e  u s e  o f  computer  t i m e ,  and a l l  
u s e  must be noncommercial.  For  t h i s  r e a s o n ,  a l l  t h e  u s e  of  t h e  
network v i a  t h e  UCL node must be c o o p e r a t i v e  i n  t h e  s e n s e  t h a t  
a n  o r g a n i z a t i o n  i n  one c o u n t r y  must m e e t  any d i r e c t  c o s t s  i n c u r r e d  
by u s e r s  i n  t h e  o t h e r .  A s  a  r e s u l t ,  a lmos t  a l l  t h e  u s e  is  con- 
f i n e d  t o  s i t u a t i o n s  where r e s e a r c h  g roups  i n  e ach  c o u n t r y  a r e  
working i n  t h e  same f i e l d ,  s o  t h a t  t h e  f o r e i g n  a c t i v i t y  can  b e  
j u s t i f i e d  f a i r l y  e a s i l y  a s  p a r t  o f  t h e  same p r o j e c t .  To a  s m a l l  
e x t e n t ,  t h e r e  a r e  g u e s t  a c c o u n t s  a t  some s i tes ;  however, t h e  
f a c i l i t i e s  a v a i l a b l e  w i t h  such  g u e s t  a c c o u n t s  a r e  s o  l i m i t e d  
t h a t  t h e  amount o f  s e r i o u s  work t h a t  c a n  be  done i n  t h i s  way 
may be  d i s c o u n t e d .  Neve r the l e s s ,  even t h i s  l i m i t e d  a c c e s s  h a s  
a  c o n s i d e r a b l e  e d u c a t i o n a l  v a l u e .  Most s i tes  have a  l a r g e  
number o f  documenta t ion  f i l e s  which may be examined o n - l i n e  
u s i n g  a  g u e s t  a ccoun t .  These p rov ide  a  v a l u a b l e  i n s i g h t  i n t o  
t h e  i n t e r e s t s  and r e s e a r c h  a c t i v i t i e s  o f  t h a t  p a r t i c u l a r  s i te .  
The more h e l p f u l  s i tes  w i l l  a l s o  p r o v i d e  t h e  names o f  peop l e  t o  
c o n t a c t  f o r  f u r t h e r  i n fo rma t ion .  

There  i s  a  fo rmal  c o n t r o l  mechanism th rough  t h e  govern ing  
commit tee  o f  t h e  p r o j e c t .  Any UK g roup  wish ing  t o  make u s e  o f  
f a c i l i t i e s  th rough  t h e  UCL node must a p p l y  f o r  pe rmi s s ion  t o  
u s e  t h e  network.  Any US g roup  must o b t a i n  t h e  pe rmi s s ion  of  
ARPA. Thus, t h e  number of g roups  a u t h o r i z e d  t o  u s e  t h e  l i n k  i s  
s t r i c t l y  c o n t r o l l e d .  During t h e  i n i t i a l  p e r i o d  o f  t h e  c o n n e c t i o n ,  
any noncommercial c o o p e r a t i v e  r e s e a r c h  p r o j e c t  from a  U K  un i -  
v e r s i t y  o r  government o r g a n i z a t i o n  cou ld  be cons ide r ed  f o r  
app rova l .  Moreover,  no d i r e c t  c h a r g e  was made t o  any UK un i -  
v e r s i t y  r e s e a r c h  g roups ,  e i t h e r  t o  u s e  h o s t  f a c i l i t i e s  i n  t h e  
US, o r  t o  pay a  p r o p o r t i o n  o f  t h e  common communications f a c i l i t i e s  
c o s t s .  Those o r g a n i z a t i o n s  w i t h  l e a s e d  l i n e s  t o  UCL d i d  have 
t o  pay ( e x c e p t  RL which i s  i n  a  d i f f e r e n t  c a t e g o r y ) .  

4 .  MONITORING ARRANGEMENTS 

W e  have had t o  examine t h e  problem of measuring t h e  t r a f f i c  
go ing  t h rough  t h e  UCL TIP. I n  g e n e r a l ,  it i s  t h e  f u n c t i o n  o f  
t h e  communications subnetwork t o  keep r e c o r d s  f o r  b i l l i n g  



p u r p o s e s  o f  t h e  t r a f f i c  between s i tes  and s p e c i f i c  u s e r  g r o u p s .  
However, t h e  i n i t i a l  p l a n s  f o r  ARPANET t o  keep  such  r e c o r d s  have 
been s h e l v e d .  The a c c o u n t i n g  i n f o r m a t i o n  g e n e r a t e d  i n  t h e  h o s t  
si tes i s  o f  v a r i a b l e  q u a l i t y .  It i s  o f t e n  o f  l i m i t e d  v a l u e  f o r  
a s s e s s i n g  s p e c i f i c a l l y  f o r e i g n  u s a g e  because  o f  t h e  c o o p e r a t i v e  
n a t u r e  o f  many o f  t h e  p r o j e c t s .  P e o p l e  on  b o t h  s i d e s  o f  t h e  
A t l a n t i c  u s e  t h e  same a c c o u n t s ,  s o  t h a t  t h e  u s e  c a n n o t  be 
s e p a r a t e d  o u t .  For  t h i s  r e a s o n ,  t h e  o n l y  p l a c e  t o  g e n e r a t e  any 
s t a t i s t i c s  on network u s a g e  t o  and from t h e  UK i s  a t  UCL. 

The d u r a t i o n  o f  u s e  o f  h o s t  compute rs  t h r o u g h  PDP-9A o f  
F i g u r e  1 i s  n o t e d  on t h e  l a t t e r  machine a s  ment ioned i n  s e c t i o n  
two. PDP-9B i s  used  f o r  s u b s t a n t i a l  p e r i o d s  e a c h  d a y  t o  c o n t a c t  
c o n t i n u a l l y  a l l  t h e  d i a l l e d - i n  p o r t s ,  and t o  r e q u e s t  incoming 
u s e r s  t o  i d e n t i f y  t h e m s e l v e s ,  and t o  d e c l a r e  t h e  h o s t  t h e y  want 
t o  a c c e s s .  T h i s  i n f o r m a t i o n  i s  a l s o  k e p t  i n  machine- readab le  
form . 

From t h i s  a u t o m a t i c  c o l l e c t i o n  o f  t h e  d u r a t i o n  o f  network 
u s a g e  by e a c h  group ,  it is  p o s s i b l e  t o  b u i l d  up a  m a t r i x  o f  
u s a g e .  T h i s  i n f o r m a t i o n  h e l p s  c a l i b r a t e  t h e  s u b j e c t i v e  and 
o b j e c t i v e  i n f o r m a t i o n  g i v e n  by t h e  d i f f e r e n t  g r o u p s  t h e m s e l v e s  
a b o u t  t h e  e x t e n t  o f  t h e i r  network usage .  

5 .  NETWORK USAGE VIA THE UCL NODE 

I t  i s  i n t e r e s t i n g  t o  d e t e r m i n e  what u s a g e  i s  made i n  
p r a c t i c e  o f  f a c i l i t i e s  such  a s  t h o s e  a v a i l a b l e  o v e r  t h e  ARPA 
network.  

5 .1  Data-base Usage 

Probab ly  t h e  l a r g e s t  s i n g l e  usage  i s  t h a t  o f  i n f o r m a t i o n  
r e t r i e v a l  f rom d a t a - b a s e s .  Two UK p r o j e c t s  i n  p a r t i c u l a r  come 
i n t o  t h i s  c a t e g o r y - - t h o s e  o f  t h e  B r i t i s h  L i b r a r y  and t h o s e  o f  t h e  
B l a c k n e s t  Research  C e n t r e .  

As p a r t  o f  t h e  B r i t i s h  L i b r a r y  Research  and Development 
Shor t - t e rm Exper imenta l  P r o j e c t ,  s e v e r a l  u s e r  c e n t r e s  a r e  
a c c e s s i n g  t h e  MEDLARS d a t a - b a s e  v i a  t h e  N a t i o n a l  L i b r a r y  o f  
M e d i c i n e w s  MEDLINE sys tem on t h e i r  IBM 370/155.  S m a l l e r ,  more 
s p e c i a l i s e d  d a t a - b a s e s ,  such a s  TOXLINE, a r e  a l s o  a c c e s s e d .  
Each c e n t e r  c o l l e c t s  v a r i o u s  d a t a  on i t s  u s a g e  o f  t h e  s y s t e m  
v i a  ARPANET, and t h e s e ,  a s  p a r t  o f  t h e  e x p e r i m e n t ,  a r e  c o r r e l a t e d  
w i t h  u s a g e  o f  o t h e r  d a t a - b a s e s .  W e  a t  UCL a r e  a l s o  measur ing  
v a r i o u s  c h a r a c t e r i s t i c s  o f  t h i s  u s a g e  t o  a l l o w  e x t r a p o l a t i o n  
t o  o t h e r  s i m i l a r  sys tems .  

The p r i m a r y  i n t e r e s t  o f  t h e  B l a c k n e t  Research  E s t a b l i s h -  
ment i n  u s i n g  ARPANET is  t h e  exchange o f  s e i s m i c  d a t a .  U s e r s  
a t  t h e  B l a c k n e s t  Research  E s t a b l i s h m e n t  a c c e s s  t h e  d a t a - b a s e s  
g e n e r a t e d  by t h e  v a r i o u s  s e i s m i c  a r r a y s  i n  Norway and t h e  US, 
o p e r a t e d  i n  c o n j u n c t i o n  w i t h  t h e  US Se i smic  Data  A n a l y s i s  C e n t e r ,  



on a computer at the University of Southern California. US users 
access a seismic data-base provided by Blacknest Research Center 
on the RL IBM 360/195. This data-base consists of the last 
30 days seismic data (specifically, P wave onset times, ampli- 
tude, and period), for four seismic reporting stations in Scot- 
land, England, India, and Swaziland. Two additional stations in 
Canada and Australia will be added soon. In this way, the seismic 
data may be accessed much faster than was possible previously. 
The hardcopy listings of seismic events are still prepared, but 
from the on-line data. 

5.2 Intergroup Communication 

In fact, this is by far the most useful and widely used 
facility--partly in its own right and partly as part of other 
projects. There are excellent message and teleconferencing 
facilities available on several of the host systems [2,7], and 
no cooperative activities could really flourish without these. 
Care must be taken in their use; one of the conditions of inter- 
national usage insisted on by the PTTs is that messages can be 
sent only in connection with computations in progress. However, 
almost all the groups using the network rely heavily on the message 
facilities for their communication with the changing systems and 
their cooperating partners. 

It should be emphasised that these facilities are quite dif- 
ferent from simple telex. Besides allowing several participants 
to access files at the same time, they allow document preparation 
and reeiew. In addition to allowing coordination of activities, 
they allow comments and queries about the use of programs to 
be answered quickly and naturally, and it allows the input and 
output of programs to be passed easily between people at sites 
widely dispersed. 

Several of the projects have been based on the teleconfer- 
encing facilities. Examples are the seven teleconferences listed 
below (with the UK participants in parentheses) : 

a) The interaction of telecommunications and travel (UCL) 
[91; 

b) The design of a questionnaire for certain field tests 
(UCL) ; 

c) The effect of sulphur pollutants on people (St. Bartholo- 
mew's and St. Thomas's Hospitals) [ a ] ;  

d) political simulation (Southampton U) ; 

e) The design and implementation of internetwork protocols 
(UCL, National Physical Laboratory) [I 01 ; 

f) The design requirements for, and review of, message 
processing facilities (UCL) [6] ; 

g) The design of satellite communication experiment (UCL). 



Each of t h e s e  con fe rences  extended ove r  s e v e r a l  months 
and involved p a r t i c i p a n t s  a t  more t han  f o u r  geograph ica l ly  
s epa ra t ed  s i t e s .  The f a c t  t h a t  it was p o s s i b l e  t o  hold such 
con fe rences  over  long p e r i o d s ,  wh i l e  i n  pos ses s ion  of  a l l  t h e  
r e l e v a n t  r e f e r e n c e  m a t e r i a l ,  was ve ry  impor tan t .  I t  was a l s o  
v i t a l  t h a t  t h e  p a r t i c i p a n t s  d i d  n o t  have t o  be a t  t e r m i n a l s  
s imu l t aneous ly ,  though i f  t h e y  were, a lmost  i n t e r a c t i v e  
communication could  be achieved  between t h e  p a r t i c i p a n t s .  I n  
t h i s  way, a whole group of  people  cou ld  t a k e  p a r t  i n  a conference  
wi thou t  t h e  u sua l  d i s r u p t i o n  of  t h e i r  normal working schedule  
caused by having t o  a t t e n d  a meeting a t  a p a r t i c u l a r  p l a c e  and 
t ime  . 

These examples i l l u s t r a t e  some of t h e  requi rements  f o r  
message t r a f f i c .  I n  each  c a s e ,  t h e  t e l e c o n f e r e n c e s  were about  
m a t t e r s  which involved e x t e n s i v e  computat ion,  and t h e  p a r t i c i p a n t s  
e x e r c i s e d  each o t h e r ' s  computer programs and d i scus sed  t h e i r  
da t a -bases .  

I t  was v i t a l  t o  be a b l e  t o  swi t ch  e a s i l y  between powerful  
t e x t  in format ion  r e t r i e v a l  f a c i l i t i e s ,  running of computer 
programs, and p l a i n  t e x t  i n p u t .  

5 .3  Programming Packages 

Many of  t h e  a p p l i c a t i o n s  involved  groups developing  computer 
programs j o i n t l y  o r  a l lowing  mutual  a c c e s s  t o  a l r e a d y  e x i s t i n g  
programs. I n  one i n s t a n c e ,  s i m i l a r  systems were developed on 
e i t h e r  s i d e  of t h e  A t l a n t i c  and then  compared i n  te rms  of 
e f f i c i e n c y  and power [ 4 ]  . I n  o t h e r  c a s e s ,  v a l u a b l e  d a t a  were 
supp l i ed  by a group working i n  one coun t ry ,  t o  be run  over  t h e  
network wi th  a program developed by a group a t  a remote f o r e i g n  
s i t e ,  t o  t h e  mutual  b e n e f i t  of bo th  s i d e s .  Th i s  has  overcome t h e  
problem t h a t  e x i s t e d  p r e v i o u s l y ,  of having t o  t a k e  a program 
from t h e  machine on which it was developed ,  and a d a p t i n g  it t o  
run on a comple te ly  d i f f e r e n t  system. 

Examples of t h e s e  a c t i v i t i e s  a r e  development and u s e  of 
packages i n  t h e  fo l lowing  a r e a s :  

a )  Locat ion of s e i smic  d i s t u r b a n c e s  from seismographic 
d a t a  (Blacknes t  Research Es tab l i shment )  ; 

b)  Algebra ic  manipula t ion  (Cambridge Univ. ) [ 11 ; 

C )  Computer a ided  b u i l d i n g  d e s i g n  (Royal Co l l ege  o f  A r t )  
[51;  

d )  Shared f i l e  systems (Na t iona l  Phys i ca l  Labora tory ,  
Queen Mary Co l l ege )  [3  ] ; 

e )  Advanced g r a p h i c s  systems (Computer-Aided Design Cent re ,  
Cambridge) ; 



f )  High-energy phys i c s  exper iments  (Oxford Univ., Ruther- 
f o r d  Labora to ry ) .  

5.4 Use of  Unique Resources 

Many of  t h e  examples g iven  above a l r e a d y  f a l l  i n t o  t h i s  
ca t ego ry .  Here, a  "unique r e sou rce"  may be a  t ype  o f  computer; 
it a l s o  may be a  unique s e t  o f  sof tware .  For example, t h e r e  
a r e  more t h a n  twenty PDP-10s on t h e  ARPA network, b u t  o n l y  one,  
a t  B o l t ,  Beranek and Newman ( B B N ) ,  ha s  a  p a r t i c u l a r l y  advanced 
BCPL compi le r .  A few a d d i t i o n a l  ones  a r e  g iven  below, aga in  
i n d i c a t i n g  t h e  UK groups involved:  

a )  Use o f  I l l i a c  I V  (Culham L a b o r a t o r i e s  [ 121 , Reading Univ. , 
S a l f o r d  Univ. [ l o ] ) ;  

b )  A r t i f i c i a l  I n t e l l i g e n c e  packages ( I n s t i t u t e  o f  Neurology, 
Sussex Univ., Essex Univ., Edinburgh Univ. [ I l l ) ;  

c )  Large da t a -bases  (London Univ. ) . 

6. REQUIREMENTS FOR SUCCESSFUL USAGE V I A  UCL NODE 

From t h e  l a r g e  v a r i e t y  o f  usage made of t h e  UCL node i n  
i t s  f i r s t  e i g h t e e n  months of o p e r a t i o n ,  w e  r e a l i s e  some o f  t h e  
requi rements  f o r  s u c c e s s f u l  r e s u l t s :  

a )  It is e s s e n t i a l  t h a t  a  good documentat ion and adv i so ry  
s e r v i c e  suppor t s  t h e  e x i s t e n c e  of t h e  node. Advice 
must be g iven  about  minor o p e r a t i o n a l  problems such a s  
how t o  a c c e s s  systems,  how t o  u s e  t h e  v a r i o u s  network 
f a c i l i t i e s ,  and what documentat ion e x i s t s .  I t  is 
p a r t i c u l a r l y  impor tan t  t o  keep u s e r s  supp l i ed  w i th  
up-to-date informat ion  on changes t o  systems and 
f a c i l i t i e s .  Accounts must be o rgan i sed  and i n t r o d u c t o r y  
c o u r s e s  g iven .  A mechanism f o r  r e q u e s t i n g  and d i s -  
seminat ing  documentation must be s e t  up. S p e c i f i c  
documentat ion n o t  a v a i l a b l e  e l sewhere  must be prepared .  

b )  A l l  p a r t s  o f  t h e  system must work r ea sonab ly  r e l i a b l y  
a t  t h e  t i m e s  of i n t e r e s t  t o  u s e r s .  Thus, f o r  example, 
one system i n  C a l i f o r n i a  i s  a v a i l a b l e  o n l y  from 5:00 a.m. 
l o c a l  t ime;  t h i s  u n a v a i l a b i l i t y  i n  t h e  mornings ( U K  
l o c a l  t i m e )  s e r i o u s l y  a f f e c t s  t h e  u s e f u l n e s s  of  t h e  
system t o  u s .  Th i s  t ype  o f  r e g u l a r  u n a v a i l a b i l i t y  is  
much l e s s  s e r i o u s  t han  a n  i r r e g u l a r  one.  For on - l i ne  
usage,  it is  v e r y  impor tan t  t h a t  a  communication system 
and any s e r v i c e  h o s t s  have a  h igh  a v a i l a b i l i t y ,  and 
t h a t  t e r m i n a l s  be r e a d i l y  a v a i l a b l e  t o  t h e  p a r t i c i p a n t s .  

C )  Although i n  some c a s e s  c o o p e r a t i v e  a c t i v i t i e s  have 
been p o s s i b l e  w i thou t  pe r sona l  acquain tance ,  i n  most 
c a s e s  t h e  network coope ra t ion  i s  supplemented by pe r sona l  



c o n t a c t ,  a t  l e a s t  o c c a s i o n a l l y .  I n  t h e  m a j o r i t y  of  
i n s t a n c e s ,  t h e  c o o p e r a t i n g  p a r t i e s  knew e a c h  o t h e r ' s  
work b e f o r e  network communication s t a r t e d ,  and u s u a l l y  
knew e a c h  o t h e r  p e r s o n a l l y .  Very o f t e n  a  member o f  a  UK 
group  h a s  come from a  h o s t  s i t e  i n  t h e  US o r  h a s  s p e n t  
some t i m e  t h e r e .  There  i s  s t i l l  no e f f e c t i v e  method of  
f i n d i n g  o u t  on ARPANET who i s  i n t e r e s t e d  i n  s p e c i f i c  
s u b j e c t  a r e a s  and o f  e n a b l i n g  t h e  p a r t i e s  t o  become aware 
o f  t h e i r  mutua l  i n t e r e s t .  I n  a d d i t i o n  t o  network communi- 
c a t i o n ,  t h e  u s e  o f  c o n v e n t i o n a l  communication means, s u c h  
a s  exchange o f  l a r g e  documents ,  d r a w i n g s ,  and t e l e p h o n e  
c o n v e r s a t i o n s ,  a r e  s t i l l  d e s i r a b l e  f o r  c o o p e r a t i o n .  

7 .  CONCLUSIONS 

A s i g n i f i c a n t  body o f  c o o p e r a t i v e  work h a s  been p o s s i b l e  
i n  t h e  f i r s t  e i g h t e e n  months o f  o p e r a t i o n  o f  t h e  UCL node o f  
ARPANET. T h i s  u s a g e  h a s  been i n  w i d e l y  d i f f e r e n t  f i e l d s ,  most 
o f  which was n o t  f o r e s e e n  a t  t h e  s t a r t  of  t h e  p r o j e c t .  The 
p r i n c i p a l  u s e s  have been f o r  i n f o r m a t i o n  r e t r i e v a l ,  comrnuni- 
c a t i o n  between r e s e a r c h  g r o u p s ,  and s h a r e d  development  and u s e  
o f  common programming packages .  There  h a s  been some u s e  of  
u n i q u e  r e s o u r c e s ,  b u t  t h i s  h a s  been o f  l e s s e r  impor tance ;  t h i s  
i s  p a r t l y  b e c a u s e  o f  t h e  way c o o p e r a t i v e  u s e  was encouraged and 
p a r t l y  b e c a u s e  o f  t h e  r a n g e  o f  computer  f a c i l i t i e s  a v a i l a b l e  
l o c a l l y  t o  t h e  p a r t i c i p a n t s .  

I n  o u r  e x p e r i e n c e ,  t h e  s u b j e c t i v e  r e s p o n s e s  o f  t h e  g r o u p s  
on t h e  e x t e n t  and s u c c e s s  o f  t h e i r  u s a g e  h a s  n o t  been t o o  
r e l i a b l e .  Automatic  m o n i t o r i n g  h a s  p rov ided  good o b j e c t i v e  
compar i sons  w i t h  t h e  s u b j e c t i v e  r e s p o n s e s .  

There  i s  s t i l l  a  huge scope  f o r  d e t e r m i n i n g  t h e  e f f e c t s  
of  c o s t  f a c t o r s  on network u s a g e .  I n  o u r  p r o j e c t ,  t h e  c h a r g e  
t o  i n d i v i d u a l  u s e r s  h a s  been d i v o r c e d  d e l i b e r a t e l y  from t h e  
c o s t s  o f  t h e  whole p r o j e c t ,  t h e  e f f e c t  o f  c h a r g i n g  and a c c e s s  
c o n t r o l  on network u s a g e  is  a  complex and i m p o r t a n t  q u e s t i o n .  
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Connecting Data-Networks: S t a n d a r d i z a t i o n  of  Routing 

G .  Megman 

1 .  EURONET 

EURONET, network f o r  r e t r i e v a l  and exchange of s c i e n t i f i c  
and t e c h n o l o g i c a l  informat ion ,  i s  being c r e a t e d  by a u t h o r i t y  
of  t h e  EEC Council  of  M i n i s t e r s .  The t o t a l i t y  of u s e r s  i n t e r e s t e d  
i n  t h i s  informat ion  w i l l ,  v i a  t h e  network, o b t a i n  r a p i d  a c c e s s  
t o  t h e  t o t a l i t y  of informat ion  r e sources .  Simultaneously,  t h e  
network w i l l  o f f e r  v a s t  o p p o r t u n i t i e s  f o r  d i a logue  among u s e r s  
and f o r  coope ra t ion  among informat ion  r e s o u r c e s  (e .g . ,  d i s t r i b -  
u t ed  d a t a  b a s e s ) .  

In  p r i n c i p l e ,  t h e  geographica l  a r e a  t o  be covered is  no t  
r e s t r i c t e d  t o  EEC c o u n t r i e s .  The p r o j e c t  must, a t  any s t a g e ,  
t a k e  advantage o f  e x i s t i n g  i n f r a s t r u c t u r e  and i n s t a l l  comple- 
mentary i n f r a s t r u c t u r e  where necessary .  In  t h e  i n i t i a l  s t a g e s ,  
t h i s  philosophy impl i e s  i n t e rconnec t ion  wi th  o t h e r  networks i n  
t h e  a r e a ,  i f  f e a s i b l e .  Consequently, q u e s t i o n s  of  i n t e rne twork  
c o m p a t i b i l i t y  must be i n v e s t i g a t e d .  

I n  b a s i c  d e s i g n ,  EURONET could  be conceived conven t iona l ly  
a s  a  network of  node and i n t e r f a c e  p rocesso r s ,  l i nked  by f u l l  
duplex  l ea sed  l i n e s ;  t h e  node p rocesso r s  c o n s t i t u t i n g  a packet-  
swi tching  network; t h e  i n t e r f a c e  p rocesso r s  r e p r e s e n t i n g  t h e  
sou rces  and s i n k s  of  t h i s  network. I n  p r i n c i p l e ,  a l l  node 
p rocesso r s  could  be i d e n t i c a l ,  bu t  i n t e r f a c e  p rocesso r s  may 
develop  i n  a  v a r i e t y ,  each kind handl ing  c e r t a i n  t y p e s  o f  
t e r m i n a l s  o r  h o s t s  o r  s e r v i c i n g  s l u i c e s  t o  o t h e r  networks. 

The ou t s t and ing  f e a t u r e  o f  packet-switching networks is  t h e  
e f f i c i e n c y  i n  t h e  u s e  of  communication l i n e s  t h a t  can  be achieved.  
I n  o t h e r  words, such a network may be des igned wi th  l i t t l e  over-  
c a p a c i t y  on t h e  l i n e s .  Addi t ion  of ano the r  t r a f f i c  g e n e r a t o r  
w i l l  i n c r e a s e  t h e  t o t a l  t r a f f i c  and a l s o  modify t h e  t r a f f i c  
p a t t e r n ,  enhancing t r a f f i c  on some l i n e s  more than  on o t h e r s .  
S a t u r a t i o n  of some of t h e  l i n e s  and,  hence, p a r t i a l  o r  t o t a l  
breakdown of t h e  network may occur .  

The network o p e r a t o r  must safeguard  t h e  e x i s t i n g  l e v e l  of  
performance of  t h e  network. Therefore ,  he should e s t i m a t e  i n  
advance t h e  impact of an a d d i t i o n a l  t r a f f i c  gene ra to r  on network 
performance. I n  p r a c t i c e ,  t h i s  can  be done only  f o r  well-known 
c a t e g o r i e s  of t r a f f i c  gene ra to r s .  By monitoring t h e  t r a f f i c  i n  
t h e  network, t h e  o p e r a t o r  can  g r a d u a l l y  improve h i s  knowledge 
of  t h e  p r o p e r t i e s  of  t h e  p a r t i c i p a n t  t r a f f i c  g e n e r a t o r s ,  and,  i f  
a  s i m i l a r  gene ra to r  i s  t o  be connected,  he can  reasonably  w e l l  



p r e d i c t  i t s  impact  on t h e  network.  

I f  a n  unknown g e n e r a t o r  i s  t o  be c o n n e c t e d ,  a  d i f f e r e n t  
t e c h n i q u e  must  be  used.  I n i t i a l l y ,  it c a n  b e  i n t r o d u c e d  t o  
o n l y  a  few o f  t h e  o t h e r  g e n e r a t o r s .  I ts impac t  on t h e  network 
w i l l  t h e n  s t a y  s m a l l ,  and t h e  o p e r a t o r  c a n  m o n i t o r  t h i s  impac t  
and t h e n  e x t r a p o l a t e  t o  t h e  c a s e  when t h e  new g e n e r a t o r  would 
b e  f u l l y  i n t r o d u c e d .  When i n  d o u b t ,  he  may c h o o s e  t o  i n t r o -  
d u c e  t h e  g e n e r a t o r  s u b s e q u e n t l y  t o  d i f f e r e n t  s u b s e t s  o r  l a r g e r  
s u b s e t s  of  t r a f f i c  g e n e r a t o r s .  

These t e c h n i q u e s  would a l s o  seem a d e q u a t e  f o r  t h e  i n t e r -  
c o n n e c t i o n  o f  ne tworks .  Each network r e p r e s e n t s  t o  t h e  o t h e r  
network an  a d d i t i o n a l  t r a f f i c  g e n e r a t o r .  Then a  p r i o r i  knowledge 
a b o u t  t h e  power o f  t h e s e  g e n e r a t o r s  may be c o n s i d e r a b l e  
b e c a u s e  e a c h  o p e r a t o r  c a n  i n f o r m  t h e  o t h e r  a b o u t  t h e  t r a f f i c -  
g e n e r a t i n g  p r o p e r t i e s  o f  h i s  network (see example b e l o w ) .  So, 
e a c h  o p e r a t o r  c a n  s t a r t  r e d e s i g n i n g  h i s  network i n  o r d e r  t o  
accommodate t h e  a d d i t i o n a l  l o a d  e x p e c t e d .  P r o b a b l y  s e v e r a l  
a l t e r n a t i v e  d e s i g n s  must b e  p r e p a r e d  t o  e v a l u a t e ,  e . g . ,  t h e  
a d v a n t a g e s  and d i s a d v a n t a g e s  o f  m u l t i p l e  c o n n e c t i o n s  between 
t h e  ne tworks .  The o p e r a t o r s  t h e n  must r e a c h  agreement  on a  
p r e f e r r e d  s i n g l e  d e s i g n .  A l l  i n  a l l ,  t h e  d e s i g n  p h a s e  c o u l d  be 
r a t h e r  p r o l o n g e d .  T h e r e f o r e ,  it is s e n s i b l e  t o  s t a r t  s i m u l t a n e -  
o u s l y  t h e  p r o c e d u r e  o f  g r a d u a l  c o n n e c t i o n ,  implement ing i n i t i a l l y  
o n l y  a  s m a l l  c a p a c i t y  l i n k  and a l l o w i n g  o n l y  s m a l l  s u b s e t s  o f  
t h e  t r a f f i c  g e n e r a t o r s  i n  e a c h  network t o  be i n t r o d u c e d  m u t u a l l y .  
T h i s  approach  o f f e r s  t h e  a d v a n t a g e  t h a t  unexpec ted  problems a r e  
d i s c o v e r e d  e a r l y  and c a n  b e  c o r r e c t e d  i n  t h e  d e s i g n .  

2. EXAMPLE OF A CALCULATION ON INTERNETWORK TRAFFIC 

Suppose network A o f f e r s  t h r e e  s e r v i c e s ,  and i t s  a v e r a g e  
c l i e n t  t r a f f i c  g e n e r a t o r  u s i n g  t h e s e  s e r v i c e s  h a s  o u t p u t / i n p u t :  

Suppose network B o f f e r s  two s e r v i c e s ,  and i t s  a v e r a g e  c l i e n t  
t r a f f i c  g e n e r a t o r  u s i n g  t h e s e  s e r v i c e s  h a s  o u t p u t / i n p u t :  

Suppose network B h a s  n1 ,n2 ,n3  c l i e n t s  f o r  t h e  s e r v i c e s  o f  A, and 

network A h a s  n 4 , n 5  c l i e n t s  f o r  t h e  s e r v i c e s  o f  B. Then t h e  

e x p e c t e d  t r a f f i c  between t h e  ne tworks  is: 

from B t o  A: n l c l  + n2c2 + n3c3 + n4d4  + n5d5 ; 



I f  t h e  a c t i v i t y  o f  a  g e n e r a t o r  i n  B  i s  i n  a v e r a g e  a  f a c t o r  f  
h i g h e r  t h a n  i n  A,  t h e  e x p e c t e d  t r a f f i c  between t h e  ne tworks  is :  

from B t o  A: f  ( n l c l  + n2c2 + n3c3) + (n4d4  + n5d5) / f  ; 

from A t o  B: f ( n l d l  + n2d2 + n3d3) + ( n 4 c 4  + n 5 c 5 ) / f  . 

Of c o u r s e ,  t h e  a c t u a l  c a l c u l a t i o n s  may be more r e f i n e d  i f  
t h e  knowledge a b o u t  e a c h  network i s  more d e t a i l e d  o r  i f  restric- 
t i o n s  a p p l y  ( e . g . ,  l i m i t e d  c a p a c i t y  o f  a  s e r v i c e ) ,  and a l s o  i f  
one  o f  t h e  ne tworks  i s  a l r e a d y  c o n n e c t e d  t o  a  t h i r d  network.  

3. ROUTING 

I t  becomes d e s i r a b l e  t o  f o r m u l a t e  p r i n c i p l e s  t h a t  can  govern  
t h e  t r a f f i c  i n  and between d a t a  ne tworks ,  p a r t i c u l a r l y  i n  s i t u -  
a t i o n s  o f  c o n g e s t i o n .  

Such a n  i n v e n t o r y  o f  r o u t i n g  o p t i o n s ,  f o r m u l a t e d  i n  s u f f i -  
c i e n t  d e t a i l  and a d e q u a t e l y  p u b l i s h e d ,  would s t i m u l a t e  c o o r d i -  
n a t e d  r e s e a r c h  and l e a d  t o  a  b e t t e r  u n d e r s t a n d i n g  of  t h e  prop- 
e r t i es  of  ne tworks .  S e l e c t e d  r o u t i n g  o p t i o n s  may t h e n  g r a d u a l l y  
emerge a s  r e c o g n i z e d  s t a n d a r d s .  I n  t h i s  way, a  f rame o f  r e f e r -  
e n c e  i s  c r e a t e d  t h a t  w i l l  f a c i l i t a t e  t h e  c o n s t r u c t i o n  and i n t e r -  
c o n n e c t i o n  of ne tworks .  Schemes f o r  r o u t i n g  s h o u l d  be s i m p l e  and 
a t  t h e  same t i m e  e f f e c t i v e .  

Our a im i s  t o  r e d u c e  t r a f f i c  t o  c o n g e s t e d  a r e a s  i n  t h e  n e t -  
work, w i t h o u t  r e q u i r i n g  t h e  i n d i v i d u a l  node computer  t o  "know" 
more t h a n  j u s t  t h e  l o c a l  t r a f f i c  s i t u a t i o n .  To t h i s  end ,  a  p r o p e r  
l e v e l  o f  housekeep ing  i s  r e q u i r e d  i n  t h e  nodes.  For  example,  a  
node keeps  t r a c k  o f  i t s  own l e v e l  o f  c o n g e s t i o n ,  d e f i n e d  a s  t h e  
r e l a t i v e  occupancy of  i t s  b u f f e r  a r e a  f o r  p a c k e t s .  I f  t h e  l e v e l  
o f  c o n g e s t i o n  rises, t h e  a c t i o n s  a v a i l a b l e  t o  t h e  node a r e :  
d e c r e a s i n g  i n p u t  and i n c r e a s i n g  o u t p u t .  

a )  Outpu t  c a n  b e  i n c r e a s e d  by d i r e c t i n g  i n t e r n a l  t r a f f i c  
t o  o u t p u t  l i n e s  t h a t  may o t h e r w i s e  n o t  be  f u l l y  
u t i l i z e d .  

b )  I n p u t  c a n  be d e c r e a s e d  i n  two s e n s i b l e  ways: by 
a s k i n g  ne ighbor  nodes  t o  r e d u c e  t h e i r  o u t p u t ;  by 
a s k i n g  t r a f f i c  g e n e r a t o r s  t o  r e d u c e  t h e i r  o u t p u t  ( i . e . ,  
t h e i r  i n p u t  t o  t h e  n e t w o r k ) .  

Such r e q u e s t s  c a u s e  e x t r a  t r a f f i c .  So i f  n o t  e x e r c i s e d  
w i t h  g r e a t  c a r e ,  t h i s  medic ine  may make t h e  i l l n e s s  worse .  
The r e q u e s t s  shou ld  p r e f e r a b l y  b e  d i r e c t e d  o n l y  t o  one  ne ighbor  
o r  t o  one  t r a f f i c  g e n e r a t o r ,  s e l e c t e d  a c c o r d i n g  t o  w e l l - d e f i n e d  
c r i t e r i a .  



I f  we now e l a b o r a t e  t h e s e  t h r e e  a c t i o n s  i n  more d e t a i l ,  we 
s h a l l  assume t h a t  h i e r a r c h i c a l  add re s s ing  a p p l i e s ,  which enab le s  
each  node t o  map t h e  l a r g e  group o f  packe t  a d d r e s s e s  i n t o  a  
s m a l l e r  group of  a d d r e s s  c l u s t e r s ,  which a g a i n  is mapped i n t o  
t h e  group of o u t p u t  l i n e s  (ne ighbor  nodes) by means of a  
r o u t i n g  t a b l e  ( R T ) .  The RT i n d i c a t e s  how s u i t a b l e  t h e  o u t p u t  
l i n e s  a r e  f o r  each  add res s  c l u s t e r .  The sum of  t h e s e  " p r i o r i t i e s "  
w i l l  be c o n s t a n t ,  i . e . ,  n o t  dependent  on t h e  a d d r e s s  c l u s t e r .  

The R T ' s  a r e  presumably prepared  by t h e  network o p e r a t o r ,  
bu t  i n  an  i n t e l l i g e n t  way, s o  t h a t  h i s t o r i c a l  t r a f f i c  p a t t e r n s  
i n  t h e  network a r e  rou t ed  op t ima l ly .  The concept  of  an  RT may 
be s imple  o r  more s o p h i s t i c a t e d ,  e .g . ,  f o r  each  add res s  c l u s t e r  
j u s t  one o u t p u t  l i n e  may be i n d i c a t e d ,  o r  p r i o r i t i e s  may be 
g iven  f o r  a l l  o u t p u t  l i n e s .  

3.1 U t i l i z a t i o n  of Output Lines  

F u l l  u t i l i z a t i o n  of  t h e  o u t p u t  l i n e s  can  now be achieved  
by adding  t h e  "age" of  t h e  packet  t o  t h e  p r i o r i t i e s  a s  ob t a ined  
from t h e  RT. The a d d i t i o n a l  advantage is  t h a t  no packe t  i s  
e v e r  " f o r g o t t e n " ,  e .g . ,  by wa i t i ng  i n  a  c l o s e d  o u t p u t  queue. 
The age  o f  t h e  packe t s  can  be de f ined  by a  coun te r  a t  b u f f e r  
e n t r y .  The d e s i g n  of b u f f e r  and queue managers i s  obvious ly  
impor tan t ,  b u t  t h e  s u b j e c t  i s  we l l  known and can  be d e a l t  w i th  
s e p a r a t e l y .  

3 .2  Request ing D i s t a n t  T r a f f i c  Genera tors  t o  Reduce Output 

The o r i g i n  of  packe t s  i n  t h e  b u f f e r  is  d i s t r i b u t e d  ove r  t h e  
a d d r e s s  c l u s t e r s .  Excessive d e v i a t i o n s  from a de f ined  normal 
d i s t r i b u t i o n  c a n  be i d e n t i f i e d .  Subsequent ly ,  t h e  packe t s  from 
t h e  e x c e s s i v e  c l u s t e r s  can  be s c r u t i n i z e d  t o  d i s c o v e r  an  e v e n t u a l  
e x c e s s i v e  t r a f f i c  gene ra to r .  

Probably an  e x c e s s i v e  t r a f f i c  g e n e r a t o r  i s  troublesome f o r  
s e v e r a l  nodes. So, t o  av iod  an  ava lanche  of  r e q u e s t s  t h a t  could  
become a new sou rce  of conges t ion ,  t h e  packe t s  c a r r y i n g  t h e s e  
r e q u e s t s  should be r ecogn izab le .  Then a node can  d i s c a r d  such 
a r e q u e s t  i f  it had l a t e l y  passed on o r  i s sued  t h e  same r e q u e s t .  
I n  t h i s  connect ion ,  t h e  t iming  should ,  of c o u r s e ,  be r e l a t e d  t o  
packe t  t r a n s i t  t ime.  F u r t h e r  i n v e s t i g a t i o n s  could  aim a t  a  
b e t t e r  unders tanding  of t h e  c o s t / b e n e f i t  ba lance  f o r  t h i s  t ype  
of  r e q u e s t .  

3 . 3  Request ing Neighbors t o  Reduce Output 

Suppose i n p u t  t o  a  node over  a  p a r t i c u l a r  l i n e  i s  exces s ive .  
The node then  a s k s  t h e  r e l e v a n t  neighbor t o  reduce  speed on 
t h a t  l i n e  and a l s o  s p e c i f i e s  a  r ecove ry  t ime,  which would be a  
c h a r a c t e r i s t i c  t ime p o s s i b l y  a d j u s t e d  f o r  conges t ion .  



The neighbor would immediately decrement t h e  speed of  t h e  
r e l e v a n t  ou tpu t  l i n e  and would increment t h i s  speed aga in  a f t e r  
t h e  s p e c i f i e d  d e l a y ,  u n l e s s  a  s i m i l a r  r e q u e s t  i s  rece ived  du r ing  
t h e  d e l a y .  Speed r educ t ion  i s  a f f e c t e d  by i d l i n g  a f t e r  each 
t r a n s m i t t e d  packet .  I d l e  t ime may equa l  t h e  product  of  packet  
l e n g t h  ( i n  seconds)  and t h e  d e s i r e d  speed r e d u c t i o n ,  expressed 
a s  a  f r a c t i o n .  

The need t o  reduce inpu t  depends on t h e  l e v e l  of  con- 
g e s t i o n  (x )  and i t s  r a t e  of i n c r e a s e  ( r ) .  For example t h e  
c o n d i t i o n  may be: 

Also,  t h e  frequency of t e s t i n g  such a c o n d i t i o n  should 
depend on x and r .  For example, t e s t  aga in  a f t e r  an i n t e r v a l  
(xO - x ) / e r .  

Once it is  e s t a b l i s h e d  t h a t  i n p u t  t o  t h e  node must be 
reduced,  t h e  c r u c i a l  ques t ion  i s ,  "which i n p u t  l i n e  should be 
reduced?" To t h i s  end, t h e  node may c o n s u l t ,  e .g . ,  a  topology 
t a b l e ,  which r e l a t e s  i npu t  t o  o u t p u t  l i n e s .  I t  then  becomes 
p o s s i b l e  t o  c a l c u l a t e  "des i r ed"  inpu t  speeds ,  based on a c t u a l  
o u t p u t  speeds.  Subsequently,  t h e  d i f f e r e n c e s  between a c t u a l  
and d e s i r e d  i n p u t  speeds  a r e  determined,  and t h e  l i n e  wi th  
g r e a t e s t  excess  should be reduced. 

4 .  RESEARCH TOPICS 

Packet-switching networks may be expected t o  suppor t  
conges t ion  waves. Even wi th  " s t a t i o n a r y "  t r a f f i c  i npu t  from 
t h e  g e n e r a t o r s ,  t h e s e  conges t ion  waves may e x c i t e  spontaneous ly ,  
i n  p a r t i c u l a r  when a d a p t i v e  r o u t i n g  i s  u t i l i z e d .  

The ampl i tude  of t h e s e  waves would, of  cou r se ,  be t h e  
major concern ,  but  a l s o  frequency,  wavelength, and propagat ion  
speed a r e  of i n t e r e s t .  Is t h e  damping p o s i t i v e  o r  nega t ive ,  
and what a r e  t h e  e f f e c t s  of a  c o l l i s i o n  between two waves? Does 
t h e  network have resonance f r equenc ie s ,  and where a r e  t h e  
r e sonan t  p o i n t s  l o c a t e d ?  HOW do t h e  parameters  of  t h e  network 
i n f l u e n c e  t h e s e  p r o p e r t i e s ,  and, i n  p a J t i c u l a r ,  what r o u t i n g  
a lgo r i thm can  ach ieve  f avorab le  p r o p e r t i e s ?  

Basic t o o l s  t o  f o r g e  answers t o  t h e s e  q u e s t i o n s  may 
p o s s i b l y  be borrowed from o t h e r  d i s c i p l i n e s .  T ranspor t  t h e o r i e s  
e x i s t  i n  economy and i n  t h e  s o c i a l  s c i e n c e s .  Close  s i m i l a r i t i e s  
seem t o  be e x h i b i t e d  by t r a n s p o r t  phenomena i n  s o l i d  s t a t e  
phys i c s  i n  t h e  presence  of thermal phonons. 

I t  appea r s  t h a t  t h i s  a r e a  of  r e s e a r c h  is wide and l a r g e l y  
unexplored.  Our unders tanding  of node and network behavior  
could  be g r e a t l y  enhanced by t h e  development of  ana log  and 
d i g i t a l  s i m u l a t o r s ,  designed t o  c l a r i f y  s p e c i f i c  i s s u e s .  





T e s t s  o n  Data  Communication Equipment 

Using Minicomputers  

1. INTRODUCTION 

T h i s  p r e s e n t a t i o n  i s  concerned  w i t h  work on  t h e  f i e l d  o f  
d a t a  communicat ions  a s  done by t h e  Department  f o r  Appl ied  
E l e c t r o n i c s  o f  t h e  Bundesversuchs- und - F o r s c h u n g s a n s t a l t ,  
Vienna.  

T h i s  work c o n s i s t s  o f :  

a )  s t u d i e s  r e l a t e d  t o  s e c u r i t y  q u e s t i o n s  i n  d a t a  communi- 
c a t i o n s ;  

b )  i n t e r f a c e  problems and c o m p a t i b i l i t y  q u e s t i o n s ;  

C )  w r i t i n g  s o f t w a r e  f o r  d a t a  communicat ions  and f o r  
tes t  s e t u p s  f o r  d a t a  t r a n s m i s s i o n  equipment .  

According t o  t h i s  d i v i s i o n ,  t h e  f i r s t  p a r t  o f  t h i s  p a p e r  
d e a l s  w i t h  a s p e c t s  o f  d a t a  s t r u c t u r e s ,  n o i s e  s t r u c t u r e s ,  and 
redundancy check  f a c i l i t i e s  and t h e i r  u s e  i n  t r a n s m i s s i o n  
s e c u r i t y  measurements.  I n  t h i s  c o n n e c t i o n ,  some c o m p a t i b i l i t y  
problems a p p e a r ,  which a r e  d e a l t  w i t h  i n  s e c t i o n  t h r e e ;  s e c t i o n  
f o u r  d e s c r i b e s  some program modules deve loped  i n  t h e  Department  
f o r  Appl ied  E l e c t r o n i c s .  

2. DATA STRUCTURES, NOISE STRUCTURES 

When per forming  c o m p a r a t i v e  measurements on s e c u r i t y  o f  
d a t a  communication equ ipment ,  g e n e r a l l y  acknowledged s t a n d a r d s  
a r e  needed.  W e l l  known a r e  t h e  CCITT tes t  p a t t e r n s  a s  d e f i n e d  
i n  V52 and V56, which, r e s p e c t i v e l y ,  a r e  d e c i d e d  f o r  measurements  
of  d i s t o r t i o n  and e r r o r  r a t e s  a t  Baud r a t e s  u n d e r  4800 b i t / s  
and o v e r  4800 b i t / s  u p  t o  96000 b i t / s e c .  The p r i n c i p l e s  of  
g e n e r a t i o n  a r e  t h e  same i n  b o t h  c a s e s :  

a )  p s e u d o s t o c h a s t i c  s t r u c t u r e ;  

b )  p a t t e r n s  must c o n t a i n  l o n g  s e q u e n c e s  o f  l o g i c  z e r o s  
and o n e s  ; 

C )  p a t t e r n  must  b e  much l o n g e r  t h a n  t h e  p e r i o d  of  t y p i c a l  
n o i s e  b u r s t s ;  



dl  s imp le  method of g e n e r a t i o n .  

The g e n e r a t i o n  of CCITT test p a t t e r n s  by s o f t w a r e  r a i s e s  
some c o m p l i c a t i o n s  t h a t  a r e  d i s c u s s e d  i n  s e c t i o n  f o u r  o f  t h i s  
paper .  

The i n t r o d u c t i o n  of redundancy check f a c i l i t i e s  i n  e ach  
c a s e  i s  i n c r e a s i n g  t h e  expense  o f  t r a n s m i s s i o n  t i m e  o r  bandwidth. 
The t h e o r y  of  t h e s e  methods is  w e l l  known, b u t  d e t a i l e d  
expe r imen t a l  i n v e s t i g a t i o n s  o f  t h e  dependence of e r r o r  r a t e s  on 
n o i s e  s t r u c t u r e s ,  s i g n a l  s t r u c t u r e s ,  and redundancy a r e  s t i l l  
mi s s ing .  

A s  e x p e r i e n c e  shows, w h i t e  n o i s e  ( a l t hough  n o t  i n  e ach  
c a s e )  i s  a  u s e f u l  means i n  per forming  e r r o r - r a t e  measurements on 
d a t a  communication sys tems .  I n  most of t h e  c a s e s ,  d i s t u r b a n c e s  
o c c u r  a s  b u r s t s ,  i .e . ,  l a r g e  n o i s e  amp l i t udes  c an  b e  observed  
d u r i n g  s h o r t  t i m e  p e r i o d s .  

I n  t h e  Department f o r  Applied E l e c t r o n i c s ,  a  t r a n s i e n t  
r e c o r d e r  is under  c o n s t r u c t i o n ,  which w i l l  b e  a b l e  t o  a n a l y z e  
t r a n s i e n t s  w i t h  a  conve r s ion  p e r i o d  of  20 n s  w i t h  a  s o l u t i o n  of 
8  b i t s .  The u s e  of  t h i s  i n s t rumen t  i n  t e l ephone  o r  o t h e r  
ne tworks  w i l l  b r i n g  deepe r  unde r s t and ing  o f  t h e  s t r u c t u r e s  o f  
n o i s e .  I n  measurements,  t h e  a p p l i c a t i o n  of  t h e  " s t o c h a s t i c  
b u r s t  g e n e r a t o r "  t u r n e d  o u t  t o  be  v e r y  u s e f u l .  

3 .  COMPATIBILITY QUESTIONS 

The test p a t t e r n s ,  a s  mentioned p r e v i o u s l y ,  a r e  r a i s i n g  
t h e  f i r s t  c o m p a t i b i l i t y  q u e s t i o n s .  Both 511 b i t s  (V52) and 
1  048 575 b i t s  (V57) c anno t  be  d i v i d e d  i n t o  b y t e s ,  a l t h o u g h  
today  b y t e  o r g a n i z a t i o n  i n  computers  i s  domina t ing .  

It  is  n o t  u s e f u l  t o  s t o r e  l o n g  test  p a t t e r n s  ( e . g . ,  
1  048 575) i n  a  c o r e  memory of a  minicomputer.  I n s t e a d ,  it 
i s  proposed t h a t  one s e a r c h  f o r  combined hardware-sof tware 
s o l u t i o n s .  I n  t h i s  c a s e ,  t h e  e a s e  o f  i n t e r f a c i n g  is o f  major  
impor tance .  

W e  s u g g e s t ,  when i n t r o d u c i n g  s t a n d a r d s  f o r  redundancy 
check f a c i l i t i e s ,  t h a t  one c o n s i d e r  t h e  g e n e r a l l y  acknowledged 
p r i n c i p l e s  o f  computers  i n t e r n a l  o r g a n i z a t i o n .  Redundancy 
check  o p t i o n s ,  a s  a v a i l a b l e  from computer manu fac tu r e r s ,  
sometimes work on  a  s o f t w a r e  and sometimes on a  hardware base .  
Very o f t e n  t h e  manu fac tu r e r s  u s e  t h e s e  o p t i o n s  t o  p r o v i d e  
i n t e n t i o n a l  i n c o m p a t i b i l i t y  t o  t h e  p r o d u c t s  o f  o t h e r  companies .  
Examples f o r  redundancy check f a c i l i t i e s  a r e  VRC, LRC, and CRC, 
t h e  l a t t e r  u s i n g  test  polynoms (CRC-16, CRC-12) . 

Another k ind  o f  problem i s  invo lved  w i t h  s y n c h r o n i z a t i o n .  
Data  t r a n s m i s s i o n  i n t e r f a c e s  o f  computers  u s u a l l y  c o n t a i n  
sync  c h a r a c t e r  codes  a s  hardware f u n c t i o n s .  I t  is  d e s i r a b l e  t h a t  
s t a n d a r d i z e d  t e s t  d a t a  i n c l u d e  sync  c h a r a c t e r s  i n  a  s u f f i c i e n t  
number. 



4. TEST PROGRAMS 

The program modules,  a s  d e s c r i b e d  i n  t h i s  s e c t i o n ,  a r e  
a b l e  t o  e x e c u t e  t h e  f o l l o w i n g  t a s k s :  

a )  g e n e r a t i o n  o f  test  p a t t e r n s ;  

b )  s t o r i n g  of  tes t  p a t t e r n s  i n  t h e  c o r e  memory ( i f  
necessary ' )  ; 

c )  t r a n s f e r  o f  test p a t t e r n  t o  t h e  d a t a  t r a n s m i s s i o n  
equipment  ; 

d )  r e c e i v i n g  of t h e  t r a n s m i t t e d ,  d i s t o r t e d ,  and d i s t u r b e d  
s i g n a l ;  

e )  comparison o f  r e c e i v e d  and t r a n s m i t t e d  s i g n a l ;  

f )  c o u n t i n g  e r r o r  r a t e s ;  

g )  p r i n t i n g  and p l o t t i n g  o f  r e s u l t s ;  

h )  s t a t i s t i c a l  e v a l u a t i o n  of r e s u l t s ;  

i) c o n t r o l  o f  pa r ame te r s  o f  measurement. 

Data  exchange between t h e  p r o c e s s o r  and t h e  d a t a  communi- 
c a t i o n  i n t e r f a c e  is accomplished v i a  d a t a  b reak  f a c i l i t y  t o  o r  
from any l o c a t i o n  o f  t h e  c o r e  memory. 

The i n s t r u c t i o n s  used i n  test s o f t w a r e  i n c l u d e  i n i t i a l i z i n g  
t h e  d a t a  t r a n s m i s s i o n  equipment ,  r e c e i v i n g  go  and t r a n s m i t t i n g  
go, s k i p p i n g  t o  s t a r t  s u b r o u t i n e s ;  among o t h e r  i n s t r u c t i o n s  
a r e  t h o s e  f o r  d i a g n o s i s  and /or  debugging.  

When s t a r t i n g  t h e  program, t h e  tes t  e n g i n e e r  i n p u t s  
d u r a t i o n  of  test  ( a s  a  number o f  seconds  o r  a  number o f  test  
p a t t e r n s ) ,  t h e  pa r ame te r s  o f  t h e  t r a n s m i s s i o n  l i n e  ( e . g . ,  
a t t e n u a t i o n ,  d e l a y ,  n o i s e  l e v e l , e t c . ) ,  Baud r a t e ,  and f i n a l l y  
t h e  s t a r t i n g  i n s t r u c t i o n s .  

Upon r e c e i p t  o f  two c o n s e c u t i v e  synch ron i z ing  c h a r a c t e r s ,  
memory r e f e r e n c e s  s t a r t ,  and t h e  comparing r o u t i n e  d e t e c t s  
t r a n s m i s s i o n  f a u l t s  and sets t h e  b i t -and-b lock  e r r o r  c o u n t e r s .  
Both e r r o n e o u s  b i t s  and 8 b i t ,  6 4  b i t ,  and 511 b i t  b locks  a r e  
coun t ed .  

The program modules conce rn ing  computa t ions ,  p r i n t i n g ,  and 
p l o t t i n g  a r e  w r i t t e n  i n  t h e  programing language FOCAL. The 
test  programs t hemse lve s  a r e  w r i t t e n  i n  a s s emb le r ,  and t h e y  
a r e  c a l l e d  by a  s p e c i a l l y  d e f i n e d  f u n c t i o n .  The e l emen t s  o f  
t e x t ,  t h e  f o rma t  i n s t r u c t i o n s ,  and t h e  commands f o r  t h e  
d i f f e r e n t  e v a l u a t i o n  p rocedu re s  a r e  ve ry  s imp le  FOCAL r o u t i n e s  
and c a n  be  loaded  by t h e  paper - tape  r e a d e r .  The p l o t t i n g  r o u t i n e  
i t s e l f  computes t h e  p l o t  u s i n g  r e g r e s s i o n  methods. FOCAL 
r e s i d e s  i n  8 k o f  c o r e  memory, and t h e  t es t  r o u t i n e s  r e q u i r e  4 k; 
t h u s ,  t h e  t o t a l  r equ i r emen t  o f  c o r e  memory is 1 2  k .  





S t a n d a r d s  and Measurements on Data 

Transmiss ion  Equipments 

A. Se thy  

1 .  DATA COMMUNICATION AND DATA TRANSMISSION 

IIASA i s  p l ann ing  an  In te r -European  d a t a  network. I n  t h e  
c o u r s e  of  t h e  i n s t a l l a t i o n  o f  a n  i n t e r n a t i o n a l  d a t a  network,  
many te lecommunica t ion  ( i . e . ,  t r a n s m i s s i o n )  problems a r e  r e l e v a n t  
I n  t h e  t r a n s m i s s i o n  t e c h n i q u e s ,  t h e  i n t e r n a t i o n a l  s t a n d a r d i z a t i o n  
i s  h i g h l y  deve loped;  t h e r e f o r e ,  t h e s e  a s p e c t s  a r e  a l s o  of  g r e a t  
impor tance  f o r  d a t a  communication. For  a  c l e a r  unde r s t and ing  of 
a l l  q u e s t i o n s ,  t h e  r e l a t i o n  of  t h e  terms data communication 
and data transmission must be w e l l  c l a r i f i e d .  The u s u a l  terms 
and d e f i n i t i o n s  i n  d i f f e r e n t  l anguages  a r e  n o t  t h e  same and,  
t h e r e f o r e ,  a r e  n o t  c l e a r .  The f o l l o w i n g  f i g u r e  shows schemat i -  
c a l l y  a  d a t a  communication system. 

1 Data Communication 1 

DTE = Data Terminal Equipment 

DCE = Data Circuit-Terminating Equipment (MODEM) 

Data Transmission 
< > 

A 
L 

Figure I .  Scheme of a data communication system. 
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The s e c t i o n  i n  F i g u r e  1 between t h e  i n t e r f a c e  p o i n t s  B and 
E  i n c l u d i n g  t h e  t r a n s m i s s i o n  l i n e  and t h e  DCEs (MODEMS = Modulator  
and DEModulator equipment)  i s  c a l l e d  " d a t a  t r a n s m i s s i o n " .  The 
t a s k  o f  t h e  MODEMs i s  t h e  p r e p a r a t i o n  o f  t h e  d a t a  f o r  t h e  t r a n s -  
m i s s ion ;  t h e r e f o r e ,  t h i s  f u n c t i o n  i s  a  pu re  te lecommunica t ion  
procedure .  The DTEs a r e  mos t ly  p a r t s  o f  c a l c u l a t o r s ;  t hey  
perform t h e  a d j u s t i n g ,  t h e  p r o t e c t i o n ,  e tc . ,  of d a t a .  The re fo r e ,  
t h e s e  f u n c t i o n s  a r e  main ly  d a t a  p r o c e s s i n g ,  and t h e  sun  o f  b o t h  
t h e s e  f u n c t i o n s  is  a l s o  main ly  d a t a  p roce s s ing .  
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The Department f o r  Data  T r a n s m i s s i o n  o f  t h e  I n s t i t u t e  f o r  
E l e c t r o n i c s  (ETVA) o f  t h e  Bundesversuchs-  und For schungs-  
a n s t a l t  i n  Vienna (BVFA) is  o c c u p i e d  e s p e c i a l l y  w i t h  measur ing  
prob lems  of  d a t a  t r a n s m i s s i o n  and w i t h  t e s t i n g  of MODEMS. 
I n  t h i s  a r e a ,  it c o l l a b o r a t e s  v e r y  c l o s e l y  w i t h  competen t  
i n t e r n a t i o n a l  o r g a n i z a t i o n s ,  a s  w e l l  a s  w i t h  t h e  I n t e r n a t i o n a l  
Telecommunicat ion Union (ITU) . 
2. INTERNATIONAL STANDARD FOR DATA TRANSMISSION 

According t o  Article 1 o f  t h e  a g r e e m e n t s  between t h e  
O r g a n i z a t i o n  o f  t h e  Uni ted  N a t i o n s  and t h e  ITU, it was a c c e p t e d  
t h a t  ITU is t h e  r e s p o n s i b l e  o r g a n i z a t i o n  f o r  promoting t h e  
development  o f  t e c h n i c a l  f a c i l i t i e s  f o r  worldwide telecommuni- 
c a t i o n  services, i n c l u d i n g  d a t a  t r a n s m i s s i o n ,  and a l s o  f o r  
l a y i n g  down of s t a n d a r d s  i n  t h i s  f i e l d .  The s u b o r g a n i z a t i o n  
CCITT ( I n t e r n a t i o n a l  T e l e g r a p h  and Telephone C o n s u l t a t i v e  
Committee) o f  t h e  ITU i s  r e s p o n s i b l e  f o r  d a t a  t r a n s m i s s i o n .  
I n  t h e  s t a n d a r d i z a t i o n  work, ITU/CCITT a r e  o b l i g e d  t o  c o f l a b o r a t e  
w i t h  o t h e r  r e l e v a n t  o r g a n i z a t i o n s ,  s u c h  a s  t h e  I n t e r n a t i o n a l  
S t a n d a r d  O r g a n i z a t i o n  (ISO) and t h e  I n t e r n a t i o n a l  E l e c t r o -  
t e c h n i c a l  Commission (IEC) . 

The d i v i s i o n  o f  competences  a c c o r d i n g  t o  t h e  a g r e e m e n t s  
between t h e s e  o r g a n i z a t i o n s  i s  a s  f o l l o w s :  

a )  CCITT i s  r e s p o n s i b l e  f o r  t h e  s t a n d a r d s  f o r  t h e  t r a n s -  
m i s s i o n  channels i n c l u d i n g  a l l  a s p e c t s  o f  t h e  networks;  

b )  The s t a n d a r d i z a t i o n  o f  MODEMs is  t h e  p r o v i n c e  o f  t h e  
CCITT; 

C )  The s t a n d a r d i z a t i o n  o f  interface between DCE (MODEM) 
and DTE i s  a m a t t e r  f o r  agreement  between CCITT, ISO, 
and IEC; 

d )  The d e v i c e s  f o r  error protection a r e ,  u n t i l  now, a 
m a t t e r  f o r  t h e  u s e r s ;  

e)  The T e l e g r a p h  "Alphabet No. 5" is  a p r o d u c t  o f  a n  
agreement  between CCITT and I S 0  (CCITT/V. 3 ,  IS0/646-1942) 

f )  G e n e r a l  coding q u e s t i o n s  a r e  t h e  p r o v i n c e  o f  CCITT, i f  
t h e  p u b l i c  network is used ;  

g )  The l i m i t s  f o r  t r a n s m i s s i o n  performance f a l l  w i t h i n  
t h e  competence o f  CCITT; 

h )  The l i m i t s  f o r  performance of the DTE s h o u l d  b e  f i x e d  
by agreement  between t h e  I S 0  and CCITT; 

i) Alone,  CCITT c a n  l a y  down p r o c e d u r e s  f o r  t h e  s e t t i n g - u p ,  
h o l d i n g ,  and c l e a r i n g  calls for data communication 
when t h e  g e n e r a l  p u b l i c  network is used .  



Since it can be assumed that the public network will be 
used for the planned IIASA Inter-European data network, the 
CCITT recommendations are of great importance to this work. 

3. CCITT RECOMMENDATIONS FOR DATA TRANSMISSION MEASUREMENTS 

According to the above-mentioned rules, CCITT publishes 
recommendations every four years for data transmission. The 
last edition has been the so-called Green Book from 1973, 
volume VIII [2]. This contains two series for this subject: 
The "Series V", general for data transmission over telephone 
or telex networks; and the "Series X" concerning data networks. 

The recommendation "V" describes the principles, signal 
structures, transfer rates, modulation equipments (MODEMS), 
error protection, and measurement procedures for data trans- 
mission. Until now, about 30 recommendations have been accepted. 

The Department Data Transmission of the ETVA/BVFA is working 
with the measurement problems, and the author of this paper 
is chairman of a working group at CCITT for this special problem. 

The V-recommendations concerning measuring techniques in 
data transmission are as follows: 

V.50, standard limits for transmission quality of data transmission; 

V.51, maintenance of international circuits for data transmission; 

V.52, characteristics of distortion and error-rate measuring 
apparatus; 

v.53, limits for the maintenance; 

V.55, impulsive noise measuring instrument for data transmission, 
V.56, comparative tests of MODEMs; 

V.57, comprehensive data test set for high data signaling rates. 

4. COMPARATIVE TESTS ON MODEMs: WORK OF THE ETVA 

The recommendation V.56, "comparative tests of MODEMs for 
use over telephone-type circuits," is a product of the experiences 
in the MODEM testing work of the ETVA. A great number of products 
of the most important companies of the world have been tested 
in ETVA at the transmission speed of between 600 and 4800 bit/sec. 
The measuring criteria are bit-and-block error rate, telegraph 
distortion, etc., by different simulated transmission parameters 
and noises, as described in V.56. Many theoretical and practical 
problems have been investigated during this work (see [1,3,6]). 
At present, we are developing new testing equipment for MODEMS 
for the transmission rates between 48 and 96 kbit/sec according 
to recommendation V.57. 



For  t h e  p r a c t i c a l  compar i son  and s e l e c t i o n  o f  MODEMS, 
i n t e r n a l  l i m i t s  e x i s t  f o r  measur ing  r e s u l t s ,  which a r e  known 
by t h e  m a n u f a c t u r e r s .  I f  a  l a r g e  o r g a n i z a t i o n  n e e d s  a  g r e a t  
number o f  MODEMs f o r  i t s  p lanned  d a t a  network ( i . e . ,  ORE, 
which is  t h e  i n t e r n a t i o n a l  r a i l w a y s  o r g a n i z a t i o n ) ,  it o r d e r s  
tests on t h e  p r e s e n t  t y p e s  on t h e  m a r k e t ,  and t h e  most s u i t a b l e  
t y p e s  w i l l  b e  c h o s e n  based on o u r  measur ing  work. I t  c o u l d  b e  
p o s s i b l e  t h a t  i n t e r n a t i o n a l  s t a n d a r d  and measurement a s p e c t s  
and e x p e r i e n c e s  w i l l  be  u s e f u l  f o r  t h e  f u t u r e  work of IIASA. 
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An O p e r a t i o n a l  Method f o r  Ach iev ing  Dynamic S h a r i n q  

of  F i l e s  i n  a  D i s t r i b u t e d  I n t e r a c t i v e  Computing U t i l i t y  

N . H .  S h e l n e s s ,  and J . K .  Yarwood 

1 .  INTRODUCTION 

I n  e a r l y  1975, t h e  comput ing power o f  t h e  Ed inburgh  
U n i v e r s i t y  I n t e r a c t i v e  Computing U t i l i t y  was d o u b l e d  by t h e  
i n s t a l l a t i o n  of  a  second l a r g e  ICL System 4/75 computer .  The 
d e c i s i o n  t o  i n s t a l l  a  second f r e e - s t a n d i n g  machine r a t h e r  t h a n  
t o  u p g r a d e  t h e  one  we a l r e a d y  had was f o r c e d  by c e r t a i n  
s t r u c t u r a l  f e a t u r e s  o f  t h e  ICL System 4  r a n g e .  The System 4/75 
i s  a  s i n g l e - p r o c e s s o r  machine.  T h i s  makes enhancement  of t h e  
s y s t e m  by t h e  a d d i t i o n  o f  a  second p r o c e s s o r  i m p o s s i b l e .  There  
i s  a l s o  no l a r g e r  machine i n  t h e  4  r a n g e  on which t o  b a s e  a n  
upgraded  sys tem.  

The same s t r u c t u r a l  f e a t u r e s  make i t  i m p o s s i b l e  t o  c r e a t e  
a  s i n g l e  f u l l y  i n t e g r a t e d  s y s t e m ,  d e s p i t e  t h e  f a c t  t h a t  c e r t a i n  
p e r i p h e r a l s  (drum and d i s k  d r i v e s )  a r e  a c c e s s i b l e  from b o t h  
mach ines ,  and o t h e r  p e r i p h e r a l s  ( t a p e  d r i v e s  and s low d e v i c e s )  
may b e  s w i t c h e d  f rom one  machine t o  t h e  o t h e r .  The i m p o s s i b i l i t y  
o f  c r e a t i n g  a  t r u l y  i n t e g r a t e d  sys tem f o r c e d  u s ,  i n  t h e  f i r s t  
i n s t a n c e ,  t o  r u n  two s e p a r a t e  f r e e - s t a n d i n g  v e r s i o n s  of  t h e  
Ed inburgh  Mult i -Access  System (EMAS), w i t h  e a c h  s e r v i n g  a  
s e p a r a t e  g r o u p  of  u s e r s  and b e i n g  a c c e s s e d  f rom a  s e p a r a t e  g r o u p  
of  i n t e r a c t i v e  t e r m i n a l s .  T h i s  was n o t  a  s a t i s f a c t o r y  s t a t e  of  
a f f a i r s .  T h e r e  a r e  some n a t u r a l  b r e a k s  i n  o u r  u s e r  p o p u l a t i o n ,  
b u t  t h e s e  b r e a k s  a r e  n o t  s u c h  a s  t o  d i s t i n g u i s h  two t o t a l l y  
d i s j o i n i n g  g r o u p s  of  u s e r s .  I f  it were  i m p o s s i b l e  t o  a c h i e v e  
f u l l  ha rdware  i n t e g r a t i o n  of  t h e  two s y s t e m s ,  a n  a p p r o a c h  would 
b e  needed t h a t  would g i v e  t h e  e x t e r n a l  a p p e a r a n c e  of  i n t e g r a t i o n .  

Two a r e a s  d o m i n a t e  t h e  e x t e r n a l  a p p e a r a n c e  i n  a  s y s t e m  
s u c h  a s  EMAS. The f i r s t  i s  t h e  means by  which t h e  sys tem i s  
a c c e s s e d ;  t h e  second i s  t h e  a b i l i t y  t o  d y n a m i c a l l y  s h a r e  and 
c o n t r o l  a c c e s s  t o  f i l e s .  Changes were  needed t o  a c h i e v e  t h e  
a p p e a r a n c e  o f  i n t e g r a t i o n  i n  t h e s e  two a r e a s .  The f i r s t  was 
a c h i e v e d  by t h e  c r e a t i o n  o f  a  f r e e s t a n d i n g  t e r m i n a l  network 
s e r v i n g  b o t h  s y s t e m s ,  t h e  second by a  scheme f o r  t h e  s h a r i n g  
f i l e s  between t h e  two s y s t e m s .  The l a t t e r  i s  t h e  s u b j e c t  o f  
t h i s  p a p e r .  

2 .  FILE OPERATIONS 

I t  i s  p o s s i b l e  t o  d i s t i n g u i s h  two t y p e s  o f  o p e r a t i o n s  on 
f i l e  a c c e s s  o p e r a t i o n s  and o r g a n i z a t i o n a l  o p e r a t i o n s .  Access  



o p e r a t i o n s  a r e  t h o s e  t h a t  t a k e  p l a c e  on t h e  c o n t e n t s  of a  
f i l e  ( r ead ,  w r i t e ,  and sea rch  o p e r a t i o n s )  . Organ iza t iona l  
o p e r a t i o n s  f a l l  i n t o  two groups--those t h a t  o p e r a t e  over  a  f i l e  
system a s  a  whole, such a s  space a l l o c a t i o n  and d e a l l o c a t i o n  
( f i l e  c r e a t i o n  and d e l e t i o n  o p e r a t i o n s ) ,  and t h o s e  t h a t  c o n t r o l  
a c c e s s  t o  a  f i l e  o r  group of f i l e s  ( f i l e  open and c l o s e  
o p e r a t i o n s ) .  The d i v i s i o n  between a c c e s s  and o r g a n i z a t i o n a l  
o p e r a t i o n s  i s  n o t  p r e c i s e  and v a r i e s  c o n s i d e r a b l y  from system 
t o  system. I n  a  da ta -base  system, a lmost  a l l  a c c e s s  o p e r a t i o n s  
a r e  performed v i a  o r g a n i z a t i o n a l  o p e r a t i o n s .  I n  a  s imple  tape-  
based system, o r g a n i z a t i o n a l  o p e r a t i o n s  may n o t  even e x i s t ,  o r  
t h e y  may be l i m i t e d  t o  s imple  l a b e l  p roces s ing .  I t  i s  a l s o  t h e  
c a s e  t h a t  t h e r e  i s  a  c e r t a i n  deg ree  of r e c u r s i o n  i n  t h e  
r e l a t i o n s h i p  of t h e  two t y p e s  of o p e r a t i o n s ;  a s  o r g a n i z a t i o n a l  
o p e r a t i o n s  a r e ,  o u t  of  n e c e s s i t y ,  c o n s t r u c t e d  o u t  of acces s  
o p e r a t i o n s .  

I f  a  f i l e  system is  t o  be shared  by more t han  one system, 
t h e n  no t  o n l y  must a c c e s s  o p e r a t i o n s  be p o s s i b l e  from each  
system, bu t  a l s o  o r g a n i z a t i o n a l  o p e r a t i o n s .  

3. FILE OPERATIONS I N  EMAS 

The Edinburgh Multi-Access System s u p p o r t s  a  f o u r - l e v e l  
s t o r a g e  h i e r a r c h y  c o n s i s t i n g  of c o r e ,  drum, d i s k ,  and t a p e  
s t o r e .  F i l e s  t h a t  have n o t  been accessed  f o r  f o u r  weeks a r e  
he ld  on t a p e .  A l l  o t h e r  f i l e s  a r e  he ld  on permanently mounted 
d i s k s .  

A l l  u s e r  computa t ions ,  and system t a s k s  t h a t  r e q u i r e  f i l e s  
( t h e  s low p e r i p h e r a l  spoo l  p roces s ,  and t h e  a r c h i v e  ( t a p e )  s t o r e  
manager f o r  example) a r e  performed i n  d i s j o i n t  v i r t u a l  machines, 
of which t h e  system can s u p p o r t  63 s imul taneous ly .  Each v i r t u a l  
machine has  a  16 mega-byte l i n e a r  v i r t u a l  a d d r e s s  space  organized  
i n t o  256 segments of 16 4096-byte pages each.  A l l  a c c e s s  t o  
f i l e s  i s  performed through t h e  v i r t u a l  memory v i a  a  mechanism 
t h a t  a s s o c i a t e s  segments of d i s k  s t o r a g e  w i t h  segments of t h e  
v i r t u a l  a d d r e s s  space.  The system is  then  r e s p o n s i b l e  f o r  
moving pages  from t h e  d i s k  s t o r e  t o  c o r e  s t o r e  a s  t h e y  a r e  
addressed  through t h e  v i r t u a l  memory mechanism. I n  o rde r  t o  
ma in t a in  t h e  page t r a f f i c  between d i s k  and c o r e  w i t h i n  t h a t  
which t h e  d i s k  channel  can s u s t a i n ,  drums a r e  used by t h e  
system t o  hold t h e  most commonly acces sed  pages of t h e  moment. 
The o r g a n i z a t i o n  of bo th  t h e  c o r e  and drum s t o r e s  is  managed f o r  
each  v i r t u a l  machine by t h e  EMAS r e s i d e n t  supe rv i so r .  The 
o r g a n i z a t i o n  of t h e  d i s k  s t o r e  i s  managed from w i t h i n  each  
v i r t u a l  machine by a  supe rv i so ry  system p roces s  ( t h e  d i r e c t o r ) .  
A shared  d i s k  segment of d i r e c t o r  code is  mapped i n t o  each 
v i r t u a l  memory whenever a  v i r t u a l  machine i s  c r e a t e d  a long  wi th  
an  unshared segment t h a t  ho lds  t h e  t a b l e s  a s s o c i a t i n g  d i s k  
segments w i th  v i r t u a l  add re s se s ,  t h e  d i r e c t o r  s t a c k ,  l i n k a g e  
a r e a ,  and o f f - s t a c k  r eg ion .  I n  a d d i t i o n ,  14 segments of t h e  
v i r t u a l - a d d r e s s  space a r e  a v a i l a b l e  f o r  a c c e s s i n g  f i l e  d i r e c t o r y  
segments which a r e  mapped i n t o  t h e  v i r t u a l  memory a s  r e q u i r e d  
by each  d i r e c t o r  p roces s .  These 16 d i r e c t o r  segments a r e  a t  



t h e  t o p  of t h e  v i r t u a l  memory, and cannot be accessed by t h e  
user  process  which has only a  240-segment v i r t u a l  address  space 
a v a i l a b l e  t o  it. 

A l l  f i l e  o rgan iza t iona l  ope ra t ions  a r e  performed on behalf  
of a  use r  process  by i t s  d i r e c t o r .  The a v a i l a b l e  ope ra t ions  a r e  
l i s t e d  i n  appendix A. The f i l e  s t o r e  is organized i n t o  d i s j o i n t  
f i l e  systems each assoc ia ted  wi th  a  s i n g l e  d i s k  pack. The 
d i r e c t o r y  segments f o r  each f i l e  system a r e  a t  a  f ixed  d i s k  
address  which is known t o  t h e  d i r e c t o r  processes .  D i r e c t o r i e s  
a r e  organized a s  a  two-level h ie ra rchy  indexed by use r  i d e n t i f i e r  
and f i l e  name. The p o s i t i o n  of a  use r  d i r e c t o r y  wi th in  a  f i l e  
system i s  held i n  t h e  r o o t  d i r e c t o r y  of each f i l e  system. A 
s e p a r a t e  d i r e c t o r y  segment holds  t h e  free-space t a b l e s  f o r  each 
f i l e  system. 

Synchronization of access  t o  each use r  d i r e c t o r y  and t h e  
f ree-space  t a b l e s  i s  con t ro l l ed  v i a  a  semaphore maintained f o r  
each d i r e c t o r y  wi th in  a  f i l e  system by t h e  r e s i d e n t  supervisor .  
This a l lows d i r e c t o r i e s  t o  be accessed i n  p a r a l l e l  wi th  
con ten t ion  occurr ing  only when two d i r e c t o r s  r e q u i r e  access  
t o  t h e  same d i r e c t o r y  simultaneously.  

4 .  SHARED FILE OPERATIONS 

Two s e t s  of proposals  were put  forward f o r  c r e a t i n g  an 
apparent ly  i n t e g r a t e d  EMAS f i l e  s t o r e .  The f i r s t  c a l l e d  f o r  
t h e  c r e a t i o n  of a  f ree-s tanding f i l e  s t o r e  c o n t r o l l e d  by a  
dedica ted  f i l e  processor.  The second f o r  t h e  c r e a t i o n  of a  
nominated d i r e c t o r  on each EMAS system t h a t  would a c t  a s  an 
agent  f o r  f i l e  o rgan iza t iona l  ope ra t ions  o r i g i n a t i n g  from t h e  
o t h e r  system. The second proposal  was f i n a l l y  accepted and 
implemented, l a r g e l y  because it c rea ted  l i t t l e  d i s tu rbance  t o  
t h e  e x i s t i n g  systems, and because it required  a  minimum of 
implementation e f f o r t .  Despite t h e  f a c t  t h a t  we have only  
implemented t h e  second proposal ,  we s h a l l  d i s c u s s  each f o r  t h e  
l i g h t  they shed on t h e  genera l  problem. 

5. FREE-STANDING FILE STORE 

The idea  of sepa ra t ing  t h e  permanent f i l e  s t o r e  from t h e  
d i r e c t  c o n t r o l  of a  c e n t r a l  system has been advanced i n  Edinburgh 
f o r  a  number of years .  I t  i s  our b e l i e f ,  s t rengthened by t h e  
use  of s i m i l a r  concepts i n  t h e  des ign of t h e  CDC STAR 100 
computing system, t h a t  a  computing system should be f u n c t i o n a l l y  
d i s t r i b u t e d  along t h e  dimension of i t s  memory h ie ra rchy ,  wi th  
c e n t r a l  processor execut ing programs, a  paging processor  managing 
main memory, a  drum processor managing t h e  drums, e t c .  Within 
t h i s  scheme, t h e  f i l e  system might wel l  be managed by two 
sepa ra te  processors--a f i l e - index  processor and a  f i l e - a c c e s s  
processor . 



I n  t h e  c o n t e x t  o f  EMAS, we c h o s e  t o  s t a r t  w i t h  a  s i n g l e  
sys tem per forming  b o t h  sets of  o p e r a t i o n s .  Access  o p e r a t i o n s  
would b e  i n i t i a t e d ,  a s  a t  p r e s e n t ,  by t h e  v i r t u a l  memory manage- 
ment component of  t h e  r e s i d e n t  s u p e r v i s o r .  O r g a n i z a t i o n a l  
o p e r a t i o n s  would b e  forwarded by d i r e c t o r  p r o c e s s e s ,  r a t h e r  
t h a n  performed by them a s  i s  done  a t  p r e s e n t .  T h i s  change 
would b e  i n v i s i b l e  from t h e  u s e r  p r o c e s s ,  a s  t h e  u s e r  f i l e  system 
i n t e r f a c e  would remain unchanged. 

Two d i f f e r e n t  i n t e r f a c e s  would b e  c o n s t r u c t e d  between t h e  
f r e e - s t a n d i n g  f i l e  s t o r e  and a  c e n t r a l  EMAS system--a page  
t r a n s f e r  i n t e r f a c e  and a  c o n t r o l  i n t e r f a c e .  The page t r a n s f e r  
i n t e r f a c e  would b e  a  b y t e  t r a n s f e r  DMA i n t e r f a c e  under  t h e  
d i r e c t  c o n t r o l  of  t h e  f i l e  p r o c e s s o r .  I n f o r m a t i o n  would b e  
t r a n s f e r r e d  w i t h  minimal b u f f e r i n g  between t h e  c o r e  s t o r e  of  
t h e  c e n t r a l  sys tem and t h e  f i l e  medium. T h i s  would a v o i d  t h e  
need f o r  a  l a r g e  t emporary  b u f f e r  a r e a  i n  t h e  f i l e  p r o c e s s o r .  

The c o n t r o l  i n t e r f a c e  would b e  a  d u p l e x  c h a n n e l  w i t h  
a c c e s s  and o r g a n i z a t i o n a l  r e q u e s t s  p a s s i n g  i n  one  d i r e c t i o n  
and r e p l i e s  i n  t h e  o t h e r .  The u n i t  o f  t r a n s f e r  would b e  a  
32-byte  b l o c k  i n  EMAS s y s t e m ' s  message f o r m a t ,  i d e n t i c a l  t o  t h a t  
c u r r e n t l y  employed a s  t h e  s t a n d a r d  EMAS i n t e r p r o c e s s  communicat ions  
mechanism. 

A l t e r n a t i v e  i n t e r f a c e s  would be a v a i l a b l e  f o r  c o n n e c t i o n  
t o  o t h e r  p r o c e s s o r s ,  such a s  a  s low p e r i p h e r a l  s p o o l  p r o c e s s o r ,  
i f  one  were  added.  

The m e c h a n i z a t i o n  o f  f i l e  a c c e s s  and o r g a n i z a t i o n a l  
o p e r a t i o n s  i n  t h e  f i l e  p r o c e s s o r  have n o t  been  worked o u t  i n  
d e t a i l ,  though c e r t a i n  p h i l o s o p h i c a l  d e c i s i o n s  have been t a k e n .  
Access  s c h e d u l i n g  would depend on  t h e  c h a r a c t e r i s t i c s  of t h e  
p h y s i c a l  d e v i c e  a t t a c h e d .  D i r e c t o r y  o p e r a t i o n s  would b e  s i n g l e  
t h r e a d e d ,  w i t h  f i l e  d e s c r i p t o r s  f o r  open f i l e s  h e l d  i n  t h e  main 
s t o r e  of  t h e  f i l e  p r o c e s s o r ,  a l o n g  w i t h  t h e  f r e e - s p a c e  t a b l e s .  
A l l  d i r e c t o r i e s  would be h e l d  on t h e  same p h y s i c a l  d e v i c e  a s  
t h e  f i l e s  t h e y  d e s c r i b e d .  An e v e n t  numbering scheme would b e  
employed t o  a c h i e v e  c o n s i s t e n c y  d y n a m i c a l l y  i n  t h e  c a s e  of  a  
c e n t r a l  s y s t e m  f a i l u r e ,  a v o i d i n g  a  h i a t u s  e a c h  t i m e  a  c e n t r a l  
sys tem f a i l e d .  

A  s h o r t  d e s c r i p t i o n  o f  t h e  sequence  of  e v e n t s  i n v o l v e d  i n  
b o t h  f i l e  o r g a n i z a t i o n a l  and  a c c e s s  o p e r a t i o n s  o r i g i n a t i n g  on 
EMAS and b e i n g  s e r v i c e d  by a  f r e e - s t a n d i n g  f i l e  p r o c e s s o r  
a p p e a r s  i n  Appendix B .  

6 .  AGENT PROCESSES 

The second scheme f o r  a c h i e v i n g  f i l e - s y s t e m  i n t e g r a t i o n  is 
d e c e p t i v e l y  s i m p l e ,  and r e q u i r e s  a l m o s t  no  implementa t ion  e f f o r t .  
T h i s  was, i n  no s m a l l  p a r t ,  d u e  t o  t h e  e l e g e n c e  o f  t h e  e x i s t i n g  
EMAS d e s i g n .  R a t h e r  t h a n  s e r v i c i n g  t h e  r e q u e s t s  of i t s  
a s s o c i a t e d  u s e r  p r o c e s s  t o  c o n n e c t  and d i s c o n n e c t  f i l e s ,  t h e  



a g e n t  d i r e c t o r  s e r v i c e s  r e q u e s t s  t o  open and c l o s e  f i l e s  fo rwarded  
by d i r e c t o r s  r u n n i n g  on t h e  o t h e r  sys tem,  a s  a  r e s u l t  o f  
r e q u e s t s  made on them t o  c o n n e c t  o r  d i s c o n n e c t  a  f i l e .  These 
r e q u e s t s  a r e  p a s s e d  t h r o u g h  t h e  EMAS s y s t e m ' s  message mechanism 
which h a s  been ex tended  t o  a l l o w  communication between p r o c e s s e s  
o v e r  b o t h  sys tems .  The a g e n t  d o e s  n o t  need t o  s e r v i c e  f i l e  
c r e a t i o n  and d e l e t i o n  o p e r a t i o n s ,  a s  t h e s e  c a n  o n l y  be performed 
by a u s e r  on h i s  own f i l e s ,  and a  u s e r  i s  s t i l l  r e q u i r e d  t o  r u n  
on t h e  s y s t e m  t o  which h i s  f i l e s  be long .  

Access  o p e r a t i o n s  a r e  performed d i r e c t l y  by e a c h  sys tem on 
a l l  d i s k s .  T h i s  i n t r o d u c e s  t h e  chance  of one s y s t e m  i n t e r f e r i n g  
w i t h  t h e  d i s k  o p e r a t i o n s  o f  t h e  o t h e r .  I n i t i a l  a n a l y s i s  i n d i c a t e s  
t h a t ,  d u e  t o  t h e  e f f e c t i v e n e s s  o f  t h e  d r u m - b u f f e r i n g  scheme i n  
min imiz ing  t h e  d i s k  t r a n s f e r  r a t e ,  and t h e  r e l a t i v e  i n f r e q u e n c y  
of  c r o s s - s y s t e m  a c c e s s e s ,  t h i s  shou ld  n o t  be  a  problem. I f  it 
w e r e  t o  become a  problem,  o r  i f  t h e  two machines  w e r e  i n c a p a b l e  
o f  c r o s s - a c c e s s i n g  e a c h  o t h e r s  d i s k s ,  a s  would b e  t h e  c a s e  i f  
t h e y  w e r e  g e o g r a p h i c a l l y  d i s t r i b u t e d ,  t h e n  a  f i l e  a c c e s s  a g e n t  
would be r e q u i r e d  on e a c h  sys tem t o  h a n d l e  f i l e - a c c e s s  r e q u e s t s  
o r i g i n a t i n g  from a n o t h e r .  

A s h o r t  d e s c r i p t i o n  o f  t h e  sequence  o f  e v e n t s  i n v o l v e d  i n  
b o t h  f i l e  o r g a n i z a t i o n a l  and a c c e s s  o p e r a t i o n s  o r i g i n a t i n g  on 
one EMAS sys tem and b e i n g  s e r v i c e d  by a g e n t  p r o c e s s e s  on t h e  
o t h e r  a p p e a r s  i n  Appendix C .  

7 .  CONCLUSION 

W e  have d e s c r i b e d  a  working scheme f o r  a c h i e v i n g  dynamic 
f i l e  s h a r i n g  between two d i s j o i n t e d ,  l o o s e l y  c o u p l e d ,  o p e r a t i o n a l -  
computing s y s t e m s .  W e  have d e s c r i b e d  t h e  s t r u c t u r e  o f  a g e n t  
p r o c e s s e s  per forming  o r g a n i z a t i o n a l  f i l e  o p e r a t i o n s  o r i g i n a t i n g  
on a n o t h e r  machine,  and we have proposed a  scheme f o r  o p e r a t i n g  
f i l e - a c c e s s  a g e n t s  t o  s e r v i c e  f i l e - a c c e s s  r e q u e s t s  o r i g i n a t i n g  
on a n o t h e r  machine,  i n  c a s e s  where d i r e c t  a c c e s s  t o  t h e  f i l e  
m e d i a . i s  i m p o s s i b l e .  T o g e t h e r ,  t h e s e  a g e n t s  p r o v i d e  a  means o f  
s h a r i n g  f i l e s  between two remote machines  i n  a  s i n g l e  computing 
u t i l i t y ,  shou ld  t h e  bandwidth of  t h e  i n t e r m a c h i n e  l i n k s  be 
s u f f i c i e n t l y  wide.  W e  a r e ,  a t  p r e s e n t ,  q u a n t i f y i n g  t h i s  band- 
w i d t h  r e q u i r e m e n t  under  o p e r a t i o n a l  c o n d i t i o n s .  
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APPENDIX A 

User Program File Requests (by SVC) 

CmATE 

DESTROY 

RENAME 

Specify a "new generation" of a file 

CHANGE SIZE (file may be connected) 

Set archiving/back-up status 

Set access permissions 

CONNECT 

DISCONNECT 

Change access mode 

Get file information 

Get file names 

Offer file to another user 

Accept file from another user 



APPENDIX B 

A S t e p  by S t e p  D e s c r i p t i o n  of  t h e  Handl ing of  a  F i l e  Organi-  

z a t i o n a l  O p e r a t i o n  and a  F i l e  Access  O p e r a t i o n  O r i g i n a t i n g  

on EMAS and Being S e r v i c e d  by a  Free-S tand ing  F i l e  P r o c e s s o r  

FILE ORGANIZATION OPERATION 

1 .  A u s e r  i s s u e s  a  f i l e  c o n n e c t i o n  r e q u e s t  by s e n d i n g  a  
s y s t e m ' s  message a d d r e s s e d  t o  t h e  u s e r  c o n n e c t i o n  p r o c e s s .  
The system r o u t e s  t h i s  message t o  t h e  u s e r ' s  d i r e c t o c .  

2 .  The d i r e c t o r  r e a d d r e s s e s  t h e  message t o  t h e  sys tem f i l e  
c o n n e c t i o n  p r o c e s s ,  and i d e n t i f i e s  i t s e l f  a s  t h e  s e n d e r .  
The sys tem r o u t e s  t h e  message t o  t h e  f i l e  p r o c e s s o r ,  c o n t r o l  
i n t e r f a c e  h a n d l e r .  

3 .  The h a n d l e r  t r a n s f e r s  t h e  message t o  t h e  f i l e  p r o c e s s o r .  

4 .  The message i s  r o u t e d  w i t h i n  t h e  f i l e  p r o c e s s o r  t o  t h e  
f i l e  i n d e x  p r o c e s s .  

5 .  The f i l e  index  p r o c e s s  r e q u e s t s  t h e  t r a n s f e r  o f  t h e  
nominated u s e r  d i r e c t o r y  f rom t h e  f i l e  medium. 

6 .  The u s e r  f i l e  d i r e c t o r y  h a s  been t r a n s f e r r e d .  The f i l e  
i n d e x  p r o c e s s  v e r i f i e s  t h e  r i g h t  o f  t h e  r e q u e s t i n g  u s e r  t o  
a c c e s s  t h e  r e q u e s t e d  f i l e  i n  t h e  r e q u e s t e d  mode. I f  a c c e s s  
i s  n o t  a l l o w e d ,  an  e r r o r  r e p l y  i s  c o n s t r u c t e d  and s e n t .  If 
a c c e s s  i s  a l l o w e d ,  a  f i l e  d e s c r i p t o r  i s  c o n s t r u c t e d  i n  t h e  
f i l e  a c c e s s  t a b l e ,  and an  index  t o  t h e  d e s c r i p t o r  i s  r e t u r n e d  
i n  t h e  r e p l y  which i s  c o n s t r u c t e d  and s e n t .  

7 .  The r e p l y  i s  r o u t e d  i n  t h e  f i l e  p r o c e s s o r  t o  t h e  c o n t r o l  
i n t e r f a c e  h a n d l e r ,  which t r a n s f e r s  it t o  t h e  a p p r o p r i a t e  
c e n t r a l  sys tem.  

8 .  The h a n d l e r  i n  t h e  c e n t r a l  sys tem r e c e i v e s  t h e  t r a n s f e r  
and s e n d s  t h e  message t o  t h e  a d d r e s s e d  d i r e c t o r .  

9 .  The d i r e c t o r  r e c e i v e s  t h e  r e p l y .  I f  a n  e r r o r  i s  i n d i c a t e d ,  
t h i s  i n f o r m a t i o n  i s  p a s s e d  back t o  t h e  u s e r  p r o c e s s  w i t h  
t h e  a p p r o p r i a t e  f l a g  s e t .  I f  t h e  r e q u e s t  h a s  been s a t i s f i e d ,  
t h e  d i r e c t o r  e n t e r s  t h e  r e t u r n e d  f i l e ,  d e s c r i p t o r  index  i n  
t h e  t a b l e  a s s o c i a t i n g  f i l e  segments  w i t h  segments  o f  
v i r t u a l  memory. I f  t h e  f i l e  is  more t h a n  one segment i n  
l e n g t h ,  a  sub index  i s  i n s e r t e d  f o r  each  segment a f t e r  t h e  
f i r s t .  A s u c c e s s f u l  r e p l y  i s  t h e n  s e n t  t o  t h e  u s e r  p r o c e s s .  



FILE ACCESS OPERATION 

1 .  A page  f a u l t  i n t e r r u p t  c a u s e s  a  s y s t e m ' s  message t o  be  
g e n e r a t e d  and s e n t  t o  t h e  v i r t u a l  s t o r e  manager.  I f  t h e  
v i r t u a l  s t o r e  manager w i s h e s  t o  s e r v i c e  t h e  page  f a u l t  
and t h e  page is  i n  t h e  f i l e  s t o r e ,  it a c q u i r e s  a  page  o f  
main s t o r e  and c o n s t r u c t s  a  s y s t e m ' s  message f rom i n f o r m a t i o n  
h e l d  i n  t h e  v i r t u a l  memory a s s o c i a t i o n  t a b l e .  The sys tem 
w i l l  r o u t e  t h i s  message t o  t h e  f i l e  p r o c e s s o r ,  c o n t r o l  
i n t e r f a c e  h a n d l e r  which t r a n s f e r s  i t  t o  t h e  f i l e  p r o c e s s o r ,  
where it  i s  r o u t e d  t o  t h e  f i l e  a c c e s s  p r o c e s s .  

2 .  Using i n f o r m a t i o n  h e l d  i n  t h e  indexed  f i l e  d e s c r i p t o r ,  a 
f i l e  page  t r a n s f e r  i s  s c h e d u l e d .  

. When t h e  t r a n s f e r  i s  i n i t i a t e d ,  i n f o r m a t i o n  i s  t r a n s f e r r e d ,  
v i a  a  t i g h t  l o o p ,  t h r o u g h  t h e  f i l e  p r o c e s s o r ,  page  t r a n s f e r  
i n t e r f a c e  f rom t h e  f i l e  medium t o  t h e  s t o r e  o f  t h e  r e q u e s t i n g  
p r o c e s s o r .  I f  t h e  t r a n s f e r  i s  s u c c e s s f u l ,  a n  a p p r o p r i a t e  
r e p l y  message i s  c o n s t r u c t e d  and s e n t .  I f  an  e r r o r  h a s  
o c c u r r e d ,  t h e n  a  r e t r y  i s  s c h e d u l e d .  Should r e c o v e r y  b e  
i m p o s s i b l e ,  t h e  f i l e  i s  marked a s  i n a c c e s s i b l e ,  and a n  
e r r o r  r e p l y  i s  c o n s t r u c t e d  and  s e n t .  

4 .  The r e p l y  makes i t s  way back t o  t h e  v i r t u a l  s t o r e  manager 
i n  t h e  same way a s  t h e  f i l e  c o n n e c t i o n  r e p l y  above.  I f  
t h e  t r a n s f e r  were  s u c c e s s f u l ,  t h e  a p p r o p r i a t e  t a b l e s  a r e  
u p d a t e d  and t h e  p r o c e s s  r e s c h e d u l e d .  I f  t h e  t r a n s f e r  
f a i l e d ,  a  f i r s t - l e v e l  c o n t i n g e n c y  i s  g e n e r a t e d  and s e n t  t o  
t h e  p r o c e s s  on whose b e h a l f  t h e  t r a n s f e r  was a t t e m p t e d .  



APPENDIX C 

A Step by Step Description of the Handling of File Organizational 

Operations and File Access Operations Originating on one 

EMAS System and Being Serviced by Agent Processes on the Other 

1. A user issues a file connection request by sending a system's 
message addressed to the user connection process. The 
system routes the message to the user's director. 

2. If the request is for a file held on that system, the director 
processes it. If the directory is not held on that system, 
a message is constructed and forwarded to a nominated 
process in the system on which the directory is held. 

3. The intermachine message handler transfers the message to 
the addressed system where it is routed to the nominated 
process. 

4. The nominated director services the request. If access is 
not permitted to the file, an error reply is generated. If 
the access is allowed, a reply is generated and a 256 byte, 
large system, message block is acquired. The address of 
the disk segments holding the file is entered on the big 
block. The big block is then also addressed and sent via 
the big block interface. 

5. Both the reply and the big block message are routed to the 
director which forwarded the request. 

6. In both the case of the file connection request that was 
serviced immediately and the one that was serviced remotely, 
the local director is responsible for setting up the table, 
associating disk segments with virtual address segments. 
In the first case, the identity of the segments is copied 
from the directory. In the second case, the address is 
copied from the big block. 

7. An appropriate reply is sent to the user process indicating 
success or failure. 



Simula t ion  of  Resource A l l o c a t i o n  S t r a t e g i e s  

f o r  In t e r connec t ed  Computer Networks 1 

1 .  INTRODUCTION 

With t h e  i n c r e a s i n g  number of i n s t a l l e d  o r  planned 
computer networks,  t h e  q u e s t i o n  a r i s e s  a s  t o  how they  should 
be connected wi th  each  o t h e r .  T h i s  problem has  t o  be i n v e s t i -  
ga t ed  no t  o n l y  from t h e  t e c h n i c a l  b u t  a l s o  from t h e  o p e r a t i o n a l  
v iewpoin t .  Th i s  paper  d e a l s  on ly  w i t h  t h e  l a t t e r  a s p e c t  and 
s u g g e s t s ,  a s  s o l u t i o n ,  t h e  usage of a  newly developed s imu la t ion  
model, which, on t h e  one s i d e ,  is  a s u f f i c i e n t l y  p r e c i s e  model 
of t h e  o p e r a t i o n a l  s i t u a t i o n  i n  i n t e r connec t ed  networks,  and,  
on t h e  o t h e r  s i d e ,  can s t i l l  be used a s  a  p r a c t i c a l  t o o l  by 
t h e  ave rage  u s e r  of  such a network. 

2. OPERATIONAL MODELING OF INTERCONNECTED NETWORKS 

The development of t h e  model i s  based on t h e  fo l lowing  
assumptions:  

There e x i s t  two s e p a r a t e  computer networks, c a l l e d  N1 and 

N2.  
Both N1 and N2 comprise sets of r e s o u r c e s  c a l l e d  { R ~ I ~  and 

{R,) ' ,  r e s p e c t i v e l y .  Topology and o p e r a t i o n a l  c h a r a c t e r i s t i c s  

of bo th  networks a r e  known. Each n e t  ha s  s e t s  of u s e r s  c a l l e d  
{ u , )  and {U2I; each  u s e r  sends  jobs i n t o  h i s  network. The job 

s t r eams  can  be d e s c r i b e d  by means of t h e  s t a t i s t i c a l  d i s t r i b u t i o n s  
of i n t e r a r r i v a l  t imes  and execu t ion  t i m e s  ( a l s o  c a l l e d  job  
l e n g t h ) .  

The i n d i v i d u a l  members of t h e  s e t s  {U1) and {U2) a s s i g n  a  

c e r t a i n  u t i l i t y  c o e f f i c i e n t  T t o  t h e i r  networks, which is ,  of 
c o u r s e ,  a  s u b j e c t i v e  measure and h a r d l y  e x p r e s s i b l e  a s  a  f i g u r e .  
Gene ra l ly ,  one can  only  s ay  t h a t  t h e  u t i l i t y  c o e f f i c i e n t  T i s  a 
f u n c t i o n  of  d i r e c t  c o s t  ( e .g . ,  d a t a  t r ansmis s ion  c o s t ) ,  and system 
qua 1 i t y  . 

l ~ h i s  paper d e s c r i b e s  a  p a r t  of a  comprehensive work, which 
was submi t ted  under t h e  t i t l e  " I n v e s t i g a t i o n s  Concerning t h e  
User's Behaviour t o  Achieve Optimal Load Scheduling i n  Computer 
Networks" a s  i n a u g u r a l  d i s s e r t a t i o n  a t  t h e  Un ive r s i t y  of Linz 
( A u s t r i a ) .  



System q u a l i t y  c a n  be  e x p r e s s e d  i n  q u a n t i t a t i v e  t e r m s  
c a l l e d  sys tem c h a r a c t e r i s t i c s  ( e . g . ,  tu rn -a round  t i m e )  and ,  i n  
n o n q u a n t i t a t i v e  t e r m s ,  c a l l e d  sys tem p r o p e r t i e s  ( e - g . ,  t h e  
a d v a n t a g e  o f  a  n e t  b e i n g  a b l e  t o  c o p e  w i t h  peak l o a d ) .  

Though it is  v e r y  d i f f i c u l t  t o  a r r i v e  a t  a p r e c i s e  s p e c i -  
f i c a t i o n  of t h e  u t i l i t y  c o e f f i c i e n t ,  it d e f i n i t e l y  s h o u l d  b e  used  
a s  a  measure  i n  a l l  d e c i s i o n s  c o n c e r n i n g  t h e  o p e r a t i o n s  o f  a  
network . 

L e t  u s  assume now t h a t  f o r  some r e a s o n  it i s  con templa ted  
t o  i n t e r c o n n e c t  N 1  and N 2 .  Now, t h e  u s e r s  have  t o  o p e r a t e  i n  

a  changed env i ronment  and w i l l ,  most  l i k e l y ,  have  t o  a s s i g n  
a  new u t i l i t y  c o e f f i c i e n t  TI d i f f e r e n t  from t h e  o l d  T, t o  t h e  
new combined computer  network N1 p l u s  N 2 .  Each u s e r  w i l l  t h e n  

want  t o  know how he c a n  a c h i e v e  t h e  g r e a t e s t  p o s s i b l e  T I .  T h i s  
means t h a t  h e  n e e d s  a  new o p e r a t i o n a l  p r o c e d u r e  a n d ,  most l i k e l y ,  
a  new r e s o u r c e  a l l o c a t i o n  s t r a t e g y .  S i n c e  t h e  above-mentioned 
sys tem c h a r a c t e r i s t i c s  depend l a r g e l y  on t h e  workload s c h e d u l i n g ,  
a  model was deve loped  which a l l o w s  c a l c u l a t i o n s  o f  sys tem 
c h a r a c t e r i s t i c s  a s  f u n c t i o n s  o f  t h e  c h o s e n  r e s o u r c e  a l l o c a t i o n  
method . 

The u s e r s  o f  t h i s  model must make c e r t a i n  a s s u m p t i o n s  
a b o u t  t h e  r e s o u r c e  a l l o c a t i o n  s t r a t e g y  and a r e  t h e n  a b l e  t o  
c a l c u l a t e  t h e  r e s p e c t i v e  s y s t e m  c h a r a c t e r i s t i c s  ( e . g . ,  t u r n -  
a round  t i m e ) ;  t h e s e  v a l u e s ,  i n  t u r n ,  h e l p  them i n  d e t e r m i n i n g  
t h e i r  u t i l i t y  c o e f f i c i e n t .  By means of an a p p r o p r i a t e  s e t  o f  
such  model r u n s ,  i t  i s  p o s s i b l e  t o  a r r i v e  a t  a  c e r t a i n  o p t i m a l  
r e s o u r c e  a l l o c a t i o n  s t r a t e g y ,  where t h e  word o p t i m a l  must  b e  
u n d e r s t o o d  i n  c o n t e x t  w i t h  a d e f i n e d  o p e r a t i o n a l  env i ronment  and 
i n  c o e x i s t e n c e  w i t h  compet ing  o t h e r  u s e r s ,  who a l s o  want t o  
o p e r a t e  w i t h  t h e i r  maximum p o s s i b l e  u t i l i t y  c o e f f i c i e n t .  

3 .  DESCRIPTION OF THE STRATEGY MODEL 

I n  o r d e r  t o  combine b o t h  n e t s  N1 and N 2  i n  one  model,  e a c h  

of t h e  two ne tworks  are t r a n s f o r m e d  i n t o  i d e n t i c a l  models ,  a s  
shown i n  F i g u r e  1 ;  t h e  two models  a r e  t h e n  i n t e r c o n n e c t e d  a t  a  
c e r t a i n  p o i n t  and t h u s  form t h e  s t r a t e g y  model.  I t  i s  beyond 
t h e  scope  o f  t h i s  p a p e r  t o  e x p l a i n  why t h i s  s t r u c t u r e  o f  t h e  model 
h a s  been  c h o s e n ;  a l l  r e s u l t s  o b t a i n e d  i n  t h e  s i m u l a t i o n  r u n s ,  
however,  have c o n f i r m e d  t h e  v a l i d i t y  o f  t h i s  model s e t u p .  

The i n d i v i d u a l  components o f  t h i s  model have t h e  f o l l o w i n g  
f u n c t i o n s :  

J o b  s t r e a m s  a s  i n p u t  t o  N1 ( r e s .  N 2 )  . Represen ted  

e i t h e r  by e m p i r i c a l l y  measured ( d e t e r m i n e d )  j o b  s t r e a m s  
o r  by s t a t i s t i c a l  v a l u e s  such  a s  a v e r a g e  a r r i v a l  r a t e s  
and a v e r a g e  s e r v i c e  r a t e s .  For  most i n v e s t i g a t i o n s ,  



one chooses  a  POISSON-distribution f o r  t h e  a r r i v a l  
r a t e s  and an e x p o n e n t i a l  d i s t r i b u t i o n  f o r  t h e  s e r v i c e  
r a t e s .  

WL (res. WL1 r 2 )  : 
111 

Queues f o r  t h e  a r r i v i n g  j obs .  Queuing d i s c i p l i n e :  
FIFO. P h y s i c a l  r e p r e s e n t a t i o n :  s t a c k s  of c a r d  decks ,  ... 
I n f i n i t e  l e n g t h .  

C )  SP1 (res. S P ~ )  : 

" S t r a t e g y  p o i n t s . "  The s t r a t e g y  p o i n t  c o n s t i t u t e s  a  
major  f e a t u r e  of t h e  model. A t  t h e  s t r a t e g y  p o i n t ,  a  
d e c i s i o n  ha s  t o  be made whether  a  job remains  i n  i t s  
o r i g i n a l  network o r  i s  s e n t  t o  t h e  o t h e r  one.  T h i s  
d e c i s i o n  depends on c o n d i t i o n s  such  a s :  job  l e n g t h ,  
l e n g t h  of w a i t i n g  l i n e  i n  WLi p r o c e s s o r - u t i l i z a t i o n .  

, j '  

The t y p e  of t h e  c o n d i t i o n s  and t h e i r  combina t ion  
c a n  be chosen from a  g r e a t  v a r i e t y  o f  p o s s i b i l i t i e s  and 
r e f l e c t  t h e  u s e r ' s  r e s o u r c e  a l l o c a t i o n  s t r a t e g y .  A 
s imple  example f o r  such a  s t r a t e g y  i s  t h e  f o l l o w i n g  
one: i f  p roce s so r  P2 i s  much more powerfu l  t h a n  P I ,  

members o f  set { u l l  cou ld  pu r sue  t h e  p o l i c y  of  sending  

a l l  j obs  w i t h  a  job l e n g t h  above a  c e r t a i n  t h r e s h o l d  
t o  WL2r2 and t h u s  t o  P2 f o r  f a s t e r  e x e c u t i o n .  I n  s p i t e  

o f  a d d i t i o n a l  t r a n s m i s s i o n  c o s t s  (which c a n  be s p e c i f i e d  
i n  t h e  mode l ) ,  t h e y  would be b e t t e r  o f f  s i n c e  t h e i r  
tu rnaround  t i m e  i s  reduced;  on t h e  o t h e r  hand, members 
o f  set {u21 a r e  somehow p e n a l i z e d  by t h e  a d d i t i o n a l  

work load  of " t h e i r "  p r o c e s s o r  P2.  T h i s ,  i n  t u r n ,  cou ld  

l e a d  t o  i n c r e a s i n g  u sage  c o s t s  of P2 f o r  members o f  

s e t  { u 1 ) .  One need n o t  proceed f u r t h e r  i n  o r d e r  t o  

r e a l i z e  t h a t  t h e  s i t u a t i o n  e v o l v e s  i n t o  a  c o m p e t i t i v e  
one,  unde r ly ing  t h e  r u l e s  of game t h e o r y .  Thus,  t h e  
s imp le  example a l r e a d y  demons t r a t e s  t h a t  problems of 
t h i s  k ind ,  w i t h  t h e i r  numerous v a r i a t i o n s ,  a s k  f o r  
thorough  t r e a t m e n t  by means of models.  

Queues of  jobs  w a i t i n g  f o r  e x e c u t i o n  i n  PI ( r e s p .  P 2 ) .  

Queuing d i s c i p l i n e :  FIFO. F i n i t e  l e n g t h .  

P r o c e s s o r s ,  r e p r e s e n t i n g  r e s o u r c e s  which pr,ocess j obs .  
Each p r o c e s s o r  i s  a s s i g n e d  a  performance f a c t o r  which 
r e f l e c t s  t h e  c a p a c i t y  of t h e  r e s p e c t i v e  computer networks 
N1 and N 2 .  



The o u t p u t  of t h e  model c o n s i s t s  of v a l u e s  f o r  t h e  fo l lowing  
system c h a r a c t e r i s t i c s :  throughput ,  p r o c e s s o r - u t i l i z a t i o n ,  
t r ansmis s ion  r a t e s  SPi - WLin2, s t a t i s t i c a l  d i s t r i b u t i o n  of queue 

l e n g t h  i n  WLi average  w a i t i n g  t ime i n  WLi turnaround t ime.  
, j t  , I '  

Figure 1. Strategy model. 

4. IMPLEMENTATION AND USAGE OF THE STRATEGY MODEL 

The s t r a t e g y  model was designed a s  a  s imu la t ion  model and 
implemented a s  a program w r i t t e n  i n  FORTRAN I V .  It r e q u i r e s  a  
computer w i th  a t  l e a s t  24 k  working s t o r a g e .  The i n p u t  c o n s i s t s  
of a l l  s imu la t ion  and model parameters  and i s  made v i a  c a r d s .  
A p r i n t e r  must be a v a i l a b l e  f o r  t h e  ou tpu t  of t h e  s imu la t ion  
r e s u l t s .  

The s t r a t e g y  model has  a l r e a d y  been used and has  proven 
i t s  u s e f u l n e s s  i n  a  number of i n v e s t i g a t i o n s .  Among o t h e r s ,  
t h e  i n f l u e n c e  of a  job p r o f i l e  c o n t a i n i n g  a  l a r g e  number of s h o r t  
jobs  and ve ry  few l a r g e  jobs ( t y p i c a l  s i t u a t i o n  i n  a  c o l l e g e  d a t a  
c e n t e r )  on t h e  system c h a r a c t e r i s t i c s  of coupled computer networks 
was s t u d i e d .  E s s e n t i a l  conc lus ions  concern ing  t h e  b e s t  way of 
o p e r a t i o n  of such networks can  be drawn from t h e s e  i n v e s t i g a t i o n s .  



The e x p e r i e n c e  o f  t h i s  s t r a t e g y  model h a s  s o  f a r  p r o v i d e d  
t h e  c o n c l u s i o n  t h a t  it is  v e r y  i m p o r t a n t  t o  s t u d y  t h e  o p e r a t i o n a l  
c o n d i t i o n s  and e s p e c i a l l y  t h e  problem of o p t i m a l  r e s o u r c e  
s c h e d u l i n g  i n  o r d e r  t o  make t h e  b e s t  u s a g e  of  computer ne tworks .  
Good d e s i g n  of computer  networks i s  o n l y  one p r e r e q u i s i t e  f o r  
s a t i s f a c t o r y  o p e r a t i o n .  It must b e  f o l l o w e d  by i n t e n s i v e  s t u d i e s  
o f  t h e  o p e r a t i o n a l  c h a r a c t e r i s t i c s .  S i m u l a t i o n  models ,  such  a s  
t h e  one  d e s c r i b e d  i n  t h i s  p a p e r ,  seem t o  b e  a  good t o o l  t o  
per form such  a n a l y s e s  s i n c e  t h e y  c a n  b e  used n o t  o n l y  by 
sys tem d e s i g n e r s  b u t  a l s o  by t h e  u s e r s  t h e m s e l v e s .  Such models 
l e n d  a  c e r t a i n  a s s u r a n c e  t h a t  t h e  u s e r s  c a n  employ t h e i r  
computer  network ( i n t e r c o n n e c t e d  o r  n o t )  i n  a  somehow o p t i m a l  
way. 





Synchronous Telecommunication P ro toco l  

Edson C. Hendricks 

1 .  INTRODUCTION 

Th i s  working paper  s e t s  f o r t h  some b a s i c  p r i n c i p l e s  which 
may be u s e f u l l y  a p p l i e d  t o  t h e  d e s i g n  of te lecommunicat ion 
i n t e r f a c e s .  An exper imenta l  IBM System/7 message-switching 
system c a l l e d  NET/7 u s e s  a  p r o t o c o l  whose d e s i g n  was de r ived  from 
t h e s e  concep t s  w i th  encouraging r e s u l t s .  NET/7 and t h e  approach 
t o  p r o t o c o l  d e s i g n  desc r ibed  i n  t h i s  paper a r e  comple te ly  
expe r imen ta l  i n  n a t u r e ,  and a r e  n o t  IBM products .  Synchronous 
Data Link Con t ro l  (SDLC) [ I ] ,  has  become recognized a s  I B M ' s  
s t anda rd  l i n e  d i s c i p l i n e .  The i d e a s  expressed  i n  t h i s  paper  
were developed comple te ly  independent ly  of  SDLC, a r e  n o t  
n e c e s s a r i l y  i n  c o n f l i c t  o r  compe t i t i on  wi th  t h e  concepts  of SDLC, 
and do  no t  r e p r e s e n t  any kind of IBM s t anda rd  o r  po l i cy .  

2 .  EXPOSITION 

Two l o g i c a l  p roces se s  can be s a i d  t o  be "synchronous" w i th  
r e s p e c t  t o  each  o t h e r  only  i f  t h e i r  r e l a t i v e  t iming  i s  p r e d i c t -  
a b l e  i n  t h e  sense  of  being d e f i n i t e .  P a i r s  of l o g i c a l  p roces se s  
which do n o t  e x h i b i t  t h i s  p rope r ty  would, cor respondingly ,  be 
termed asynchronous .  When two d i s t i n c t  l o g i c a l  p roces se s  which 
o p e r a t e  asynchronously exchange in fo rma t ion ,  t hey  must a c c e s s  
a  common communication channel .  Also ,  t hey  must c o o p e r a t i v e l y  
u t i l i z e  t h e i r  shared  communication channel  accord ing  t o  a  s i n g l e  
s e t  of mutua l ly  understood r u l e s  which depend upon t h e  exac t  
n a t u r e  of  t h e  communication channel  i n  use.  The word pro toco l  
i s  commonly used i n  r e f e r e n c e  t o  t h a t  s e t  o f  mutua l ly  under- 
s tood  r u l e s .  

A communication channel  i s  any s e t  of f a c i l i t i e s  which can 
e f f e c t  t h e  t r a n s f e r  of in format ion  from one l o g i c a l  p roces s  t o  
ano the r .  A communication channel  can c o n s i s t  o f  an asynchronous 
p a i r  of l o g i c a l  p roces se s  commonly u t i l i z i n g  ano the r  communication 
channel  accord ing  t o  a  p a r t i c u l a r  p r o t o c o l .  Another "h ighe r  l e v e l "  
p r o t o c o l  may be employed by a  d i f f e r e n t  p a i r  o f  communicating 
l o g i c a l  p roces se s  which u t i l i z e  t h i s  s o r t  of communication channel .  
The i n d u c t i v e  n a t u r e  of  t h i s  d e f i n i t i o n  w i l l  pe rmi t  an a r b i t r a r y  
number of " l e v e l s "  of  p ro toco l  t o  be a s s o c i a t e d  wi th  t h e  concept  
o f  a  communication channel .  

Numerous a t t e m p t s  have been made over  t h e  p a s t  decade o r  s o  
t o  d e f i n e  p r o t o c o l s  w i th  s u f f i c i e n t  completeness and g e n e r a l i t y  
s o  t h a t  f u r t h e r  p ro toco l  des ign  would n o t  be necessary .  However 
a t t r a c t i v e  o r  dubious  (whichever) t h a t  o b j e c t i v e  may seem, it 
could  become r e a l i s t i c  on ly  a f t e r  exper ience  h a s  y i e lded  s u f f i -  
c i e n t  knowledge t o  a l low t h e  e s t ab l i shmen t  of  a much more 



r i g o r o u s  d i s c i p l i n e  i n  which, f o r  example, f u n c t i o n a l  c l a ims  
cou ld  be p r e c i s e l y  expressed  and perhaps  proven o r  d i sp roven .  
For t h e  p r e s e n t ,  t h e  "b l ack  a r t "  of  p r o t o c o l  d e s i g n  w i l l  have t o  
remain wi th  u s .  The purpose of  t h i s  paper  is  t o  i l l u m i n a t e  
some of  t h e  f a c t o r s  b a s i c  t o  p r o t o c o l  d e s i g n ,  and t o  sugges t  
methods of  d e a l i n g  wi th  some i d e n t i f i a b l e  d i f f i c u l t i e s .  

I t  seems s a f e  t o  s ay  t h a t  t h e  development of  a  g e n e r a l  
purpose telecommunicat ion system i s  a  ve ry  complex t a s k ,  and 
t h a t  o u r  a b i l i t y  t o  manage complexi ty  is  n o t  y e t  boundless .  
We must r ecogn ize  t h a t  each  s p e c i a l  p r o v i s i o n  which may be 
added t o  t h e  p r o t o c o l  w i l l  p o t e n t i a l l y  impair  t h e  c l a r i t y  and 
c o n s i s t e n c y  of i t s  d e f i n i t i o n ,  compound t h e  complexi ty of t h e  
a s s o c i a t e d  l o g i c ,  and l e a d  d i r e c t l y  t o  s p e c i f i c a t i o n  d i f f i c u l t i e s ,  
dec reased  r e l i a b i l i t y ,  and inc reased  c o s t .  For t h i s  reason ,  a  
p r o t o c o l  ought  t o  be l i m i t e d  t o  t h e  s i m p l e s t ,  l e a s t  i n t e r -  
dependent ,  and l e a s t  r e s t r i c t i v e  s e t  of r u l e s  which i s  f r e e  of 
redundancies  and a m b i g u i t i e s  w i t h i n  i t s  l e v e l  of f u n c t i o n a l  
j u r i s d i c t i o n .  To meet t h i s  o b j e c t i v e ,  t h e  d e s i g n e r  of  a  p r o t o c o l  
must d e a l  e x c l u s i v e l y  w i th  p r e c i s e l y  t h o s e  f u n c t i o n s  which a r e  
n o t  addressed  by a  lower l e v e l  of  p r o t o c o l ,  and which cannot  
be c o h e r e n t l y  addressed  by some h igher  l e v e l .  I n  o t h e r  words, 
p r o t o c o l s  ought  t o  be s t r u c t u r e d  such t h a t  t h e  f u n c t i o n  of  
any p a r t i c u l a r  l e v e l  i s  c l e a r l y  d e f i n e d  wi th  a  manageable 
d e g r e e  of  complexi ty .  

A p a r t i c u l a r  p ro toco l  may o r  may n o t  i n c l u d e  an i n h e r e n t  
d i s t i n c t i o n  between t h e  two l o g i c a l  p roces se s  which a r e  i n  
communication wi th  one ano the r .  When no such d i s t i n c t i o n  
e x i s t s ,  t h e  p ro toco l  i s  s a i d  t o  be "symmetrical";  o the rwi se ,  
t h e  p r o t o c o l  would be "a syme t r i ca l " .  A proces s  which adhe re s  
t o  a  symmetrical  p ro toco l  could  normally communicate w i th  an 
i d e n t i c a l  copy of i t s e l f ,  u s i n g  an a p p r o p r i a t e  communication 
channe l .  To c i t e  an example i n  System/360 te rminology,  t h e  
p r o t o c o l s  employed f o r  communication between a  c e n t r a l  p roces s ing  
u n i t  (CPU) and an  1/0 channel ,  o r  t h o s e  between an  1/0 channel  
and a  c o n t r o l  u n i t ,  a r e  c r e a r l y  asymmetrical  a t  some l e v e l .  
When t h e r e  is  no s a l i e n t  f u n c t i o n a l  d i f f e r e n c e  between t h e  
p roces se s  involved ,  t h e  u se  of asymmetry i n  t h e i r  communication 
p r o t o c o l  would add complexi ty,  d imin i sh  f l e x i b i l i t y ,  and provide  
l i t t l e  o r  no b e n e f i t  i n  r e t u r n .  A p r o t o c o l  ought  n o t  t o  i n c l u d e  
any asymmetrical  p r o v i s i o n s ,  excep t  where i nescapeab ly  imposed 
by f u n c t i o n a l  requi rements  t h a t  cannot  be c o h e r e n t l y  addressed  
a t  a  h ighe r  l e v e l  of  p r o t o c o l .  

A te lecommunicat ion system must communicate and manipula te  
on ly  two d i f f e r e n t  k inds  o f  in format ion  a t  any p a r t i c u l a r  l e v e l  
of p r o t o c o l .  "Cont ro l"  in format ion  is  genera ted  and i n t e r -  
p r e t e d  by t h e  coope ra t ing  p roces se s ,  and i s  used t o  c o o r d i n a t e  
t h e  mutual o p e r a t i o n  of t h e i r  shared  communication channel .  
"Data" a r e  presented  and accepted  by t h o s e  p roces se s  which make 
u s e  of  t h e  telecommunicat ion system, and t h a t  system seeks  t o  
communicate t h i s  kind of  in format ion  from p roces s  t o  p roces s  
w i th  a  ve ry  h igh  deg ree  of  f i d e l i t y .  Whenever a  p r o t o c o l  
r e q u i r e s  o r  pe rmi t s  t h e  communication of i r l formation which is  



in tended  t o  e x h i b i t  bo th  p r o p e r t i e s  a t  once,  it n e c e s s a r i l y  
r e s t r i c t s  t h e  d e s i g n  of t h e  i n t e r f a c e  between t h e  telecommuni- 
c a t i o n  f a c i l i t y  and t h e  p roces se s  which u t i l i z e  t h a t  f a c i l i t y ,  
wh i l e  i n c r e a s i n g  i t s  own complexi ty .  S ince  such r e s t r i c t i o n s  
can  impai r  t h e  e f f i c i e n c y  and f l e x i b i l i t y  of  t h e  telecommuni- 
c a t i o n  system, any p rov i s ion  f o r  "hybr id"  (bo th  c o n t r o l  and 
d a t a )  in format ion  i n  a  p r o t o c o l  ought  t o  be v e r y  thoroughly  
j u s t i f i e d ,  o r  avoided e n t i r e l y .  

A g r e a t  d e a l  of e f f o r t  has  been devoted  t o  t h e  s p e c i f i c a t i o n  
of  a  s e t  o f  l i n e  c o n t r o l  procedures  c a l l e d  Binary Synchronous 
Communication, BSC [2 ,3 ] .  While some d i f f i c u l t i e s  w i th  BSC 
s t i l l  remain, it has  achieved wide acceptance ,  and it p rov ides  
many v a l u a b l e  concep t s  and t echn iques  which may be r e a d i l y  
u t i l i z e d .  

3. TRANSMISSION PROTOCOL 

The lowes t  l e v e l  of  p r o t o c o l  must provide  f o r  framing of  
t r a n s m i s s i o n s .  BSC d e f i n e s  a  c e r t a i n  synchroniz ing  sequence 
which a1.lows t h e  r e c e i v i n g  te rminus  t o  e s t a b l i s h  t h e  a l ignment  
of a  t r a n s m i s s i o n ,  and an  i n i t i a l  sequence t o  s i g n a l  t h e  
beginning  of t h e  t r ansmis s ion  d a t a .  A c o n t e x t u a l  ending 
sequence is  a l s o  de f ined  t o  a l l ow  t h e  r e c e i v i n g  te rminus  t o  
d e t e c t  t h e  end of  a  t r ansmis s ion .  These BSC framing convent ions  
a r e  p e r f e c t l y  a c c e p t a b l e  because t h e y  a r e  comple te ly  adequate  
f o r  t h e i r  purpose.  ( I n  a  fu l l -dup lex  environment ,  synch ron iza t ion  
need n o t  be abandoned. I n  t h i s  c a s e ,  a  con t inuous  i d l e  sequence 
would be main ta ined  between t r a n s m i s s i o n s ,  and t h e  presence  of 
a  t r a n s m i s s i o n  would be d e t e c t e d  by t h e  r e c e i p t  o f  a  n o n i d l e  
i n i t i a l  sequence) .  

BSC e r r o r  checking  i s  performed by means of  a  check sum 
which is  accumulated by both  t r a n s m i t t e r  and r e c e i v e r ,  i n s e r t e d  
a t  t h e  end of  t h e  t r ansmis s ion  by t h e  t r a n s m i t t e r ,  and compared 
t o  t h e  r e c e i v e r ' s  check sum upon r e c e i p t .  Th i s  e r r o r  checking 
i s  performed on ly  f o r  t h a t  in format ion  t r a n s m i t t e d  i n  t e x t  
mode, which i s  set  and r e s e t  accord ing  t o  c e r t a i n  c o n t e x t u a l  
c o n t r o l  sequences.  O r d i n a r i l y ,  d a t a  a r e  t r a n s f e r r e d  i n  t e x t  
mode and c o n t r o l  sequences a r e  n o t ,  meaning t h a t  l i n e  e r r o r s  
o c c u r r i n g  i n  c o n t r o l  sequences may n o t  be d e t e c t a b l e .  T h i s  
i s  puzz l ing  s i n c e  t h e  p r o v i s i o n  f o r  non tex t  mode s e r v e s  no 
appa ren t  purpose,  and e r r o r s  w i l l  occur  w i th  equa l  p r o b a b i l i t y  
i n  e i t h e r  t y p e  of in format ion .  Even i f  e r r o r s  i n  c o n t r o l  
sequences were c o n s i s t e n t l y  d e t e c t a b l e ,  BSC f a i l s  t o  p rov ide  
comple te ly  adequate  t echn iques  f o r  d e a l i n g  wi th  t h e i r  occurrence .  
To t h e  e x t e n t  t h a t  t h e  hardware p rov ides  t h e  f a c i l i t y ,  p r o t o c o l s  
should be  s t r u c t u r e d  such t h a t  every  t r ansmis s ion  of c o n t r o l  
and d a t a  informat ion  is  checked f o r  e r r o r s .  Higher l e v e l  c o n t r o l  
t e chn iques  can  be des igned  s o  t h a t  c o n t r o l  sequences r ece ived  
wi th  an  i n d i c a t i o n  of  a  p o s s i b l e  e r r o r  may be d i s c a r d e d ,  w i th  
no c a t a s t r o p h i c  e f f e c t s ,  i n  a  manner which w i l l  n o t  r e q u i r e  
awkward recovery  procedures .  



BSC p rov ides  f o r  t r a n s p a r e n t  mode i n  which d a t a  of  any 
b i t  c o n f i g u r a t i o n  may be t r a n s f e r r e d  wi th  no p o s s i b i l i t y  of 
i t s  m i s i n t e r p r e t a t i o n  a s  c o n t r o l  i n fo rma t ion  by t h e  r e c e i v e r .  
A s  i s  t h e  c a s e  w i th  t e x t  mode, i n i t i a t i o n  and t e r m i n a t i o n  of  
t r a n s p a r e n t  mode a r e  e f f e c t e d  through t h e  u s e  of c o n t e x t u a l  
c o n t r o l  sequences.  Nont ransparent  mode may p rov ide  some very  
s l i g h t  improvement i n  l i n e  e f f i c i e n c y ,  b u t  i t s  a p p r o p r i a t e n e s s  
a p p e a r s  t o  be l i m i t e d  t o  s p e c i a l  purpose a p p l i c a t i o n s .  I n  o r d e r  
t o  provide  f o r  s imple and r e l i a b l e  g e n e r a l  purpose d a t a  t r a n s -  
miss ion ,  a l l  t r a n s m i s s i o n s  o f  bo th  c o n t r o l  and d a t a  informat ion  
should be i n  t r a n s p a r e n t  mode. Conventions f o r  d i s t i n g u i s h i n g  
between d a t a  and a d d i t i o n a l  c o n t r o l  in format ion  a r e  t o  be 
e s t a b l i s h e d  a t  a  h ighe r  l e v e l  of  p ro toco l .  

For ou r  purposes,  t r ansmis s ion  p r o t o c o l  i n c l u d e s  on ly  
m a t t e r s  of framing,  e r r o r  checking ,  and p reven t ion  of  c o n t r o l  
sequence ambiguity w i t h i n  t h i s  c o n t e x t .  The cho ice  of t h i s  s e t  
of c o n t r o l  f u n c t i o n s  a s  a  s e p a r a t e  p r o t o c o l  i s  somewhat a r b i t r a r y .  
The d e c i s i o n  t o  s e p a r a t e  t h e s e  f u n c t i o n s  from o t h e r s  i s  most 
c l o s e l y  r e l a t e d  t o  t h e  n a t u r e  of  e x i s t i n g  l i n e - c o n t r o l l i n g  
hardware, which i s  o f t e n  designed t o  a u t o m a t i c a l l y  perform 
much o r  a l l  of t h e  f u n c t i o n s .  A s  a  r e s u l t ,  t h e  f u n c t i o n s  tend  
t o  be comple te ly  and e x p l i c i t l y  predef ined  i n  a  manner t h a t  
would be ex t remely  d i f f i c u l t  t o  modify. The l i m i t a t i o n  of  t h e  
t r a n s m i s s i o n  p r o t o c o l  t o  t h e  s t a t e d  f u n c t i o n s  is  a  m a n i f e s t a t i o n  
of t h e  s t a t e d  o b j e c t i v e  of  minimizing complexi ty w i thou t  s a c r i -  
f  i c i n g  f l e x i b i l i t y .  

4 .  EXCHANGE PROTOCOL 

The t r ansmis s ion  p r o t o c o l  p rov ides  only  f o r  t h e  c o h e r e n t  
t r a n s f e r  of a  sequence of  in format ion  from one p r o c e s s  t o  
ano the r ,  such t h a t  t h e  presence  of  an  e r r o r  i s  d e t e c t a b l e .  Two 
l o g i c a l  p roces se s  u t i l i z i n g  a  t r ansmis s ion  l i n e  and a s s o c i a t e d  
modulat ion equipment accord ing  t o  t h i s  p r o t o c o l  c o n s t i t u t e  a  
c e r t a i n  communication channel .  A d i f f e r e n t  p a i r  o f  l o g i c a l  
p roces se s  may u t i l i z e  t h i s  communication channel  i n  a  con- 
v e r s a t i o n a l  f a s h i o n  t o  t r a n s f e r  many sequences of in format ion ,  
r e p e a t i n g  a s  necessary  t o  overcome t h e  e f f e c t s  of d e t e c t e d  
t r a n s m i s s i o n  e r r o r s .  We p o s t u l a t e  such a  p a i r  of p roces se s ,  
one of which a c c e s s e s  a  s i n g l e  s e q u e n t i a l  sou rce  of  d a t a  "b locks , "  
and t r a n s f e r s  t h e s e  b locks  i n  t h e  desc r ibed  f a s h i o n  t o  t h e  
o t h e r  p roces s ,  which s e q u e n t i a l l y  d e p o s i t s  t h e  b locks  upon 
r e c e i p t  i n  a  s i n g l e  s i n k .  The exchange p r o t o c o l  w i l l  comprise 
e x a c t l y  t h a t  s e t  of r u l e s  through which t h e s e  p roces se s  may 
f u n c t i o n  c o o p e r a t i v e l y  i n  t h i s  manner. 

The exchange p r o t o c o l  w i l l  a d d r e s s  t h e  sequencing of 
t r a n s m i s s i o n s .  I n  a  ha l f -duplex  environment, an  e lementary  
r u l e  p rov ides  t h a t  one p roces s  may begin  t r a n s m i t t i n g  a f t e r  a  
s h o r t  d e l a y  fo l lowing  t h e  t e r m i n a t i o n  of t r ansmis s ion  by t h e  
o t h e r  p roces s ;  and t h a t  a  p roces s  which i s  no t  t r a n s m i t t i n g  
must be prepared t o  r e c e i v e  a  t r ansmis s ion  from t h e  o t h e r  p roces s .  
In  a  fu l l -dup lex  environment, a  p roces s  may begin  a  t r ansmis s ion  



a t  a n y  t i m e  and must  be  p r e p a r e d  t o  r e c e i v e  t r a n s m i s s i o n s  
from t h e  o t h e r  p r o c e s s  a t  a l l  t i m e s .  The exchange p r o t o c o l  
e s t a b l i s h e d  t h e  p r o c e d u r e s  t o  b e  fo l lowed  by a p r o c e s s  when 
e r r o r  c o n d i t i o n s  a r e  e n c o u n t e r e d .  Some c a r e  must b e  e x e r c i s e d  
i n  t h e  f o r m u l a t i o n  o f  t h e s e  p r o c e d u r e s  i f  u n n e c e s s a r y  c o m p l e x i t y  
and f u n c t i o n a l  r e s t r i c t i o n s  a r e  t o  be avo ided .  

B a s i c a l l y ,  BSC p r o v i d e s  t h a t  a p r o c e s s ,  t h a t  r e c e i v e s  a 
b l o c k  o f  d a t a  from a n o t h e r  p r o c e s s  u t i l i z i n g  t h e  s h a r e d  communi- 
c a t i o n  c h a n n e l  must  respond ,  and may respond  p o s i t i v e l y  ("ACK") 
o r  n e g a t i v e l y  ("NAK"). The t r a n s m i s s i o n  o f  a n e g a t i v e  r e s p o n s e  
is  t o  f o l l o w  t h e  r e c e i p t  o f  a b l o c k  which i s  i n d i c a t e d  t o  b e  
i n  e r r o r .  The r e c e i p t  o f  a n e g a t i v e  r e s p o n s e  i s  t o  r e s u l t  i n  t h e  
r e t r a n s m i s s i o n  of  t h e  l a s t  d a t a  b l o c k  t r a n s m i t t e d .  The r e c e i p t  
o f  a p o s i t i v e  r e s p o n s e  i s  t o  r e s u l t  i n  t h e  t r a n s m i s s i o n  of  t h e  
b l o c k  which s e q u e n t i a l l y  f o l l o w s  t h e  l a s t  b l o c k  t r a n s m i t t e d .  
T h i s  approach  f a i l s  t o  t a k e  i n t o  a c c o u n t  some m o d e r a t e l y  d e g e n e r a t e  
c i r c u m s t a n c e s  which a r e  n o t  uncommonly e n c o u n t e r e d ,  e s p e c i a l l y  
when o r d i n a r y  t e l e p h o n e  l i n e s  a r e  i n  u s e .  There  i s  t h e  p o s s i -  
b i l i t y  t h a t ,  f o r  o n e  r e a s o n  o r  a n o t h e r ,  t h e  two p r o c e s s e s  may 
a c c i d e n t a l l y  f a i l  t o  a g r e e  t o  t h e  i d e n t i t y  of  t h e  " l a s t  b l o c k  
t r a n s m i t t e d . "  I f  t h e  " l a s t  b l o c k  t r a n s m i t t e d "  t u r n s  o u t  t o  be a 
n e g a t i v e  acknowledgement,  t h e  r e c e i p t  o f  a n e g a t i v e  acknowledge- 
ment w i l l  l e a d  t o  a n  awkward s i t u a t i o n .  Some a d d i t i o n a l  r e l a t e d  
c o n t r o l  c o n v e n t i o n s  have been i n c l u d e d  i n  BSC, p e r h a p s  w i t h  t h e  
i n t e n t i o n  o f  remedying d i f f i c u l t i e s  o f  t h i s  k i n d .  P o s i t i v e  
acknowledgements a r e  t o  be o f  odd o r  even  p a r i t y  t o  a v o i d  
l o s i n g  b l o c k s ,  a l t h o u g h  t h e  p r e c i s e  t e c h n i q u e  f o r  t r e a t m e n t  o f  
t h e  r e c e i p t  o f  a n  acknowledgement e x h i b i t i n g  i n c o r r e c t  p a r i t y  
i s  n o t  made e n t i r e l y  c l e a r .  The ENQ c h a r a c t e r  i s  a p p a r e n t l y  
t o  be used a s  a n e g a t i v e  acknowledgement t o  a c o n t r o l  sequence ,  
a l t h o u g h  e r r o r  c h e c k i n g  of  c o n t r o l  sequences  is n o t  p r o v i d e d ,  
and t h e  ENQ c h a r a c t e r  is  used d i f f e r e n t l y  i n  o t h e r  c o n t e x t s .  
D i f f i c u l t i e s  o f  t h i s  k ind  a r i s e  n o t  from t h e  n a t u r e  o f  t h e  
problem,  b u t  r a t h e r  from a s u b t l e  d e f i c i e n c y  i n  t h e  s o l u t i o n  
t e c h n i q u e  employed. 

The e s s e n t i a l  d e c i s i o n  r e q u i r e d  of  t h e  p r o c e s s  w i t h  a 
sequence  o f  d a t a  b l o c k s  t o  t r a n s m i t  c o n c e r n s  t h e  c h o i c e  o f  a 
b l o c k  t o  be t r a n s m i t t e d  a t  some p a r t i c u l a r  t i m e .  The p r o c e s s  
t h a t  r e c e i v e s  t h e  d a t a  b l o c k s  p o s s e s s e s  a l l  t h e  i n f o r m a t i o n  
r e q u i r e d  f o r  t h a t  c h o i c e .  The t e c h n i q u e  prov ided  by BSC 
r e q u i r e s  t h e  r e c e i v e r  t o  p o s i t i v e l y  o r  n e g a t i v e l y  acknowledge 
p r e v i o u s  r e c e i p t  o f  a b l o c k .  By i m p l i c a t i o n ,  t h i s  amounts t o  
a r e q u e s t  f o r  r e t r a n s m i s s i o n  o r  no r e t r a n s m i s s i o n ,  a n d , o n l y  
by f u r t h e r  i m p l i c a t i o n ,  t o  a r e q u e s t  f o r  t r a n s m i s s i o n  o f  some 
p a r t i c u l a r  b l o c k .  The p o t e n t i a l  f o r  a m b i g u i t y  h e r e  c o u l d  be 
d i s p e l l e d  i f  a m u t u a l l y  unders tood  t e c h n i q u e  f o r  i d e n t i f i c a t i o n  
of i n d i v i d u a l  b l o c k s  were e s t a b l i s h e d .  A number o f  e x i s t i n g  
t e lecommunica t ion  p r o t o c o l s  employ b l o c k  s e r i a l  numbers f o r  
s i m i l a r  p u r p o s e s .  The exchange p r o t o c o l  p r o v i d e s  t h a t  t h e  
r e c e i v e r  w i l l  e x p l i c i t l y  r e q u e s t  t r a n s m i s s i o n  of  e a c h  b l o c k  
by i t s  s e r i a l  number, and t h a t  t h e  t r a n s m i t t e r  w i l l  r espond  t o  
t h e  r e c e i p t  o f  such  r e q u e s t s  by t r a n s m i t t i n g  t h e  r e q u e s t e d  
b l o c k .  



The t r a n s m i t t i n g  p rocess  f u n c t i o n s  by a s s o c i a t i n g  an  i n i t i a l  
s e r i a l  number wi th  t h e  f i r s t  b lock  it o b t a i n s  from i t s  source ,  
and increments  t h a t  s e r i a l  number by one f o r  each success ive  
b lock  s o  ob ta ined .  The r e c e i v i n g  p rocess  r e q u e s t s  t r ansmis s ion  
of p a r t i c u l a r  b locks  by e x p l i c i t l y  i nc lud ing  i n  a  r e q u e s t  
c o n t r o l  sequence t h e  block s e r i a l  number, which it g e n e r a t e s  
i n  a  l i k e  manner. Upon r e c e i p t  of  a  r e q u e s t ,  t h e  t r a n s m i t t i n g  
p rocess  t r a n s m i t s  t h e  block a s s o c i a t e d  wi th  t h e  r eques t ed  s e r i a l  
number, i f  poss ib l e .  I f  f o r  any reason a  block i s  no t  success-  
f u l l y  rece ived  i n  response  t o  a  r e q u e s t ,  t h e  same r e q u e s t  i s  
r epea ted ,  i n d e f i n i t e l y  a s  o the rwise  a p p r o p r i a t e .  Requests  a r e  
checked f o r  t r ansmis s ion  e r r o r s  wi th  nea r  c e r t a i n t y ,  and a r e  
simply d i sca rded  when they  a r e  i n d i c a t e d  t o  be i n  e r r o r  o r  
a r e  o the rwise  unacceptable .  These p r o v i s i o n s  e n t i r e l y  remove t h e  
need f o r  nega t ive  acknowledgements, and so  noth ing  analogous t o  
a  NAK response  i s  included i n  t h e  exchange p ro toco l .  

The process  which r e c e i v e s  d a t a  b locks  i s  r e q u i r e d  t o  
ensu re  t h a t  t h e  b locks  a r e  d e l i v e r e d  t o  i t s  s i n k  i n  p r e c i s e l y  
t h e  same o rde r  i n  which they  were p re sen ted  t o  t h e  t r a n s m i t t i n g  
p rocess  by t h e  source .  The exchange l e v e l  "L" i s  an  a t t r i b u t e  
of t h e  exchange p ro toco l  which i s  d e f i n e d  a s  t h e  maximum number 
of  d a t a  b locks  t h a t  can  be c o n c u r r e n t l y  s t o r e d  and accessed  by 
a  p rocess  o u t s i d e  of t h e  sou rces  and s i n k s .  In  o t h e r  words, t h e  
exchange l e v e l  i s  t h e  minimum number o f  d a t a  block b u f f e r s  
a v a i l a b l e  t o  each communicating p rocess ,  and must be a  p o s i t i v e  
i n t e g e r  g r e a t e r  than  zero .  A r e c e i v i n g  p rocess  may n o t  r e q u e s t  
a  block whose s e r i a l  number i s  g r e a t e r  t han  t h e  sum of L-1 and 
t h e  lowest  s e r i a l  number which has  been r eques t ed  and no t  
s u c c e s s f u l l y  rece ived .  Conversely,  a  t r a n s m i t t i n g  p rocess  may 
i n t e r p r e t  t h e  r e c e i p t  of a  r e q u e s t  f o r  a  p a r t i c u l a r  s e r i a l  
number a s  an i m p l i c i t  acknowledgement t h a t  t h e  r e c e i v i n g  p rocess  
has  s u c c e s s f u l l y  r ece ived  a l l  b locks  of  s e r i a l  number l e s s  than  
t h e  r eques t ed  s e r i a l  number minus L-1. The s e r i a l  number w i l l  
have a  maximum va lue  which w i l l  "wrap" t o  t h e  i n i t i a l  s e r i a l  
number va lue  when incremented. To avoid  ambiguity,  t h i s  maximum 
v a l u e  must be a t  l e a s t  L  p l u s  t h e  i n i t i a l  s e r i a l  number va lue .  
A l a r g e r  range of  s e r i a l  numbers may be e s t a b l i s h e d  a s  d e s i r e d .  

I n  a  ha l f -duplex  environment, an  exchange l e v e l  g r e a t e r  
than  1  cannot  be u t i l i z e d  t o  advantage.  I n  t h e  s p e c i a l  c a s e  
of an exchange l e v e l  of 1 ,  t h e  block s e r i a l  number need not  be 
e x p l i c i t l y  a t t ached  t o  i t s  d a t a  block by t h e  t r a n s m i t t i n g  
p rocess ,  s i n c e  t h e  r e c e i v i n g  p rocess  w i l l  pos ses s  s u f f i c i e n t  
informat ion  t o  p o s i t i v e l y  a s s o c i a t e  each b lock  r ece ived  w i t h  
i t s  s e r i a l  number. I f  t h e  exchange l e v e l  i s  g r e a t e r  t han  1 ,  
each d a t a  block t r a n s m i t t e d  must be l a b e l e d  wi th  i t s  s e r i a l  
number t o  provide  p o s i t i v e  i d e n t i f i c a t i o n  t o  t h e  r e c e i v i n g  
p rocess .  P r e c i s e  r u l e s  f o r  t h e  sequencing of r e q u e s t s  and 
d a t a  block t r ansmis s ion  a r e  system des ign  i s s u e s  and must be 
e s t a b l i s h e d  a s  p a r t  of t h e  p ro toco l  implementation des ign .  
The exchange p r o t o c o l  a s  desc r ibed  may be e a s i l y  g e n e r a l i z e d  
t o  a l low t h e  communicating p rocesses  t o  r e c e i v e  and t r a n s m i t  
b locks  a t  once, i n  an  i n t e r l e a v e d  f a sh ion .  I n  t h i s  c a s e ,  each 



t r ansmiss ion  would comprise an e x p l i c i t  r e q u e s t  f o r  a  block 
by s e r i a l  number, followed by a  reques ted  block of d a t a  when 
a p p r o p r i a t e .  The es tabl i shment  of conventions f o r  i n t e r -  
p r e t a t i o n  of t h i s  kind of composite t ransmiss ion  poses no 
s e r i o u s  problem. An exchange l e v e l  must be def ined f o r  each 
d i r e c t i o n  of d a t a  t r ansmiss ion ,  and t h e  two need not  be 
i d e n t i c a l .  The sum of t h e  two exchange l e v e l s  s p e c i f i e s  t h e  
maximum number of d a t a  block b u f f e r s  concur ren t ly  r equ i red  
by each process .  No sequence of de tec ted  l i n e  e r r o r s  and 
malfunct ions  w i l l  r e s u l t  i n  any ambigu i t i e s ,  r e g a r d l e s s  of 
t h e  magnitude of t h e  problems. The conceptual  s i m p l i c i t y  
of t h e  desc r ibed  scheme f o r  r e q u e s t  and d a t a  block exchange 
provides  t h e  p o t e n t i a l  f o r  improved r e l i a b i l i t y  a t  reduced 
overhead c o s t .  

Addi t ional  f u n c t i o n s  could  be provided wi th in  t h e  bas i c  
exchange p ro toco l  s t r u c t u r e .  An e x p l i c i t  r e q u e s t  f o r  no block 
t r ansmiss ion  i n  p l a c e  of a  r e q u e s t  f o r  a  block by s e r i a l  number 
might be a p p r o p r i a t e  i n  c i rcumstances  where t h e  r e c e i v e r ' s  
d a t a  block s ink  i s  temporar i ly  o r  permanently no t  a v a i l a b l e ,  
n e a t l y  obv ia t ing  t h e  need f o r  t h e  BSC "Wait Before Transmit" 
func t ions .  (Note t h a t  t h i s  could not  be s o  e a s i l y  accomplished 
i f  e x p l i c i t l y  s e r i a l i z e d  acknowledgements, r a t h e r  than  r e q u e s t s ,  
were t o  be employed). There might be a  need f o r  t h e  exchange 
of c e r t a i n  informat ion  r e l a t e d  t o  t h e  s t a t u s  of t h e  communicating 
processes .  A formated block of such informat ion  a s  i s  requ i red  
could be maintained by each p rocess  and t r a n s m i t t e d  t o  t h e  
o t h e r  upon r e c e i p t  of a  unique and e x p l i c i t  r eques t .  This  s o r t  
of func t ion  would b e s t  be addressed a t  a  h igher  l e v e l  p ro toco l ,  
and i t s  i n c l u s i o n  i n  t h e  exchange p ro toco l  would n e c e s s i t a t e  
t h e  a d d i t i o n  t o  t h e  process  model of  a  s e p a r a t e  s t a t u s  block 
source  and s ink .  

In  a  s i t u a t i o n  where n e i t h e r  p rocess  has any d a t a  b locks  
t o  t r a n s m i t  t o  t h e  o t h e r ,  t h e  exchange p ro toco l  would a l low them 
t o  simply a l t e r n a t e  t ransmiss ion  of r e q u e s t s  t o  each o t h e r .  I t  
may be d e s i r a b l e  t o  h a l t  t h i s  process  when it imposes an  
added system load of some kind.  I n  o r d e r  t o  p rope r ly  d e a l  
wi th  t h e  m a t t e r ,  we d e f i n e  exchange mode .  I n  a  loose  sense ,  
exchange mode i s  a c t i v e  only  when t h e  processes  a r e  exchanging 
t r ansmiss ions ,  a s  desc r ibed  above, and may be d e a c t i v a t e d  
through a  f u r t h e r  exchange p ro toco l  p rov i s ion .  When a  p rocess  
has no d a t a  block t o  t r a n s m i t ,  it could t r ansmi t  a  block 
r e q u e s t  along wi th  an e x p l i c i t  r eques t  t o  t e rmina te  exchange 
mode. Upon r e c e i p t  of such a  r e q u e s t  t o  t e rmina te  exchange 
mode, a  p rocess  wi th  no d a t a  block t o  t r a n s m i t  could r e t u r n  a  
r e q u e s t  t o  t e rmina te  exchange mode, and t h a t  process  would 
cons ide r  exchange mode terminated  a t  t h a t  time. Upon r e c e i p t  
of a  r e q u e s t  t o  t e rmina te  exchange mode immediately fo l lowing 
t h e  t r ansmiss ion  of a  s i m i l a r  r e q u e s t ,  a  process  would cons ide r  
exchange mode terminated  a t  t h a t  t ime.  Exchange mode would be 
r e i n i t i a t e d  by t h e  r e c e i p t  of any sequence conforming t o  t h e  
t ransmiss ion  p ro toco l .  S imi l a r  p rov i s ions  can be imagined f o r  
g r a c e f u l  d i sconnec t  ion of a  t ransmiss ion  l i n e  i n  s e v e r a l  
d i f f e r e n t  ways, and exac t  procedura l  d e t a i l s  would be 
e s t a b l i s h e d  a s  p a r t  of t h e  protocol  implementation des ign .  



5 .  RELATED PROTOCOLS 

A comprehensive t e lecommunica t ion  sys tem o r  network,  
p e r h a p s  w i l l  need t o  p r o v i d e  many f a c i l i t i e s  which a r e  n o t  
i m p l i e d  by t h e  d e s i g n  o f  t h e  exchange p r o t o c o l .  Most e x i s t i n g  
p r o t o c o l s  i n c l u d e  r u l e s  f o r  i d e n t i f i c a t i o n  of  p r o c e s s e s  o r  
g r o u p s  o f  p r o c e s s e s ,  a d d r e s s i n g  of  d a t a  by means of  s u c h  
i d e n t i f i e r s ,  d a t a  d e s c r i p t i o n ,  and s o  on. These m a t t e r s  o u g h t  
t o  b e  a d d r e s s e d  o n l y  a s  n e c e s s a r y ,  and any  number o f  h i g h e r - l e v e l  
p r o t o c o l s  c o u l d  be concerned  w i t h  t h e s e  f u n c t i o n s .  For  i n s t a n c e ,  
t h e  d e s c r i b e d  d a t a  b l o c k s  migh t  i n c l u d e  " h e a d e r s "  which may b e  
g e n e r a t e d ,  i n t e r p r e t e d ,  and a c t e d  upon o n l y  by p r o c e s s e s  which 
u t i l i z e  t h e  communication c h a n n e l  p rov ided  by t h e  exchange 
p r o t o c o l .  E x p l i c i t  p r o v i s i o n  f o r  t h a t  k ind  o f  i n f o r m a t i o n  
management a t  t h e  exchange p r o t o c o l  l e v e l  would l e a d  o n l y  t o  
i n c r e a s e d  c o m p l e x i t y  and a  l o s s  of  g e n e r a l i t y .  

Very l i t t l e  h a s  been s a i d  a b o u t  t h e  n a t u r e  of  communication 
between p a i r s  o f  p r o c e s s e s  which have been d e s c r i b e d  a s  a d h e r i n g  
t o  d i f f e r e n t  l e v e l s  o f  p r o t o c o l .  A s  a n  example,  a  p r o c e s s  
a d h e r i n g  t o  t h e  exchange p r o t o c o l  was p o s t u l a t e d  t o  a c c e s s  d a t a  
b l o c k  s o u r c e s  and s i n k s .  A l e r t  r e a d e r s  have  p r o b a b l y  a l r e a d y  
r e c o g n i z e d  t h a t  such  s o u r c e s  and s i n k s  m i g h t  c o m p r i s e  a d d i t i o n a l  
p r o c e s s e s ,  communication c h a n n e l s ,  and p r o t o c o l s  which c a n n o t  
be viewed a s  h i g h e r  o r  lower  l e v e l  w i t h  r e s p e c t  t o  t h o s e  
p r o t o c o l s  d e s c r i b e d .  I t  is n o t  r e a l l y  p o s s i b l e  t o  s a y  v e r y  
much a b o u t  t h a t  s u b j e c t  w i t h o u t  e s t a b l i s h i n g  some d e t a i l s  
r e l a t e d  t o  t h e  o v e r a l l  n a t u r e  of  t h e  env i ronment  s h a r e d  by 
t h o s e  p r o c e s s e s .  These d e t a i l s  w i l l  v a r y  d r a s t i c a l l y  from 
system t o  sys tem,  and have been l e f t  u n c o n s t r a i n e d  s o  t h a t  
f a c t o r s  which have n o t  been a d d r e s s e d  h e r e  may be t a k e n  i n t o  
a c c o u n t  a s  n e c e s s a r y .  T h i s  l e a v e s  open t h e  p o s s i b i l i t y  t h a t  
t h e s e  p r o c e s s e s ,  which have been r e g a r d e d  a s  s e p a r a t e  f o r  t h e  
p u r p o s e s  of p r o t o c o l  d e s i g n ,  c a n  b e  o t h e r w i s e  viewed a s  s e p a r a t e  
p a r t s  o f  a  s i n g l e  p r o c e s s .  
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APPENDIX A 

Throughput and Block S i z e  

Q u e s t i o n s  d e a l i n g  w i t h  synchronous  t e lecommunica t ion  l i n e  
t h r o u g h p u t  and  b l o c k  s i z e  a r e  f r e q u e n t l y  e n c o u n t e r e d  [2,4]. 
Dynamic a d j u s t m e n t  of  d a t a  b l o c k  s i z e  a d a p t e d  t o  o b s e r v e d  
e r r o r  r a t e  i s  sometimes s u g g e s t e d  a s  a  means f o r  maximizing 
l i n e  e f f i c i e n c y .  The a n a l y t i c a l  d e r i v a t i o n  o f  a  method f o r  
c a l c u l a t i n g  e x p e c t e d  t h r o u g h p u t  and optimum b l o c k  s i z e  i s  o u t -  
l i n e d  below. 

DEFINITIONS 

S  - Block S i z e :  The q u a n t i t y  o f  d a t a  t o  be s e n t  d u r i n g  a  
s i n g l e  synchronous t r a n s m i s s i o n  ( b y t e s ) .  

V - Data Ra te :  The c o n s t a n t  speed a t  which d a t a  a r e  
t r a n s m i t t e d  d u r i n g  synchronous  t r a n s m i s s i o n  ( b y t e s /  
second)  . 

C - Block Overhead: The c o n s t a n t  ( o r  a v e r a g e )  t i m e  d e l a y  
between t h e  end o f  t r a n s m i s s i o n  f o r  a  b l o c k  and t h e  
b e g i n n i n g  o f  t r a n s m i s s i o n  f o r  t h e  n e x t  b l o c k  ( s e c o n d s ) .  

R  - E r r o r  Ra te :  The a v e r a g e  a r r i v a l  r a t e  o f  e v e n t s  which 
c a u s e  d a t a  t r a n s m i s s i o n  e r r o r s  ( e r r o r s / s e c o n d )  . 

T  - Throughput :  The e x p e c t e d  a v e r a g e  r a t e  o f  t r a n s f e r  
o f  u s a b l e  d a t a  a c r o s s  t h e  t r a n s m i s s i o n  l i n e  ( b y t e s /  
s e c o n d ) .  

ASSUMPTIONS - 

a )  E r r o r  e v e n t s  a r r i v e  w i t h  a  P o i s s o n  d i s t r i b u t i o n .  

b )  The a r r i v a l  o f  o n e  o r  more e r r o r  e v e n t s  d u r i n g  t h e  
t r a n s m i s s i o n  o f  a  b l o c k  w i l l  r e s u l t  i n  t h e  r e t r a n s -  
m i s s i o n  o f  t h a t  b l o c k .  

The p r o b a b i l i t y  P  o f  s u c c e s s f u l l y  t r a n s m i t t i n g  a  s i n g l e  b l o c k  is, 



L e t  N be t h e  number of  d a t a  b locks  t o  be t r a n s m i t t e d ;  and l e t  
N '  be  t h e  expected number of  a c t u a l  b lock  t r a n s m i s s i o n s  r e q u i r e d  
t o  s u c c e s s f u l l y  t r a n s m i t  N b locks  ( N '  > N ) .  Then, 

The expec ted  throughput  T i s  expressed  a s ,  

Combining e x p r e s s i o n s  ( 2 )  and (31, 

The v a r i a t i o n  of  th roughput  w i th  r e s p e c t  t o  change of  b lock  
s i z e  is expressed  a s ,  

The optimum block  s i z e  S ( o p t )  i s  t h a t  b lock  s i z e  f o r  which 
expec ted  throughput  i s  maximum. S ( o p t )  can  be found by e q u a t i n g  
t o  z e r o  t h e  q u a d r a t i c  i n  t h e  numerator of  exp re s s ion  (5)  above 
and s o l v i n g  f o r  S, 



In many ordinary situations, the product CR is positive 
and small. For purposes of simplifying calculation of  opt), 
the following approximations to S(opt) may be useful, 

-1 /2 s (opt) (approx. ) = CV ( (CR) -1/2) O < C R <  .5 , ( 7  

and, 

s (opt (approx - 1  = V(C/R) O < C R < . 0 5  . 



The Hahn-Meitner-Institut Computer Network 

W. Lehmann-Bauerfeld, and H.W. Strack-Zimmermann 

1 . INTRODUCTION 

The Hahn-Meitner-Institut uses a large ( 3  20) number of 
process-control computers from different manufacturers for its 
research in nuclear physics and radiation chemistry. In 
addition, a Siemens 4004/151 is operated as the central 
computing facility. 

Originally data were carried by tape from the process 
central machines to the central facilities in a "bicycle 
on-line" fashion. 

Under the network project, the scientist is allowed to 
send samples of his data via fast private or slower postal 
lines to the central machine. Partial results can be computed 
on-line to reduce experiment plus data aquisition time. The 
project is partly funded by the Ministry for Research and 
Technology of the Federal Republic of Germany (Grant No. 
411-5939-DV 2.019) in order to enhance the national know-how 
in data communication and message switching. The development 
is carried out as a joint effort between the Hahn-Meitner- 
Institut and Siemens AG. 

2. BASIC NETWORK SPECIFICATIONS 

2.1 User Facilities 

The network offers to the users of the small process 
control computers enhanced and new facilities such as central 
data storage and on-line access to larger computing capacity. 
The new facilities can be grouped as follows: 

DIALOG: participation in the time-sharing service using 
local process control computer terminals; 

EITC: extended intertask communication between programs 
running on different computers; 

RJE: remote job entry from process control computer 
peripherals; 



SPOOL-OUT: remote  s p o o l - o u t  t o  p r o c e s s  c o n t r o l  computer  
p e r i p h e r a l s ;  

RFA : remote  a c c e s s  t o  t h e  c e n t r a l  f i l e  b a s e .  

T r a n s f e r s  between d i f f e r e n t  p r o c e s s  c o n t r o l  compute r s  a r e  
a l s o  p o s s i b l e ;  t h i s  e a s e s  t h e  i m p l e m e n t a t i o n  of ,  p h y s i c s  
e x p e r i m e n t s  i n  which more t h a n  o n e  l o c a l  machine is  needed f o r  
c o n t r o l  and d a t a  a c q u i s i t i o n .  

2 . 2  Network Topology 

A s  may b e  s e e n  i n  F i g u r e  1 ,  f o r  t h e  f i r s t  s t a g e ,  a  s i m p l e  
s t a r  l a y o u t  is f o r e s e e n ;  t h e  h i g h e r  l e v e l  p r o t o c o l s  a r e  d e s i g n e d ,  
n e v e r t h e l e s s ,  t o  a l l o w  f o r  a  more complex c o n f i g u r a t i o n  i n  t h e  
f u t u r e .  T h e r e  i s  n o  s p e c i a l  h o s t - c o m p u t e r  i n  t h e  e n t i r e  
network.  L a r g e r  mach ines  s u c h  a s  t h e  Siemens 4004/151 a r e  
o n l y  c o n n e c t e d  v i a  a  f a s t e r  d a t a  t r a n s m i s s i o n  c h a n n e l ,  t h e y  
o f f e r  a  w i d e r  v a r i e t y  o f  s e r v i c e s ,  and  a r e  a l w a y s  k e p t  o n - l i n e .  

Central Host Eiost 0 
Communications 
processor 

Process 
Control 
Host 

Siemens 4004/151 
(UNIDATA 7755) 

Siemens 330 

DEC PDP 11/20 (4) 

11/40 (8) 

11/45 (2) 

Siemens 301 (1) 

3 30 (1) 

Figure 1. 



3 . HARDWARE OVERVIEW 

A Siemens 330 computer  is  used  a s  a  s t o r e  and fo rward  
message h a n d l e r .  The machine is  equ ipped  w i t h  a n  independent  
I/O p r o c e s s o r  and 64 K words ( a  16 b i t )  o f  c o r e  memory. A 
d i s k  and a  magne t ic  t a p e  u n i t  a r e  i n c l u d e d  f o r  b o o t s t r a p p i n g ,  
e v e n t  l o g g i n g ,  and development  p u r p o s e s .  A t e l e t y p e  i s  u s e d  
t o  e n t e r  commands and t o  r e t r i e v e  s n a p s h o t s  o f  c u r r e n t  a c t i v i t i e s .  

The c e n t r a l  h o s t  i s  c u r r e n t l y  a  Siemens 4004/151, which 
w i l l  b e  exchanged mid-1976 a g a i n s t  a  UNIDATA 7755. The Siemens 
4004/151 main ly  p r o v i d e s  a  t i m e - s h a r i n g  s e r v i c e  f o r  a  l a r g e  
number o f  i n t e r a c t i v e  u s e r s  b u t  is  a l s o  c a p a b l e  o f  p r o c e s s i n g  
background b a t c h  j o b s .  Some r e a l - t i m e  f a c i l i t i e s  a r e  implemented 
i n  c o n n e c t i o n  w i t h  t h i s  p r o j e c t .  

A l l  of t h e  p r o c e s s  c o n t r o l  machines  a r e  l a r g e  enough 
(32 K words,  d i s k )  t o  r u n  under  a  m u l t i t a s k i n g  r e a l - t i m e  o p e r a t i n g  
sys tem.  Most p r o c e s s  c o n t r o l  t a s k s  a r e  handled  l o c a l l y  by 
t h e s e  machines .  The c o n n e c t i o n  t o  t h e  c e n t r a l  machine i s  used 
i f  a d d i t i o n a l  computing power and f i l e  s t o r a g e  a r e  needed o r  i f  
l i n k  modules a r e  drawn o u t  of t h e  c e n t r a l l y  k e p t  p r o c e s s  c o n t r o l  
l i b r a r y .  

3 .1  Data  T r a n s m i s s i o n  E a u i ~ m e n t  

The c e n t r a l  h o s t  and t h e  communication p r o c e s s o r  a r e  
c o u p l e d  on a  m u l t i p l e x o r  c h a n n e l  i n t e r f a c e  l e v e l  w i t h  a  t r a n s f e r  
speed  o f  216 K b y t e / s .  

The p r o c e s s  c o n t r o l  machines  on t h e  s i t e  a r e  c o n n e c t e d  v i a  
HMI b u i l d  DMA i n t e r f a c e s  and 200 K b i t / s  s e r i a l  d a t a  communi- 
c a t i o n  c h a n n e l s  p r o v i d e d  by Siemens. F o r  o u t s i d e  c o n n e c t i o n s ,  
MODEMS and a  4800 b i t / s  v a r i a n t  a r e  used .  S i n c e  t h e  p r i v a t e  
l i n e s  a r e  e x t r e m e l y  n o i s e  f r e e ,  o n l y  s i m p l e  b y t e  p a r i t y  i s  used  
f o r  e r r o r  d e t e c t i o n .  

A l l  d a t a  t r a n s m i s s i o n . i f  f u l l y  t r a n s p a r e n t  and 8 - b i t  
o r i e n t e d .  C o n t r o l  i n f o r m a t i o n  i s  p a s s e d  on t h e  hardware l e v e l  
by p r e c e d i n g  e a c h  b y t e  w i t h  two command b i t s .  

4.  SOFTWARE STRUCTURE 

Communication w i t h i n  a  network of autonomous compute rs  c a n  
be imagined a s  a  cont inuum of  communicating p r o c e s s e s .  

I n  t h e  H M I  network implementa t ion ,  t h e  communicating 
p r o c e s s e s  c a n  be c l a s s i f i e d  i n  a  h i e r a r c h y  of  f o u r  d i f f e r e n t  
l e v e l s .  On e a c h  l e v e l ,  s p e c i f i c  c o n t r o l  i n f o r m a t i o n  ( h e a d e r )  
and t r a n s p a r e n t  d a t a  a r e  exchanged. The d a t a  o f  a  l o w e r - l e v e l  
t r a n s f e r  may c o n t a i n  c o n t r o l  i n f o r m a t i o n  f o r  t h e  h i g h e r - h i e r a r c h y  
l e v e l s .  For  t h e  d a t a  exchange between d i f f e r e n t  l e v e l s  i n  o n e  
machine,  t h e  s t a n d a r d  i n t e r p r o c e s s  communication of t h e  l o c a l  



o p e r a t i n g  s y s t e m  i s  used  a s  f a r  a s  p o s s i b l e .  Communication 
between p r o c e s s e s  on t h e  same l e v e l  l o c a t e d  on d i f f e r e n t  
machines  a r e  c o n t r o l l e d  by t h e  communication p r o t o c o l s  and  
p r o c e d u r e s .  

On each  l e v e l ,  a  maximum s i z e  f o r  a  d a t a  exchange was 
i n t r o d u c e d .  An e x t r e m e l y  modular d e s i g n ,  by which each  l e v e l  
p e r f o r m s  s e g m e n t a t i o n  and reassembly  o f  communication b l o c k s  
f o r  t h e  n e x t  lower and h i g h e r  l e v e l  and h a s  i t s  own e r r o r  
p r o c e d u r e s ,  w i l l  h e l p  t o  a d a p t  t h e  network t o  f u t u r e  enhancements  
and ga teways  t o  n o n l o c a l  ne tworks .  F i g u r e  2  d e m o n s t r a t e s  t h e  
l e v e l  c o n c e p t .  

phys ica l  
t r a n s p o r t  
leve 1 

Figure 2. 

. 

4 . 1  P h y s i c a l  T r a n s p o r t  Leve l  

user  
program 

The 1/0 h a n d l e r  s e r v i c e s  a l l  p h y s i c a l  r e s o u r c e s  such  a s  
l i n e ,  i n t e r f a c e ,  and 1/0 b u f f e r .  A l l  a c t i o n s  n e c e s s a r y  t o  
t r a n s m i t  a  p h y s i c a l  p a c k e t  o f  d a t a  v i a  a  p o i n t - t o - p o i n t  c o n n e c t i o n ,  
which a r e  n o t  performed by hardware,  a r e  handled  on t h i s  l e v e l .  
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user  
l e v e l  

I n  t h e  c u r r e n t  s t a g e  o f  implementa t ion ,  t h e  Siemens NEA2 
h a l f - d u p l e x  p r o c e d u r e  i s  used  f o r  a l l  c o n n e c t i o n s  even  though  
a  v a r i e t y  of  t r a n s m i s s i o n  hardware i s  i n  o p e r a t i o n .  
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4.2 Logical Transport Level 

The communication access level governs the network as 
multipoint connections. It organizes data routing and administers 
the resources used by the physical transport level. The 
communication access method resides in all connected machines 
and must be capable of analyzing the standard logical control 
header. The communication access level sends without prior 
a,nnouncement flow control logic is therefore provided to slow 
down the sending communication access process in case of 
congestion. 

Currently the Siemens NEA2 station protocol is used on 
this level. 

4.3 Subsystem Level 

If a user process or terminal would like to use resources 
on a nonlocal machine, the subsystem level serves as an 
intermediary. The local subsystem acts as a simulator while 
the communicating subsystem on the other machine does the 
actual control of the resources. In general, the actual data 
exchange is invisible to the user process. 

Currently the following subsystems are implemented: 

DIALOG: timesharing access to a nonlocal machine; 

EITC : intertask communication between tasks on 
different machines; 

ADMINISTRATION: general network administration and 
information service. 

The following subsystems are planned: 

RJE : remote job entry; 

SPOOL-OUT: spool-out to nonlocal peripherals; 

RFA : remote file access; 

RLA : remote library access. 

4 . 4  User Level 

The user must be able to demand access to all network 
resources just by adding some additional parameters to 
his operating system interface. In the first stage, this will 
be provided on an assembler and job control macrolevel. 



I t  i s  hoped t h a t  some work on a common job c o n t r o l  
language can be done i n  t h e  f u t u r e .  I n  a d d i t i o n ,  a t o t a l l y  
compatible i n t e r f a c e  t o  a l l  s e r v i c e s  of  t h e  i n t e r t a s k  
communication on a FORTRAN c a l l  l e v e l  i s  under implementat ion,  
which i s  of extreme importance i n  a community of  p h y s i c i s t s .  

5. CURRENT STAGE OF IMPLEMENTATION 

The network i s  c u r r e n t l y  under t e s t i n g .  I t  i s  hoped t o  
s t a r t  a p a r t i a l  u s e r  s e r v i c e  i n  e a r l y  1 9 7 6 .  
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Interprocess Communication in the HMI Network: 

Description of an Implementation 

1. INTRODUCTION 

Interprocess communication is defined as data exchange 
between different processes. In order to exchange data, 
processes must be addressible. A process in a network environ- 
ment is addressible by the concatenation between the communication 
name and the host computer identification. Data are transmitted 
in discrete portions called messages or, more exactly, transport 
elements. To exchange transport elements between producer and 
consumer, high-level transport protocols must be defined. In 
addition, a lower-level link protocol is needed between neighboring 
hosts. In the HMI network, a Siemens standard protocol, called 
NEA2 (NEtwork - Adaptation), is used on the link level. 

Date exchange between different processes is performed by 
a SEND and a RECEIVE directive. The network can be thought of 
as a virtual machine which is capable of performing the inter- 
process communication on the SEND-RECEIVE level. The first 
part of this paper is a description of the communication on the 
virtual machine level (Figure 1). 

Sender 
(producer 

Virtual machine 
performing interprocess 

communication 

Figure 1. 

Receiver 
(consmer) 

The second part describes some implementation details on 
which the virtual machine is based. 



2. DESCRIPTION OF THE INTERPROCESS COMMUNICATION ON THE 

VIRTUAL MACHINE LEVEL 

2.1 Requirements 

A sending  p roces s  ( c a l l e d  s ende r )  can produce a  message a t  
a  t ime when t h e  r e c e i v i n g  p r o c e s s  ( c a l l e d  r e c e i v e r )  i s  not  y e t  
ready  t o  a c c e p t  it (asynchronous machine) .  Th i s  requi rement  
makes it neces sa ry  t o  u s e  temporary s t o r a g e  f o r  d a t a  b u f f e r i n g  
u n t i l  t h e  r e c e i v e r  i s  a b l e  t o  accep t .  The temporary s t o r a g e  
i s  c a l l e d  mailbox and i s  l o c a t e d  i n  t h e  r e c e i v e r  h o s t  computer.  

2.2 L i m i t a t i o n s  

I f  S i s  t h e  s e t  of d a t a  s e n t  by a l l  s ende r s  Si t o  one 

p roces s  and R t h e  s e t  o f  d a t a  t o  be r ece ived  by t h i s  p roces s ,  
two l i m i t a t i o n s  can  be  formulated.  I f  M i s  t h e  maximum s i z e  
o f  t h e  mailbox,  0 < S - R 5 M d e f i n e s  t h e  f i n i t e  c a p a c i t y  of  

t h e  mailbox i n  r e l a t i o n  t o  S and R.  Second, t h e  r e c e i v e r  
cannot  consume f a s t e r  t han  d a t a  a r e  produced by t h e  s ende r s  
( 0  5 R <  S ) .  

2.3 Synchroniz ing  Rules (F igu re  2)  

A,B:  d i f f e r e n t  processes  

S :  p r o c e s s  is a sender 

R: process  is a r e c e i v e r  

K :  proces s  is i n a c t i v e  but known 

U :  p r o c e s s  i s  unknown 

Figure 2. 

ad 1 )  The l i i n i t a t i o n  i n  t h i s  c a s e  i s  t h a t  t h e  mailbox 
c a p a c i t y  of bo th  i s  l i m i t e d  (SA 5 MB, SB 5 M A ) .  

I f  one of  t h e  mailboxes becomes f u l l ,  t h e  involved 
sender  w i l l  g e t  back a n e g a t i v e  acknowledgement. 

ad 2)  To r e c e i v e  d a t a  means t o  g e t  d a t a  o u t  of o n e ' s  own 
mailbox. No e n d l e s s  w a i t i n g  can  occur  because t h e  
r e c e i v e r  d o e s n ' t  w a i t  f o r  d a t a  from t h e  sender ;  
he o n l y  a s k s  i f  t h e r e  a r e  d a t a  i n  h i s  mailbox. 
I n  some s p e c i a l  c a s e s ,  it may be neces sa ry  t o  do 
exchange d a t a  between synchroniz ing  p roces se s  
(mailbox c a p a c i t y ,  t r a n s f e r  r a t e ) .  The synchronous 

machine i s  a s u b s e t  of t h e  asynchronous machine; 
t h i s  c a s e  i s ,  t h e r e f o r e ,  a l s o  suppor ted .  



ad 3 )  RA - RB is  p o s s i b l e  i f  t h e r e  a r e  s t i l l  d a t a  i n  

t h e  mailboxes (MA, MB f !a). 

ad 4 )  SB f i l l s  t h e  d e s t i n a t i o n  mailbox MA. 

ad 6) I f  d a t a  a r e  s e n t  t o  a nonex i s t i ng  p roces s ,  it w i l l  
be t r a n s m i t t e d  through t h e  network, b u t  cannot  be 
queued i n  a d e s t i n a t i o n  mailbox.  A nega t ive  
acknowledgement g e t s  back t o  t h e  sender .  By us ing  
informat ion  messages, t h i s  c a s e  can  be exchanged. 

ad 7 )  MB does  n o t  e x i s t .  

2.4 Message Segmentation 

On sender  and r e c e i v e r  l e v e l ,  it is  p o s s i b l e  t o  make a 
p r o c e s s - s p e c i f i c  segmentat ion of  t h e  s e t  of d a t a  t o  be exchanged. 
Th i s  segmentat ion is  t o t a l l y  independent  of  t h e  s i z e  of  t r a n s p o r t  
e lements  (def ined  i n  t h e  t r a n s p o r t  p r o t o c o l )  . 

2.5 Parameters  f o r  t h e  SEND d i r e c t i v e  

Data b u f f e r  d e s c r i p t i o n ;  

D e s t i n a t i o n  add res s ;  

End of d a t a  i n d i c a t o r  (end of  segment, end of d a t a ) ;  

Acknowledgement r e q u i r e d  f o r  each  segment/not r e q u i r e d ;  

Code d e s c r i p t i o n ;  

Mailbox type  ( c o r e ,  d i s k ,  synchronous d a t a  exchange) ;  

Segment number ( t o  i d e n t i f y  t h e  acknowledgement). 

2.6 Parameters  f o r  t h e  RECEIVE d i r e c t i v e  

Data b u f f e r  d e s c r i p t i o n ;  

Source add re s s .  

2.7 Other  Requirements t o  Perform SEND - RECEIVE 

A g e n e r a l  c o n t r o l  block i s  r e q u i r e d .  I t  is  c r e a t e d  by a n  
a d d i t i o n a l  mac roca l l .  The i n i t i a l  v a l u e s  o f  t h i s  c o n t r o l  block 
can  be c r e a t e d  a t  assembly o r  a t  r un  t ime.  



3 .  IMPLEMENTATION I N  A DEFINED OPERATING SYSTEM ENVIRONMENT 

3.1 Genera l  A s p e c t s  

To i n t e g r a t e  new network f a c i l i t i e s  i n t o  an  o p e r a t i n g  
sys tem,  one  must t a k e  c a r e  n o t  t o  b u i l d  a n o t h e r  system 
" b e s i d e s "  t h e  e x i s t i n g  one ;  t h e  a im h a s  t o  be a  f u l l  i n t e g r a t i o n  
o f  t h e  network f a c i l i t i e s .  Two d i f f e r e n t  o p e r a t i n g  sys tems  a r e  
t o  be a d a p t e d  i n  t h e  H M I  network.  One i s  a  b i g  t i m e - s h a r i n g  
sys tem (BS 2000 o n  a  Siemens 4004/151) ,  t h e  o t h e r  i s  a  r e a l - t i m e  
o p e r a t i n g  sys tem (RSX on DEC PDP 11)  used f o r  p r o c e s s  c o n t r o l  
p u r p o s e s .  Both have a  l o c a l  i n t e r t a s k  communication--a good 
b a s e  t o  d o  a  network a d a p t i o n .  While  t h e  implementa t ion  i n  BS 2000 
i s  done  by t h e  Siemens AG,l t h e  H M I  i s  r e s p o n s i b l e  f o r  t h e  network 
a d a p t i o n  of  RSX. 

To d i s c u s s  t h e  s o f t w a r e  s t r u c t u r e  o f  t h e  v i r t u a l  machine,  
it i s  h e l p f u l  t o  imagine t h e  s e n d i n g  and r e c e i v i n g  p r o c e s s e s  a s  
a  t a s k  u s i n g  SEND-RECEIVE d i r e c t i v e s .  

3.2 S o f t w a r e  S t r u c t u r e  o f  t h e  SEND D i r e c t i v e  

The SEND p r o c e d u r e  (common code)  c r e a t e s  a n  i n f o r m a t i o n  
b l o c k  c o n t a i n i n g  a l l  n e c e s s a r y  SEND p a r a m e t e r s  (see s e c t i o n  2 . 5 ) ;  
it t h e n  hands t h i s  b l o c k  o v e r  t o  t h e  IPOT ( F i g u r e  3 ) .  IPOT 
maps t h e  a d d r e s s  s p a c e  of t h e  d a t a  b u f f e r  i n t o  i t s  own s p a c e  and 
per forms  t h e  s e g m e n t a t i o n  i n t o  t r a n s p o r t  e l e m e n t s  ( w i t h  a l l  t h e  
n e c e s s a r y  h e a d e r  i n f o r m a t i o n ) .  The assembly  of  t r a n s p o r t  
e l e m e n t s  t o  a  l i n k  p a c k e t  and t h e  p h y s i c a l  " d a t a "  t r a n s m i s s i o n  
o v e r  t h e  l i n e  is  done  by t h e  o u t p u t  h a n d l e r .  

Data b u f f e r ,  C o n t r o l  b lock ,  
SEND d i r e c t i v e  
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 he d e s i g n  and implementa t ion  i s  c a r r i e d  o u t  by M r .  Went r ien  
from Siemens, B e r l i n .  
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3 .3  So f twa re  s t r u c t u r e  o f  t h e  RECEIVE D i r e c t i v e  

The mailbox c o n t a i n s  a l l  i n fo rma t ion  which was s e n t  t o  
it by any t a s k  i n  t h e  network. A mailbox is  implemented a s  a  
queue of  a l l  t r a n s p o r t  e lement  d e s c r i p t i o n  b locks  f o r  a  c e r t a i n  
t a s k  and t h e  a s s o c i a t e d  t r a n s p o r t  e lement  d a t a  b u f f e r s .  These 
b u f f e r s  c a n  be l o c a t e d  i n  c o r e  o r  on a  d i s k  f i l e .  The RECEIVE 
p rocedu re  dequeues  t h e  t r a n s p o r t  e lement  d e s c r i p t i o n  b locks  and 
r e a d s  d a t a  i n  t h e  b u f f e r  o f  t h e  r e c e i v i n g  t a s k  ( F i g u r e  4 )  . The 
d i r e c t  a c c e s s  RECEIVE d o e s  n o t  need a  mai lbox;  t h e  t a s k  w a i t s  
u n t i l  d a t a  c a n  be moved d i r e c t l y  from t h e  i n t e r p r o c e s s  i n p u t  
t a s k  i n t o  t h e  s p e c i f i e d  d a t a  b u f f e r  ( s p e c i a l  synch ron i z ing  is 
n e c e s s a r y )  . 

Data b u f f e r ,  Control  block, RECEIVE d i r e c t i v e  v i r t u a l  
machine Zeve 2 

Mailbox 

Figure 4. 

3.4 The S t r u c t u r e  o f  Mailbox Inpu t  ( F i g u r e  5 )  
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The GTDT is  always w a l t i n g  f o r  a  t r a n s p o r t  e lement  t o  
a r r i v e  from an  i n p u t  h a n d l e r ;  t h e  GTDT d i s t r i b u t e s  t h e  e l emen t s  
by t r a n s f e r r i n g  o n l y  t h e  a d d r e s s e s  t o  t h e  a s s o c i a t e d  subsystems 
( i n  t h i s  c a s e  IPIT)  and queues t h e s e .  IPIT t h e n  maps t h e  
t r a n s p o r t - e l e m e n t s  i n t o  t h e  p rope r  r e c e i v e r  t a s k  mailbox.  I n  
t h e  c a s e  of d i r e c t  a c c e s s ,  RECEIVE, IPIT maps t h e  t r a n s p o r t -  
e lement  d a t a  d i r e c t l y  from GTDT t o  t h e  s p e c i f i e d  b u f f e r  of t h e  
r e c e i v e r  t a s k .  

The g e n e r a l  t r an spo r t - e l emen t  d i s p a t c h e r  (GTDT) i s  n o t  
r e s t r i c t e d  t o  i n t e r f a c e  t o  a  s p e c i a l  t y p e  of  network because  it 
i s  des igned  t o  hand l e  t r a n s p o r t  e l emen t s  from d i f f e r e n t  i n p u t  
h a n d l e r s  and can  c o o p e r a t e  w i t h  any subsystem. 



S t a b i l i t y  and C o n t r o l  o f  Packet-Switching 

Broadcas t  Channels  

G. F a y o l l e ,  E.  Gelenbe, and J. L a b e t o u l l e  

1. INTRODUCTION 

Computer networks u s i n g  packe t - sw i t ch ing  t e c h n i q u e s  have 

been implemented [ l  , 3 , 5 , 8 , 12 ,13 ]  i n  o r d e r  t o  a l l o w  a  l a r g e  

community of communicating u s e r s  t o  s h a r e  and t r a n s m i t  d a t a  and 

t o  u t i l i z e  e x c e s s  computing power which may be  a v a i l a b l e  a t  

remote  l o c a t i o n s  i n  a n  e f f i c i e n t  manner. I n  t h i s  pape r ,  w e  

s h a l l  be concerned w i th  packe t - swi tch ing  networks u s i n g  r a d i o  

c h a n n e l s  s i m i l a r  t o  t h e  ALOHA system [ I  1 . 
W e  c o n s i d e r  a  l a r g e  se t  of  t e r m i n a l s  communicating over  

a  s i n g l e  r a d i o  channe l  i n  such  a  way t h a t  a  packe t  i s  succe s s -  

f u l l y  t r a n s m i t t e d  o n l y  i f  i t s  t r a n s m i s s i o n  d o e s  n o t  o v e r l a p  i n  

t i m e  w i t h  t h e  t r a n s m i s s i o n  of a n o t h e r  packe t ;  o t h e r w i s e ,  a l l  

p a c k e t s  be ing  s imu l t aneous ly  t r a n s m i t t e d  a r e  l o s t .  A t e r m i n a l  

whose t r a n s m i s s i o n  i s  u n s u c c e s s f u l  i s  s a i d  t o  be bZocked; it 

has  t o  r e p e a t  t h e  t r a n s m i s s i o n  u n t i l  it a c h i e v e s  s u c c e s s .  A 

t e r m i n a l  which i s  n o t  blocked i s  e i t h e r  a c t i v e  o r  it i s  t r a n s -  

m i t t i n g  a  packe t .  The o p e r a t i o n  of t h e  sys tem i s  shown schemat i -  

c a l l y  i n  F i g u r e  1 where t h e  d i f f e r e n t  s t a t e  t r a n s i t i o n s  of a  

t e r m i n a l  a r e  shown. S ince  t h e  o n l y  means of  communication 

between t e r m i n a l s  i s  t h e  channe l  i t s e l f ,  i t  is  n o t  e a s y  t o  

s chedu l e  t r a n s m i s s i o n s  s o  a s  t o  avo id  c o l l i s i o n s  between p a c k e t s .  

It  i s  a l s o  obvious  t h a t  a  t e r m i n a l  would i n  no c a s e  t r a n s m i t  

more t h a n  one packe t  s imu l t aneous ly .  

Var ious  methods f o r  c o n t r o l l i n g  t h e  t r a n s m i s s i o n  of p a c k e t s  

have been sugges t ed .  The s i m p l e s t  i s  t o  a l l o w  t e r m i n a l s  t o  

t r a n s m i t  p a c k e t s  a t  any i n s t a n t  of t ime .  The second method, 

known a s  t h e  s l o t t e d  A1,OHA scheme has  been shown t o  i n c r e a s e  

channe l  t h roughpu t  ove r  t h e  f i r s t  method [ 2 ] .  Here t ime  i s  

d i v i d e d  i n t o  " s l o t s "  of e q u a l  d u r a t i o n ;  e ach  s l o t  c an  accommodate 



t h e  t r a n s m i s s i o n  t i m e  o f  one  p a c k e t ,  and p a c k e t s  a r e  a l l  o f  

t h e  same l e n g t h .  P a c k e t  t r a n s m i s s i o n  i s  s y n c h r o n i z e d ,  s o  a s  

t o  b e  i n i t i a t e d  a t  t h e  b e g i n n i n g  o f  a  s l o t  f o r  any  t e r m i n a l ,  and 

it t e r m i n a t e s  a t  t h e  end o f  t h e  same s l o t .  Other  methods have 

been s u g g e s t e d  e l s e w h e r e  [ 9 ] .  

Active l,lr--lr+o Terminals 

Blocked 
Terminals 

Figure 1 .  

K l e i n r o c k  and Lam [ l o ]  have d i s c u s s e d  t h e  s t a b i l i t y  problem 

o f  t h e  s l o t t e d  ALOHA c h a n n e l .  They g i v e  q u a l i t a t i v e  a rguments  

and r e s u l t s  based on s i m u l a t i o n s  i n d i c a t i n g  t h a t  t h e  c h a n n e l  

becomes s a t u r a t e d  i f  t h e  set  of  t e r m i n a l s  i s  v e r y  l a r g e ,  indepen-  

d e n t l y  o f  t h e  a r r i v a l  r a t e  of  p a c k e t s  t o  t h e  c h a n n e l ,  s a t u r a t i o n  

b e i n g  t h e  phenomenon whereby t h e  number o f  b locked  t e r m i n a l s  

becomes v e r y  ( o r  a r b i t r a r i l y )  l a r g e .  They a l s o  compute t h e  

e x p e c t e d  t i m e  t o  a t t a i n  a  g i v e n  l e v e l  o f  s a t u r a t i o n .  I n  

r e f e r e n c e  [ l l l ,  p o l i c i e s  d e s i g n e d  t o  o p t i m i z e  t h e  t h r o u g h p u t  of  

t h e  c h a n n e l ,  d e f i n e d  a s  t h e  e x p e c t e d  number o f  s u c c e s s f u l  t r a n s -  

m i s s i o n s  p e r  s l o t ,  a r e  p r e s e n t e d .  

The purpose  of  t h i s  paper  i s  t o  g i v e  a  t h e o r e t i c a l  t r e a t -  

ment o f  some c o n t r o l  p o l i c i e s  which c a n  b e  a p p l i e d  t o  t h e  broad- 

c a s t  c h a n n e l  i n  o r d e r  t o  s t a b i l i z e  it and t o  maximize i t s  

performance.  W e  f i r s t  r e c a l l  t h e  proof  of  i n s t a b i l i t y  i n  [ 6 ] ,  

e x t e n d i n g  it t o  t h e  f i n i t e  s o u r c e  model t a k e n  i n  t h e  l i m i t  a s  

t h e  t o t a l  number o f  t e r m i n a l s  becomes v e r y  l a r g e ,  and showing 



t h a t  channe l  i n s t a b i l i t y  i m p l i e s  t h a t  t h e  e q u i l i b r i u m  v a l u e  

o f  t h e  t h roughpu t  is  ze ro .  Two s imp le  c o n t r o l  p o l i c i e s  a r e  

t h e n  p r e s e n t e d  and nece s sa ry  and s u f f i c i e n t  c o n d i t i o n s  f o r  

s t a b i l i t y  o f  t h e  c o n t r o l l e d  channe l  a r e  d e r i v e d .  Bounds f o r  

t h e  e q u i l i b r i u m  v a l u e  of t h e  channe l  t h roughpu t  w i t h  t h e s e  

p o l i c i e s  a r e  o b t a i n e d .  F i n a l l y ,  w e  g i v e  a  s imp le  a l g o r i t h m  

f o r  t h e  approximate  implementa t ion  o f  t h i s  p o l i c y  and e x h i b i t  

some s i m u l a t i o n  r e s u l t s  showing i t s  performance.  

2. A MATHEMATICAL MODEL 

A p r e c i s e  d e f i n i t i o n  of  s t a b i l i t y  c an  o n l y  be c o n s i d e r e d  

i n  t h e  c o n t e x t  of a  model o f  t h e  behav io r  o f  t h e  b r o a d c a s t  

channe l .  I n  t h i s  s e c t i o n ,  w e  p r e s e n t  a  model i d e n t i c a l  t o  t h e  

one w e  have c o n s i d e r e d  i n  a n  e a r l i e r  paper  [ 6 ] ,  e x c e p t  t h a t  w e  

s h a l l  t a k e  i n t o  accoun t  h e r e  b o t h  f i n i t e  and i n f i n i t e  sou rce  

sys tems .  

Assuming t h a t  t h e  s l o t  and t h e  t ime  nece s sa ry  t o  t r a n s m i t  

a  p a c k e t  a r e  o f  u n i t  l e n g t h ,  c o n s i d e r  N(k)  t h e  number o f  blocked 

t e r m i n a l s  a t  t h e  i n s t a n t s  k  = 0 , 1 , 2 ,  ... when a  s l o t  beg in s .  

L e t  Xk be  t h e  number o f  p a c k e t s  t r a n s m i t t e d  by t h e  set o f  

a c t i v e  t e r m i n a l s  d u r i n g  t h e  k - t h  s l o t ,  and d e n o t e  by Yk t h e  

number o f  blocked t e r m i n a l s  t r a n s m i t t i n g  d u r i n g  t h e  k- th  s l o t .  

I n  t h e  i n f i n i t e  sou rce  model, ( X k )  i s  t h e  sequence  of  independent  

and i d e n t i c a l l y  d i s t r i b u t e d  random v a r i a b l e s  w i t h  common d i s -  

t r i b u t i o n  g iven  by, 

I n  t h e  f i n Z t e  sou rce  modeZ, assuming t h a t  t h e  t o t a l  number o f  

t e r m i n a l s  i n  t h e  system i s  M I  w e  l e t  t h e  e v e n t  ( X k  = i /N (k )  = j )  

be independent  o f  v a l u e s  o f  Xt  f o r  t < k; i t s  p r o b a b i l i t y  i s  

g iven  by 

q .  ( n )  = Pr  (Xk = j/N ( k )  = n )  = (M-n) b j  (1 - b)  
M-n- j 

I j 
I ( 2 )  

f o r  0  2 j  2 M-n, where b  i s  t h e  p r o b a b i l i t y  t h a t  any one 

a c t i v e  t e r m i n a l  t r a n s m i t s  a  p a c k e t  d u r i n g  a  s l o t .  



For  b o t h  models,  we s h a l l  d e n o t e  by f  t h e  p r o b a b i l i t y  t h a t  

a n y  one b locked  t e r m i n a l  t r a n s m i t s  a  p a c k e t  d u r i n g  a  s l o t .  

We t h e n  d e f i n e ,  

where we assume t h a t  t h e  e v e n t  (Yk/N(k))  is  i n d e p e n d e n t  of 

Y t  f o r  t < k. T h e r e f o r e ,  

n  i n - i  
g i ( n )  = ( i ) f  (1-£1 I 

and more p a r t i c u l a r l y ,  

D e f i n i t i o n  1  

The i n f i n i t e  s o u r c e  b r o a d c a s t  c h a n n e l  i s  u n s t a b l e  i f ,  

f o r  k+m, t h e  p r o b a b i l i t y  Pr  ( N ( k )  < j )  + 0  f o r  a l l  f i n i t e  v a l u e s  

of j ;  o t h e r w i s e  it i s  s t a b l e .  For t h e  f i n i t e  s o u r c e  model, 

t h e  sys tem i s  u n s t a b l e  i f  t h e  above c o n d i t i o n  i s  v e r i f i e d  a s  

we l e t  M+w, b+O, M.b+d, where d  i s  a  c o n s t a n t .  

The d e f i n i t i o n  g i v e n  h e r e  s i m p l y  s t a t e s  t h a t  i n s t a b i l i t y  

i s  v e r i f i e d  i f  ( w i t h  p r o b a b i l i t y  o n e )  t h e  number o f  blocked 

t e r m i n a l s  becomes i n f i n i t e  a s  t i m e  t e n d s  t o  i n f i n i t y .  

Theorem 1  

The b r o a d c a s t  c h a n n e l  i s  u n s t a b l e  b o t h  f o r  t h e  f i n i t e  and 

i n f i n i t e  s o u r c e  model.  

Proof  

L e t  u s  f i r s t  c o n s i d e r  t h e  i n f i n i t e  s o u r c e  model.  The 

proof  g i v e n  h e r e  i s  i d e n t i c a l  t o  t h e  one we p r e s e n t e d  i n  [ 6 ] .  

L e t  pn ( k )  d e n o t e  t h e  p r o b a b i l i t y  t h a t  N(k)  = n. The f o l l o w i n g  

t r a n s i t i o n  e q u a t i o n  may be w r i t t e n  f o r  t h e  i n f i n i t e  s o u r c e  
1 model : 

I ~ ~ u a t i o n  ( 6 )  i s  v a l i d  f o r  a l l  n  2 0  i f  we a d o p t  t h e  r u l e  
t h a t  P i ( k )  = 0 ,  i < 0 .  



On t h e  r igh t -hand s i d e  of Eq. ( 6 ) ,  t h e  f i r s t  term cove r s  t h e  

c a s e s  where two o r  more packe t s  have been t r a n s m i t t e d  by t h e  

a c t i v e  t e r m i n a l s  d u r i n g  t h e  k-th s l o t ;  t h e  second term cove r s  

t h e  c a s e  i n  which e x a c t l y  one blocked t e r m i n a l  has  t r a n s m i t t e d  

wh i l e  no a c t i v e  t e r m i n a l  h a s  done s o .  Not ice  t h a t  { ~ ( k ) ;  

k  = 0 , 1 ,  . . . I  i s  a  Markov c h a i n  and t h a t  it i s  a p e r i o d i c  and 

i r r e d u c i b l e .  It  i s  e rgod ic  i f  a n  i n v a r i a n t  p r o b a b i l i t y  measure 

{pn;  n  = 0 , 1 , .  . . I  e x i s t s  s a t i s f y i n g  Eq. ( 6 )  such  t h a t  pn > 0  

f o r  a l l  n  and where pn = l i m  k+m p n ( k ) .  To show t h a t  l i m  k+m 

Pr  (N(k)  < j) = 0  f o r  a l l  f i n i t e  v a l u e s  of j ,  it s u f f i c e s  t h a t  

t h e  Markov c h a i n  r e p r e s e n t i n g  t h e  number of  blocked t e r m i n a l s  

be no t  e rgod ic .  S u b s t i t u t i n g  pn f o r  pn (k )  and pn (k  + 1)  i n  

Eq. (61,  we o b t a i n ,  

Le t ,  

We t h e n  have f o r  any  N 2 0, 



o r  e q u i v a l e n t l y ,  

~ u t  t h e n ,  from Eqs. ( 5 )  and (111 ,  w e  have ,  

f o r  any  n o n n e g a t i v e  i n t e g e r  N .  T h i s  i m p l i e s  t h a t  t h e  r a t i o  

(PN+l/PN)+m a s  N+m, s o  t h a t  t h e  sum Sm c a n  o n l y  e x i s t  i f  PN = 0  

f o r  a l l  f i n i t e  v a l u e s  of  N;  o t h e r w i s e  Sa i s  d i v e r g e n t ,  and t h i s  

c a n n o t  b e  t h e  c a s e  s i n c e  t h e  PN, N 2 0  d e f i n e  a  p r o b a b i l i t y  

d i s t r i b u t i o n .  Thus, t h e  Markov c h a i n  r e p r e s e n t i n g  t h e  number 

o f  blocked t e r m i n a l s  is  n o t  e r g o d i c ,  and t h e  b r o a d c a s t  c h a n n e l  

under  t h e  i n f i n i t e  s o u r c e  assumpt ion  i s  u n s t a b l e .  

Now c o n s i d e r  t h e  f i n i t e  s o u r c e  model. Using t h e  r u l e  t h a t  

P i ( k )  = 0  f o r  i < 0, t h e  t r a n s i t i o n  e q u a t i o n  f o r  0  5 n  < M is,  

D e f i n i n g ,  f o r  0  < N < M ,  t h e  sum S  a s  i n  Eq. ( 8 )  f o r  t h e  f i n i t e  
N 

s o u r c e  model we o b t a i n  from Eq. ( 1 3 )  and s u b s t i t u t i n g  t h e  

s t a t i o n a r y  p r o b a b i l i t y  P  - 
n '  



Now t a k e  l i m i t  a s  i n  D e f i n i t i o n  1 :  M+m, b+O, M b+d; we 

o b t a i n  q .  ( n )  = $ e-d f o r  any j and n.  heref fore, i n  t h e  l i m i t ,  
3 

and a n  argument i d e n t i c a l  t o  t h e  one f o r  t h e  i n f i n i t e  sou rce  

model can  be now used t o  complete  t h e  proof of i n s t a b i l i t y .  

We n o t e  i n  pas s ing  t h a t  t h e  f i n i t e  sou rce  model i n  t h e  

l i m i t  ( a s  we l e t  t h e  t o t a l  number of  t e r m i n a l s  tend  t o  i n f i n i t y )  

and t h e  i n f i n i t e  sou rce  model a r e  n o t  i d e n t i c a l ;  i n  t h e  i n f i n i t e  

model, t h e r e  is  a  nonzero p r o b a b i l i t y  of a  t r a n s m i s s i o n  from 

a c t i v e  t e r m i n a l s  i n  each  s l o t  even when w e  l e t  k+m; wh i l e  f o r  

t h e  f i n i t e  sou rce  model i n  t h e  l i m i t  a s  M+m no a c t i v e  t e rmina l  

w i l l  t r a n s m i t  a s  k+m. 

I n  t h e  c o n t e x t  of t h i s  s tudy ,  a n o t h e r  measure of i n t e r e s t  

is  t h e  throughput  of  t h e  b roadcas t  channe l .  Indeed,  t h i s  may 

w e l l  be t h e  primary performance measure f o r  t h e  system under 

c o n s i d e r a t i o n .  

D e f i n i t i o n  2 

The c o n d i t i o n a l  t h r o u g h p u t  Dn(k) of  t h e  b roadcas t  channel  

i s  t h e  c o n d i t i o n a l  p r o b a b i l i t y  t h a t  one packet  is s u c c e s s f u l l y  

t r a n s m i t t e d  d u r i n g  t h e  k-th s l o t  g iven  t h a t  N(k) = n .  

C l e a r l y ,  t h e  c o n d i t i o n a l  th roughput  cannot  exceed one; it 

can  a l s o  be de f ined  a s  t h e  expec ted  v a l u e  of t h e  number of 

s u c c e s s f u l  t r a n s m i s s i o n s  du r ing  t h e  k-th s l o t  c o n d i t i o n a l  of 

t h e r e  being n  blocked t e r m i n a l s  a t  t h e  beginning of t h a t  s l o t .  

D e f i n i t i o n  3 

The t h r o u g h p u t  of t h e  b roadcas t  channel  is de f ined  a s ,  



The c o n d i t i o n a l  t h r o u g h p u t  i s ,  

f o r  t h e  i n f i n i t e  s o u r c e  model; f o r  t h e  f i n i t e  s o u r c e  model,  we 

r e p l a c e  co and c l  by q o ( n )  and q l  ( n )  , r e s p e c t i v e l y .  T h i s  

q u a n t i t y  is  o b v i o u s l y  independent  o f  k; t h e r e f o r e ,  i n  t h e  

f o l l o w i n g  we s h a l l  s i m p l y  w r i t e  Dn i n s t e a d  of  D n ( k ) .  

Theorem 2 

For  f  > 0 ,  t h e  t h r o u g h p u t  o f  t h e  b r o a d c a s t  c h a n n e l  is  z e r o  

f o r  t h e  i n f i n i t e  s o u r c e  model and f o r  t h e  f i n i t e  s o u r c e  model a s  

we l e t  M+m, b+0, M . b+d. 

The proof  i s  s t r a i g h t f o r w a r d  and n o t  p r e s e n t e d  h e r e .  

3 .  CERTAIN CHANNEL CONTROL POLICIES 

V a r i o u s  c o n t r o l  p o l i c i e s  f o r  t h e  b r o a d c a s t  c h a n n e l  have 

been d i s c u s s e d  i n  [ l l ]  where t h e s e  have  been c l a s s i f i e d ,  r o u g h l y  

s p e a k i n g ,  i n t o  t h r e e  g roups :  p o l i c i e s  which r e g u l a t e  a c c e s s  

t o  t h e  c h a n n e l  from t h e  a c t i v e  t e r m i n a l s ,  t h o s e  which r e g u l a t e  

a c c e s s  from t h e  b locked  t e r m i n a l s ,  and mixed p o l i c i e s .  I n  

t h i s  s e c t i o n ,  w e  d i s c u s s  two p o l i c i e s  i n  some d e t a i l  and g i v e  

a  d e f i n i t i o n  o f  s t a b i l i t y  i n  e a c h  c a s e .  W e  see t h a t  t h i s  

d e f i n i t i o n  w i l l  b e  a  v a r i a n t  o f  ( o r  i d e n t i c a l  t o )  t h e  d e f i n i t i o n  

g i v e n  above.  The f i r s t  c o n t r o l  p o l i c y  which w e  s h a l l  d e s c r i b e  

t y p i f i e s  t h e  f i r s t  g r o u p  of  p o l i c i e s ,  and it may w e l l  b e  

i m p o s s i b l e  t o  implement;  t h e  second p o l i c y  i s  of  t h e  second 

g r o u p  and h a s  a  b e t t e r  chance  o f  b e i n g  r e a l i z a b l e .  

3.1 A Thresho ld  C o n t r o l  P o l i c y  

An i n p u t  c o n t r o l  p o l i c y  a s  d e f i n e d  by LAM [ I l l  i s  o n e  which 

l i m i t s  a c c e s s  t o  t h e  c h a n n e l  from t h e  a c t i v e  t e r m i n a l s  depending  

on t h e  p r e s e n t  s t a t e  and p a s t  h i s t o r y  o f  t h e  c h a n n e l .  Borrowing 

t h e  t e r m i n o l o g y  o f  Markov d e c i s i o n  t h e o r y  [ 7 ] ,  a  p o l i c y  i s  s a i d  

t o  b e  s t a t i o n a r y  i f  it o n l y  depends  on t h e  p r e s e n t  s t a t e  o f  t h e  

sys tem.  

The f i r s t  p o l i c y  we p r e s e n t  is  d e s c r i b e d  i n  F i g u r e  2 .  I f  

t h e  number of  b locked  t e r m i n a l s  e x c e e d s  0 ,  t h e  t h r e s h o l d ,  a n  



a c t i v e  t e r m i n a l  which w i s h e s  t o  i n i t i a t e  t h e  t r a n s m i s s i o n  o f  a  

p a c k e t  i s  n o t  a l lowed  t o  t r a n s m i t  and j o i n s  t h e  impeded s e t ;  

i f  n o t ,  t h e  t r a n s m i s s i o n  t a k e s  p l a c e  a s  i n  t h e  u n c o n t r o l l e d  c h a n n e l .  

As soon a s  t h e  number o f  blocked t e r m i n a l s  d e c r e a s e s  below O 

( t h i s  c a n  o n l y  t a k e  p l a c e  i n  s t e p s  o f  o n e ) ,  a n  impeded t e r m i n a l  

j o i n s  t h e  blocked set;  t h u s ,  t h e  number o f  b locked  t e r m i n a l s  can  

b e  less t h a n  O o n l y  i f  t h e r e  a r e  no impeded t e r m i n a l s .  The 

r e t r a n s m i s s i o n  r a t e  of  blocked t e r m i n a l s  i s  c o n s t a n t .  W e  s h a l l  

r e f e r  t o  t h i s  scheme a s  t h e  t h r e s h o l d  c o n t r o l  p o l i c y .  

I n  t h i s  c o n t e x t ,  s t a b i l i t y  must  b e  d e f i n e d  i n  terms o f  

t h e  number o f  impeded p l u s  b locked  t e r m i n a l s .  

Impeded 
Terminals 

- 

Active 
Terminals ' 

Terminals 

- . -- - - - 

Channel 

- -. -- - ___- - 
Figure 2. 

D e f i n i t i o n  4 

L e t  U(k)  be t h e  number o f  b locked  p l u s  impeded t e r m i n a l s  a t  

t h e  b e g i n n i n g  of  t h e  k - t h  s l o t  f o r  t h e  t h r e s h o l d  c o n t r o l  p o l i c y .  

The c h a n n e l ,  w i t h  t h i s  c o n t r o l  scheme, i s  u n s t a b l e  i f  t h e  l i m i t  

a s  k+m o f  p r I U ( k )  < j )  i s  z e r o  f o r  a l l  f i n i t e  v a l u e s  of  j  f o r  

t h e  i n f i n i t e  s o u r c e  model;  f o r  t h e  f i n i t e  s o u r c e  model,  t h e  

same d e f i n i t i o n  i s  used a s  M+m, b+O, M . b+d. Otherwise  t h e  

c h a n n e l  i s  s t a b l e .  

The f o l l o w i n g  e q u a t i o n s ,  which must be  s a t i s f i e d  by t h e  

e q u i l i b r i u m  p r o b a b i l i t i e s  p  f o r  t h e  number n  of  b locked  p l u s  n  
impeded t e r m i n a l s  a t  t h e  beg inn ing  of  a  s l o t ,  may be d e r i v e d .  



where,  

g1 ( 0 )  i f  n  > 0  
A  ( n )  = 1  

g, ( n )  i f  0 2 n  5 0  . 

E q u a t i o n  (19)  may b e  r e w r i t t e n  a s :  

W e  o b t a i n  t h e  f o l l o w i n g  r e s u l t  c o n c e r n i n g  t h e  s t a b i l i t y  

of  t h e  t h r e s h o l d  c o n t r o l  p o l i c y .  F o r  s i m p l i c i t y  l e t  A  = g  ( 0 )  . 
1  

Theorem 3  
CO 

I f  t h e  e x p e c t e d  a r r i v a l  r a t e  o f  a c t i v e  p a c k e t s  X = 1 ici i = l  - 

f o r  t h e  i n f i n i t e  s o u r c e  model i s  less t h a n  A, t h e n  t h e  b r o a d c a s t  

c h a n n e l  w i t h  a  s t a t i o n a r y  t h r e s h o l d  c o n t r o l  p o l i c y  i s  s t a b l e ;  

o t h e r w i s e  it i s  u n s t a b l e .  The proof  i s  g i v e n  i n  Appendix A. 

The t h r e s h o l d  c o n t r o l  p o l i c y  may be q u i t e  d i f f i c u l t  t o  

implement i n  p r a c t i c e .  I t  h a s  a  major  a d v a n t a g e ,  however,  w i t h  

r e s p e c t  t o  t h e  r e t r a n s m i s s i o n  c o n t r o l  p o l i c i e s  we s h a l l  s t u d y  i n  

s e c t i o n  3 . 2 :  t h e  maximum a c h i e v a b l e  c h a n n e l  t h r o u g h p u t  i s  n o t  

l i m i t e d  t o  e - l .  I n  f a c t ,  t h e  t h r o u g h p u t  may be a r b i t r a r i l y  c l o s e  



t o  o n e  i f  0  = 1  s i n c e  it s u f f i c e s  t o  set  f  = 1  i n  t h i s  c a s e .  I n  * 
g e n e r a l ,  f o r  0  2 1 ,  A  i s  maximized by s e t t i n g  f  e q u a l  t o  f  = 0 - l .  * * 
W e  t h e n  have A(f  ) = (1 - 0  - l f 0 - '  which,  f o r  0  > > 1  i s  A(£ ) = 

-1 
exp(-1 + 0-'I > e . W e  see h e r e  t h a t  e-' i s  a  l o w e r  bound t o  

t h e  maximum a c h i e v a b l e  t h r o u g h p u t .  T h i s  d o e s  n o t  depend on t h e  

P o i s s o n  assumpt ion  o f  p a c k e t  a r r i v a l s  t o  t h e  c h a n n e l .  

3.2 A  R e t r a n s m i s s i o n  C o n t r o l  P o l i c y  

A  r e t r a n s m i s s i o n  c o n t r o l  p o l i c y  is o n e  which r e g u l a t e s  

a c c e s s  t o  t h e  c h a n n e l  from t h e  set o f  blocked t e r m i n a l s  a s  a  

f u n c t i o n  o f  t h e  p a s t  and p r e s e n t  s t a t e  o f  t h e  sys tem.  W e  con- 

s i d e r  such  a  p o l i c y  which o n l y  u s e s  i n f o r m a t i o n  c o n c e r n i n g  t h e  

p r e s e n t  s t a t e  (it i s  s t a t i o n a r y )  t o  r e g u l a t e  t h e  r e t r a n s m i s s i o n  

r a t e  o f  t h e  ensemble o f  b locked  t e r m i n a l s .  The a p p r o p r i a t e  

d e f i n i t i o n  o f  s t a b i l i t y  ( f o r  t h i s  c a s e )  i s  t h e n  t h a t  g i v e n  i n  

D e f i n i t i o n  1 ,  and t h e  e q u a t i o n s  f o r  t h e  c o n t r o l l e d  sys tem a r e  

Equa t ion  ( 6 )  f o r  t h e  i n f i n i t e  s o u r c e  model and Equa t ion  ( 7 )  f o r  

t h e  f i n i t e  s o u r c e  model w i t h  t h e  f o l l o w i n g  m o d i f i c a t i o n .  The 

p a r a m e t e r  f  which d e t e r m i n e s  gi  ( n )  ( s e e  Eqs. ( 3 )  and ( 4 )  ) , g i v e n  

t h e  p r o b a b i l i t y  t h a t  a  blocked t e r m i n a l  r e t r a n s m i t s  a  p a c k e t  

d u r i n g  a  s l o t ,  w i l l  be  a  f u n c t i o n  o f  n  which we d e n o t e  f ( n )  s o  

t h a t ,  

The f o l l o w i n g  r e s u l t  c a n  t h e n  b e  e s t a b l i s h e d .  

Theorem 4. 

A s t a t i o n a r y  r e t r a n s m i s s i o n  c o n t r o l  p o l i c y  y i e l d s  a  s t a b l e  

b r o a d c a s t  c h a n n e l  i f ,  

and a n  u n s t a b l e  one  i f  X > d ,  where d  = l i m [ c l g o ( n )  + c g  ( n ) ] .  
n+m 0 1  

The proof  o f  t h i s  r e s u l t  i s  g i v e n  i n  Appendix B. W e  d o  

n o t  have a  proof  o f  i n s t a b i l i t y  f o r  X = d  e x c e p t  f o r  a  s p e c i a l  



c a s e ;  however,  t h e  q u e s t i o n  is  o n l y  o f  m a t h e m a t i c a l  i n t e r e s t .  

Remark 

I n  f a c t ,  Theorem 1  i s  a  c o r o l l a r y  o f  Theorem 4 s i n c e ,  

i f  ( a s  i n  t h e  c a s e  f o r  t h e  u n c o n t r o l l e d  b r o a d c a s t  c h a n n e l )  f  i s  

i n d e p e n d e n t  o f  n r  we have d  = 0. 

Another  consequence  o f  Theorem 4 c o n c e r n s  t h e  form which 

t h e  f u n c t i o n  f ( n )  must t a k e  t o  e n s u r e  s t a b i l i t y .  

Theorem 5 

For  t h e  b r o a d c a s t  c h a n n e l  under  s t a t i o n a r y  r e t r a n s m i s s i o n  

c o n t r o l  t o  be s t a b l e ,  it i s  n e c e s s a r y  t h a t ,  

l i m  f  ( n )  = 0  and l i m  n f  ( n )  > 0  . 
n+m 

Proof  

C l e a r l y ,  i f  t h e  f i r s t  c o n d i t i o n  i s  n o t  s a t i s f i e d ,  we s h a l l  

have d  = 0  l e a d i n g  t o  t h e  i n s t a b i l i t y  o f  t h e  c h a n n e l .  Now 

suppose  t h a t  t h e  second c o n d i t i o n  is  n o t  s a t i s f i e d ,  t h a t  is  

l i m  n+m n f ( n )  = 0,  b u t  t h a t  t h e  f i r s t  c o n d i t i o n  i s  s a t i s f i e d .  

Then d  = c l ,  and w e  c a n n o t  have X < d ;  t h e r e f o r e ,  by Theorem 4 

t h e  sys tem w i l l  be  u n s t a b l e ,  which c o m p l e t e s  t h e  p r o o f .  

W e  see, t h e r e f o r e ,  by t h i s  l a s t  r e s u l t  t h a t  a  s t a t i o n a r y  

r e t r a n s m i s s i o n  c o n t r o l  p o l i c y  ( w i t h  e x p e c t e d  t i m e  between 

a t t e m p t s  o f  a  blocked t e r m i n a l  t o  r e t r a n s m i t  g i v e n  by [f  ( n )  1 
may s t a b i l i z e  t h e  c h a n n e l  o n l y  i f  f  ( n )  d e c r e a s e s  w i t h  n  b u t  no 

f a s t e r  t h e n  t h e  f u n c t i o n  n - l .  

3.3 An Optimal  R e t r a n s m i s s i o n  C o n t r o l  P o l i c y  

I t  i s  n a t u r a l  t o  s e e k  r e t r a n s m i s s i o n  c o n t r o l  p o l i c i e s  which 

w i l l  maximize t h e  o u t p u t  r a t e  o f  t h e  c h a n n e l ;  f o r  a  s t a b i l i z i n g  

p o l i c y ,  t h e  maximum v a l u e  w i l l  b e  d  o f  Theorem 4 s i n c e  t h e  i n p u t  

r a t e  w i l l  b e  i d e n t i c a l  t o  t h e  o u t p u t  r a t e .  C o n s i d e r ,  

n  n-1 D ( f )  = c 1  (1 - f )  + con£  (1  - f )  n  



By d e r i v i n g  t h i s  exp res s ion  wi th  r e s p e c t  t o  f  and s e t t i n g  t h e  

r e s u l t  equal  t o  ze ro ,  we s e e  t h a t  Dn( f )  i s  maximized by s e t t i n g  * * 
f  equal  t o  f  = ( c ~ - c ~ ) ( ~ c ~ - c ~ ) ~ ~  f o r  n  1 ,  o r  f  = (1 - a )  

- 1  
(n  - a )  i f  a  = c l / c O ,  where we a r e  r e s t r i c t e d  t o  a  < 1  ( f o r  

i n s t a n c e ,  wi th  a  Poisson a r r i v a l  p rocess  a  = 1) .  The maximum * -1 n-1 
va lue  of  Dn( f )  i s  then  Dn(f ) = c [ (n - 1 )  (n  - a )  ] . I n  t h e  0  
l i m i t  a s  n-, we s h a l l  o b t a i n  t h e  throughput  d  = e x p ( l o g c o + a  - 1 ) .  

- 1  I f  t h e  a r r i v a l  p rocess  i s  Poisson,  we o b t a i n  d  = e  a s  p red ic t ed  

by Abramson [ I  ] and Kleinrock and Lam [ l o ]  f o r  t h e  maximum 

throughput  of  t h e  channel .  

In  F igure  3, we p r e s e n t  t ime s e r i e s  c h a r a c t e r i z i n g  channel  

behavior  ob ta ined  by Monte-Carlo s imu la t ion  wi th  a  Poisson a r r i v a l  

process  of packe t s  from a c t i v e  t e r m i n a l s .  In  F igure  3a, we 

show t h e  behavior  of t h e  uncon t ro l l ed  b roadcas t  channel ;  we s e e  

t h a t  i f  t h e  number of  blocked t e r m i n a l s  i s  s u f f i c i e n t l y  high,  

t h e  channel  is  unable  t o  recover  ( i - e . ,  it i s  u n s t a b l e )  , and t h e  

t o t a l  number of blocked t e r m i n a l s  i n c r e a s e s  i n d e f i n i t e l y  whi le  

t h e  channel  throughput  t ends  t o  ze ro .  I n  F igure  3b, we s e e  t h e  

channel  behavior  under i d e n t i c a l  c o n d i t i o n s ,  excep t  f o r  t h e  * 
r e t r a n s m i s s i o n  p r o b a b i l i t y  which i s  chosen t o  be f  . The channel  

i s  now a b l e  t o  recover  from an i n i t i a l  s t a t e  wi th  a  l a r g e  number 

of  blocked t e r m i n a l s ,  and t h e  throughput  matches t h e  i n p u t  r a t e .  

The e x a c t  form of f  chosen i n  t h e  s imu la t ion  r e s u l t s  of F igure  3b 
- 1  * 

i s  f +  = (1 - h ) n  , where denominator term of f  has  been s i m p l i f i e d .  

There i s  a  s imple i n t u i t i v e  ( b u t  nonr igorous)  exp lana t ion  f o r  t h e  
+ 

c h o i c e  of f  : when t h e r e  a r e  n-blocked t e r m i n a l s  and n  i s  

very  l a r g e ,  t h e  s e t  of blocked t e r m i n a l s  w i l l  behave a s  a  Poisson 

sou rce  of parameter  f +  n  = 1 - h ;  t h u s ,  t h e  t o t a l  i n p u t  r a t e  of  

packets  t o  t h e  channel  w i l l  be h + f+n  = 1 ,  which is  t h e  maximum 

r a t e  it can  admit .  * 
The c o n t r o l  p o l i c y  f  could  be approximately implemented 

by simple s t a t i s t i c a l  e s t ima t ion  of t h e  number of blocked 

t e r m i n a l s .  The e s t i m a t e  cou ld  be obta ined  by a  s p e c i a l i z e d  

t e rmina l  (o r  by t h e  d a t a  c o n c e n t r a t o r  which r e c e i v e s  packets  

and sends  back t h e  acknowledgement packe t s )  which would deduce 

an  in s t an taneous  e s t i m a t e  of t h e  number of  blocked t e r m i n a l s  

by measuring t h e  throughput .  ~t would then  send once i n  a  
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by measuring t h e  throughput .  I t  would then  send once i n  a  
* 

whi l e  a n  updated v a l u e  of f  on t h e  frequency used f o r  acknowl- 

edgement packe t s .  

4 .  CONCLUSIONS 

I n  t h i s  paper ,  we have g iven  a  t h e o r e t i c a l  t r e a t m e n t  of 

some b a s i c  problems r e l a t e d  t o  t h e  packet -swi tch ing  b roadcas t  

channel .  I ts  i n h e r e n t  i n s t a b i l i t y  has  mot iva ted  u s  t o  look 

i n t o  s t a b i l i z i n g  c o n t r o l  p o l i c i e s .  The f i r s t  p o l i c y  examined 

has  been one i n  which a c c e s s  t o  t h e  channel  is  c o n t r o l l e d  by 

a d m i t t i n g  a c t i v e  t e r m i n a l s  which wish t o  t r a n s m i t  a  packet  

i n t o  a n  impeded s e t .  Necessary and s u f f i c i e n t  c o n d i t i o n s  

under  which t h e  number of impeded p l u s  blocked t e r m i n a l s  remains 

bounded a r e  d e r i v e d ,  and it i s  shown t h a t ,  w i t h  t h i s  p o l i c y ,  

it i s  t h e o r e t i c a l l y  p o s s i b l e  t o  ach i eve  a  throughput  which i s  

a r b i t r a r i l y  c l o s e  t o  one. 

We have then  examined c o n t r o l  schemes based o n l y  on 

choosing t h e  t r ansmis s ion  p r o b a b i l i t y  of any blocked t e r m i n a l  

a s  a  f u n c t i o n  of t h e  t o t a l  number of  blocked t e r m i n a l s .  S u f f i -  

c i e n t  c o n d i t i o n s  f o r  s t a b i l i t y  and i n s t a b i l i t y  of t h e  channel  

and neces sa ry  c o n d i t i o n s  which must be s a t i s f i e d  by t h e  r e t r a n s -  

mi s s ion  p r o b a b i l i t y  a r e  d e r i v e d  f o r  t h i s  scheme. We then  o b t a i n  

t h e  op t ima l  c o n t r o l  p o l i c y  f o r  t h e  channel  which maximizes t h e  

throughput .  Th i s  p o l i c y  appea r s  promising a s  a  p r a c t i c a l  means 

of op t imiz ing  channel  performance. 
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APPENDIX A 

Proof o f  Theorem 3 

The theorem i s  e a s i l y  e s t a b l i s h e d  f o r  O = 1 .  I t  s u f f i c e s  

t o  n o t i c e  t h a t  i n  t h i s  c a s e  t h e  system i s  e q u i v a l e n t  t o  a  

s i n g l e - s e r v e r  queue w i t h  b inomia l  s e r v i c e  ( w i t h  parameter  A = f )  

and mean s e r v i c e  t i m e  l / f ;  t h e  a r r i v a l  p r o c e s s  i s  independent  i n  

e ach  s e r v i c e  i n t e r v a l .  I t  i s  e a s i l y  shown t h a t  t h e  model has  a n  

e q u i l i b r i u m  d i s t r i b u t i o n  o f  queue l e n g t h  ( co r r e spond ing  t o  t h e  

numbers of impeded t e r m i n a l s )  i f  and o n l y  i f  X < A. Now c o n s i d e r  

t h e  c a s e  O > 1 .  L e t  nn d e n o t e  t h e  e q u i l i b r i u m  p r o b a b i l i t y  t h a t  

t h e  number o f  impeded t e r m i n a l s  is n  f o r  n  2 1 ;  q ,  w i l l  d e n o t e  
I 

t h e  e q u i l i b r i u m  p r o b a b i l i t y  t h a t  t h e r e  a r e  z e r o  impeded t e r m i n a l s  

and j b locked  ones .  The e q u i l i b r i u m  p r o b a b i l i t i e s  s a t i s f y  f o r  

n  2 1 ,  

m 
n  Def ine  t h e  g e n e r a t i n g  f u n c t i o n  G ( x )  - 1 nnx . Then, 

n= 1 

where , 



y i e l d i n g ,  

No t i ce  t h a t  a n =  Po+,, n  2 1 ,  q j  = P 0  2 j  < 0 ,  o f  Eqs. (19)  
1' 

and (20 )  . By F o s t e r ' s  theorem ( 4 )  , t h e  Markov c h a i n  r e p r e s e n t i n g  

t h e  number o f  blocked p l u s  impeded t e r m i n a l s  w i l l  be  e r g o d i c  

(and t h e  channe l  w i l l  b e  s t a b l e )  i f  t h e r e  e x i s t s  a  p o s i t i v e  

s o l u t i o n  t o  Eq. ( 2 5 ) ,  o f  f i n i t e  sum s i n c e  t h e  Markov c h a i n  i s  

i r r e d u c i b l e  and a p e r i o d i c .  

Suppose q  > 0; it c a n  be e a s i l y  shown t h a t  q  > 0, o j  
1  < j 2 0 ,  and an  > 0, n  2 1 .  Denote by F ( x )  t h e  numera tor  o f  

Eq. ( 2 8 ) ;  w e  f i r s t  show t h a t  i f  q o  > 0, t h e n  F 8 ( 1 )  > 0. W e  have,  

s i n c e  w e  have A  < 1.  

Now t a k e  l i m  G ( x ) .  A f t e r  a p p l y i n g  1 ' H 6 p i t a 1 8 s  r u l e ,  w e  
x+ 1  

remain w i t h ,  

F '  ( 1 )  
l i m  G(x)  = - F ' ( 1 )  . - -  

C l e a r l y ,  i f  A  = X and qo > 0 ,  t hen  G(1)  d o e s  n o t  e x i s t  and t h e  

channe l  i s  u n s t a b l e .  S i m i l a r l y ,  i f  A > X and qC > 0, t h e n  

G(1)  < 0 which i s  a  c o n t r a d i c t i o n  s o  t h a t  a g a i n  t h e  channe l  i s  

u n s t a b l e .  The c a s e  X < A, however, remains  t o  be c o n s i d e r e d ;  

t a k i n g  any f i n i t e  q o  > 0, w e  see t h a t  s i n c e  G (1 ) c m due  t o  t h e  

f a c t  t h a t  F ' ( 1 )  i s  bounded, t h e  sum, 



and F o s t e r ' s  theorem i s  s a t i s f i e d .  T h e r e f o r e  i f  X < A,  t h e  

b r o a d c a s t  c h a n n e l  w i t h  t h e  t h r e s h o l d  c o n t r o l  p o l i c y  is  s t a b l e .  



APPENDIX B 

Proof  o f  Theorem 4 

L e t  u s  f i r s t  de t e rmine  t h a t  t h e  channe l  i s  u n s t a b l e  i f  

h > d .  I f  t h e  l i m i t  d e f i n i n g  d  e x i s t s ,  t h e n  f o r  e ach  E > 0  

t h e r e  e x i s t s  a n  i n t e g e r  no such t h a t  f o r  a l l  n  2 no,  

where a ,  b  a r e  c o n s t a n t s  such  t h a t ,  

Eq .  ( 9 )  and t h e  d i s c u s s i o n  above,  w e  have,  

and ,  

f o r  a l l  n  2 no. Thus from ~ q .  ( 3 4 ) ,  w e  d e r i v e ,  

No t i c e  t h a t ,  



m 
j The re fo r e ,  i f  w e d e n o t e  C ( z )  = 1 c . Z  , 

j = o  J 

The f o l l o w i n g  r e l a t i o n s h i p  may be v e r i f i e d :  

y i e l d i n g  a f t e r  s u b s t i t u t i o n  i n  Eq .  (38)  and combining terms: 

However, 

and,  

where l i m  z+ l  F ( z )  = X . 



Returning t o  Eq. ( 4 0 ) ,  we o b t a i n ,  

Now we t a k e  t h e  l i m i t  a s  z+l of  both  s i d e s  i n  Eq. ( 4 3 ) .  We 

o b t a i n ,  

Therefore ,  i f  A : d ,  choosing no s u f f i c i e n t l y  l a r g e  s o  t h a t  

A - d  > E ( c O  + c 1  ) , we have t h a t  e i t h e r  p  = 0  and P  (1 ) 5 0  o r  
"0 

P  > 0  and P ( 1 )  < 0; i n  both  c a s e s  it impl i e s  t h a t  t h e  ba lance  
0  

equa t ions  s a t i s f i e d  by t h e  e q u i l i b r i u m  p r o b a b i l i t y  d i s t r i b u t i o n  

{pn) d o  n o t  posses s  a  p o s i t i v e  s o l u t i o n .  Thus t h e  Markov cha in  

r ep resen t ing  t h e  number of blocked t e r m i n a l s  a t  t h e  beginning of 

each  s l o t  i s  no t  e rgod ic  and t h e  channel  is  u n s t a b l e  i f  A > d .  

S t a r t i n g  wi th  Eq. (35) and proceeding by arguments s i m i l a r  

t o  t h e  ones  used above, we can  o b t a i n ,  

P  (1 ) [A - ( a  - E ) C ~  - ( b  - E ) C ~  I > -ASn - ( a -  E ) C  p  . 
0  O "0 

The l a s t  term on t h e  r ight-hand s i d e  of Eq. (45) cannot  exceed 

t h e r e f o r e ,  assuming p  i s  p o s i t i v e ,  w e  may w r i t e ,  
"0 



where, 

s i n c e ,  by choosing no s u f f i c i e n t l y  l a r g e ,  we know t h a t  a  > E .  

The re fo re ,  i f  X < d ,  t hen ,  

assuming t h a t  no i s  l a r g e  enough s o  t h a t  d  - X > E ( c o  + c l )  . 
From Eq. ( 7 ) ,  we n o t i c e  t h a t  we may w r i t e  f o r  any n  2 0, 

where k ( n )  > 0; t h u s ,  

Not ice  t h a t  pn i s  p o s i t i v e  i f  and o n l y  i f  po i s  p o s i t i v e .  
0 

We can  now invoke F o s t e r ' s  theorem ( 4 )  which i m p l i e s  t h a t  t h e  

Markov c h a i n  i s  e rgod ic  i f  t h e r e  e x i s t s  a  p o s i t i v e  s o l u t i o n  t o  

t h e  e q u i l i b r i u m  Eq. (7 )  such t h a t  P(l) < w. S e t t i n g  po = 1  

( o r  any p o s i t i v e  c o n s t a n t ) ,  Eq. (49)  r e p r e s e n t s  a  p o s i t i v e  

s o l u t i o n  of Eq. ( 7 )  ; by Eq. (SO), we w i l l  have P ( 1 )  < m; t h e r e -  

f o r e ,  we have s a t i s f i e d  F o s t e r ' s  c o n d i t i o n  complet ing t h e  proof 

t h a t  t h e  channel  i s  s t a b l e  i f  X < d .  We now have t o  cons ide r  

t h e  c a s e  X = d .  

For  n  > no,  we may w r i t e ,  



s o  t h a t  from Eq.  ( 9 )  w e  o b t a i n ,  

where, 

y i e l d i n g ,  

For X = d ,  t h e  denominator  o f  P ( 1 )  v a n i s h e s .  I n s t a b i l i t y  f o r  

X = d  w i l l  be v e r i f i e d  i f  w e  c a n  show t h a t  t h e  numerator  o f  

P  (1 ) does  n o t  v a n i s h  o r  t h a t  t h e  numerator  o f  ~ ( z )  t e n d s  t o  

z e r o  more s l owly  t h a n  t h e  denominator  f o r  A = d  a s  z + 1.  I f  

cog l  ( n )  + c l g O  (n )  < d  f o r  a l l  n  > no ( i . e . ,  i f  Dn t e n d s  t o  d  

from be low) ,  t h e n  c o U ( l )  + c l V ( l )  < 0,  and c l e a r l y  t h e  numerator  

of  P (1 ) i s  n e g a t i v e  f o r  pn > 0,  and P  (1 ) does  n o t  e x i s t .  Under 

t h i s  c o n d i t i o n ,  t h e  channe l  i s  u n s t a b l e  f o r  X = d .  I n  g e n e r a l ,  

however, even though w e  c o n j e c t u r e  t h a t  t h e  channe l  i s  u n s t a b l e  

when X = d l  w e  have no proof  o f  t h i s .  
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1 .  BRIEF DESCRIPTION OF PLAN 

I n  March of  t h i s  y e a r ,  a  f o r m a l  p r o p o s a l  t o  c o n s t r u c t  a  
d a t a  communication p a c k e t - s w i t c h i n g  network l i n k i n g  IIASA t o  
computer  c e n t e r s  i n  N a t i o n a l  Member O r g a n i z a t i o n s  ( N M O ' s )  was 
c i r c u l a t e d .  T h i s  s t e p  had been preceded  by l o n g  r a n g e  
p r e l i m i n a r y  c o n t a c t s  w i t h  v a r i o u s  p r o j e c t s  i n  t h i s  i n s t i t u t e  
and some computer  c e n t e r s  i n  t h e  N M O ' s .  C i r c u l a t i o n  o f  t h i s  
p a p e r  was a l s o  a  d e m o n s t r a t i o n  o f  o u r  b e l i e f  t h a t  t h e  communi- 
c a t i o n  between s c i e n t i s t s  invo lved  i n  in-house r e s e a r c h ,  and 
t h e i r  c o u n t e r p a r t s  i n  N M O ' s  i s  e s s e n t i a l  t o  t h e  s u c c e s s  o f  
t h i s  u n i q u e  i n s t i t u t i o n .  

The i n i t i a l  p l a n  i s  t o  c o n n e c t  t h e  f o l l o w i n g  c e n t e r s :  
IIASA; The Computer and Automation I n s t i t u t e ,  Budapest ;  The 
Computing Research  C e n t e r ,  B r a t i s l a v a ;  The I n s t i t u t e  o f  C o n t r o l  
S c i e n c e ,  Moscow; The C y b e r n e t i c s  I n s t i t u t e ,  Kiev; and t h e  
T e c h n i c a l  U n i v e r s i t y ,  Vienna. Some schemes f o r  d o i n g  t h i s  a r e  
shown i n  F i g u r e  1 .  

B u l g a r i a n  and P o l i s h  Academies o f  S c i e n c e s  have a l s o  
e x p r e s s e d  t h e i r  w i l l i n g n e s s  t o  j o i n  t h e  IIASA network and 
p r o v i d e  needed computer  f a c i l i t i e s  and man power. E x p l o r a t o r y  
c o n t a c t s  have been made w i t h  EIN and UN a u t h o r i t i e s  on p o s s i b l e  
c o o p e r a t i o n .  

2 .  PURPOSE 

I n  o r d e r  t o  u n d e r s t a n d  IIASA's i n t e r e s t  i n  d a t a  communi- 
c a t i o n s ,  it is n e c e s s a r y  t o  know someth ing  of how t h e  i n s t i t u t e  
f u n c t i o n s .  T h i s  i n s t i t u t e  i s  c h a r a c t e r i z e d  by a  l a r g e  v a r i e t y  
o f  r e s e a r c h  f i e l d s  and d i s c i p l i n e s .  We have h e r e  1 1  p r o j e c t s  
i n  which t h e  s c i e n t i s t s  o f  1 4  N a t i o n a l  Member O r g a n i z a t i o n s  a r e  
i n v o l v e d .  The i n s t i t u t e  r e l i e s  i n e v i t a b l y  on t h e  s u p p o r t  and 
i n t e l l e c t u a l  s u p p l y  from t h e  n a t i o n a l  i n s t i t u t i o n s .  S c i e n t i s t s  
come t o  IIASA f o r  p e r i o d s  o f  a  few weeks t o  s e v e r a l  months.  
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Figure 1. Some possible alternative configurations for the IlASA network. 



T h i s  c o n t i n u i n g  i n f low  and ou t f l ow  l e a d s  t o  working r e l a t i o n s h i p s  
be ing  e s t a b l i s h e d  between IIASA and t h e  n a t i o n a l  i n s t i t u t i o n s  
p rov id ing  t h e s e  s c i e n t i s t s .  A s  a  r e s u l t ,  IIASA i s  i n  a  unique 
p o s i t i o n  t o  s t i m u l a t e  c o o p e r a t i v e  r e s e a r c h ,  b u t  j o i n t  p r o j e c t s  
r e q u i r e  adequa t e  communication f a c i l i t i e s .  Because of  t h e  
computer i n t e n s i v e  n a t u r e  of  most of  o u r  p r o j e c t s ,  a l l  of  
which i n v o l v e  t h e  a p p l i c a t i o n s  of  sys tems  a n a l y s i s  t o  problems o f  
g l o b a l  i n t e r e s t ,  we f i r m l y  b e l i e v e  t h a t  d a t a  communication forms 
a n  impor t an t  p a r t  of such f a c i l i t i e s .  We a l s o  f i r m l y  b e l i e v e  
t h a t  improved communication f a c i l i t i e s  w i l l  bo th  s t i m u l a t e  i n t e r -  
n a t i o n a l  r e s e a r c h  and a l s o  p rov ide  a  b a s i s  f o r  c o l l a b o r a t i v e  
r e s e a r c h  of  a  t y p e  which i s  p r a c t i c a l l y  imposs ib l e  w i t h  t h e  
sma l l  number o f  people  t h a t  c a n  be brought  t o g e t h e r  a t  t h i s  
i n s t i t u t e .  

A t  t h e  same t ime ,  i n t e r n a t i o n a l  computer networking i s  a  
deve lop ing  problem of g l o b a l  i n t e r e s t  and t h e r e f o r e  a p p r o p r i a t e  
f o r  s t u d y  a t  t h e  i n s t i t u t e .  I n  b r i e f ,  t h e  g o a l s  of  t h e  
proposed IIASA network a r e :  

a )  t o  p rov ide  d a t a  communication l i n k s  between IIASA and 
coope ra t i ng  n a t i o n a l  and i n t e r n a t i o n a l  i n s t i t u t i o n s ;  

b)  t o  p rov ide  a c c e s s  f o r  IIASA s c i e n t i s t s  t o  s p e c i a l i s t  
d a t a  base  and computing f a c i l i t i e s ,  p a r t i c u l a r l y  t h o s e  
a t  t h e  home i n s t i t u t i o n s ;  

C )  t o  p rov ide  a  p r a c t i c a l  ba se  f o r  r e s e a r c h  i n  computer 
i n t e rne twork ing .  

I n  a  l a t e r  s e c t i o n  of  t h i s  paper ,  we s h a l l  draw your a t t e n t i o n  
t o  some t o p i c s  of b a s i c  r e s e a r c h  conducted by t h i s  p r o j e c t .  

3 .  THE GENERAL FRAMEWORK 

When c o n s i d e r i n g  t h e  implementat ion of  ou r  network, we 
have t o  t a k e  i n t o  accoun t  a  number o f  c o n s t r a i n t s  and l i m i t a t i o n s .  
We a l s o  have t o  bea r  i n  mind how t h e s e  w i l l  change w i t h  t ime  and 
how our  p l a n s  may deve lop .  

We g i v e  h e r e  some d e t a i l s  concern ing  hardware, topology ,  
t y p e ,  e t c .  There a r e  some ve ry  heavy c o n s t r a i n t s  imposed on 
t h e  development of t h e  IIASA network. Because of t h e  n a t u r e  of  
t h i s  p r o j e c t ,  we canno t  expec t  a n  e n t i r e l y  homogeneous network 
even a t  t h e  l e v e l  of  sw i t ch ing  nodes.  There have been and p a r t l y  
remain some d i f f e r e n c e s  i n  unde r s t and ing  t h e  g o a l s  and scope of  
t h e  p r o j e c t  between people  from v a r i o u s  computer c e n t e r s ,  and 
t ime h a s  been needed t o  r each  an  unde r s t and ing  and a c h i e v e  a  
common te rminology .  

A t  IIASA, we have one in-house machine, a  PDP 1 1 / 4 5  which 
we run  i n  t ime-shar ing  mode u s i n g  t h e  B e l l  Labs U N I X  o p e r a t i n g  
system. There  a r e  c u r r e n t l y  e i g h t  t e r m i n a l s  a t t a c h e d .  Because 
of  t h e  heavy demand on t h i s  machine a s  a  g e n e r a l  purpose ,  



computing r e sou rce ,  it i s  planned no t  t o  i n c l u d e  packet-  
sw i t ch ing  f u n c t i o n s  bu t  r a t h e r  t o  a t t a c h  it t o  our  network 
a s  a  hos t .  A t  Budapest,  a  TPA 70 minicomputer w i l l  be used 
a s  a  node (packe t  s w i t c h ) ,  and s i m i l a r  arrangements  a r e  
proposed f o r  B r a t i s l a v a  u s ing  a  NORD 20 and i n  Moscow us ing  
a  PDP 11/20. I n  t h e s e  t h r e e  c a s e s ,  it is  a l s o  proposed t o  
a t t a c h  some l o c a l  genera l -purpose  computers  a s  h o s t s .  These 
i n c l u d e  an  ICL system 4 and a Siemens 4004 i n  Moscow and l a r g e  
R s e r i e s  machines i n  Budapest. 

One i n s t a l l a t i o n  of s p e c i a l  i n t e r e s t  i s  t h e  Cyber 74 of  
t h e  Vienna Technica l  Un ive r s i t y ,  which has  e s p e c i a l l y  good 
communication f a c i l i t i e s  b u i l t  i n .  From IIASA, we have been 
us ing  t h i s  machine f o r  some t ime,  b u t  now we want t o  i nc lude  
it d i r e c t l y  i n  ou r  network. One p o s s i b l e  s o l u t i o n  t o  t h i s  i s  
t o  i n t r o d u c e  ano the r  node, perhaps  a  PDP 11/20 between IIASA 
and Vienna, t o  which each s i t e  could  a t t a c h  i t s  h o s t s .  Such an 
arrangement  is  p a r t i c u l a r l y  a t t r a c t i v e  s i n c e  it would permi t  
t h e  connect ion  of o t h e r  c e n t e r s  i n  A u s t r i a  and a l s o  (something of 
g r e a t  importance t o  u s )  would f a c i l i t a t e  connect ion  t o  o t h e r  
networks i n  Western Europe, such a s  EIN. 

4. LINKS 

For t h e  l i n k s ,  we in t end  t o  use t h e  t e l ephone  s e r v i c e .  We 
a r e  s t a r t i n g  wi th  d i a l ed -up  l i n e s  and a r e  t r y i n g  speeds  of  600 
and 1200 b i t s / s e c ,  b u t ,  a s  soon a s  p o s s i b l e ,  we s h a l l  upgrade 
t h e s e  connec t ions  by changing t o  l ea sed  l i n e s  and speeds of 
2400 b i t s / s e c .  For h ighe r  speeds ,  cond i t i oned  l i n e s  w i l l  be 
r e q u i r e d .  The primary c o n s t r a i n t  i n  t h i s  p a r t i c u l a r  i s  t h e  
q u e s t i o n  of c o s t ,  and a need t o  j u s t i f y  new expend i tu re  by 
demonst ra t ing  f e a s i b i l i t y .  Furthermore,  we do n o t  expec t  ve ry  
heavy usage of t h e  computer network i n  t h e  e a r l y  s t a g e s .  The 
i n i t i a l  g o a l  is  t o  provide  t h e  p h y s i c a l  c a p a b i l i t y  t o  e s t a b l i s h  
t h e  needed connect ion  on demand f o r  r e l a t i v e l y  s h o r t  p e r i o d s  
of  t ime,  and n o t  t o  run t h i s  connec t ion  permanently. 

For t h e  same r ea son ,  it has  been agreed  t o  o p e r a t e  t h e  
l i n k s  w i th  B r a t i s l a v a  and Moscow us ing  asynchronous MODEMS, 
bu t  it is  hoped t h a t  some of t h e  l i n k s  w i l l  be ope ra t ed  i n  
synchronous mode, and t h e  l i n e  p r o t o c o l  has been des igned  wi th  
t h i s  i n  mind. 

5. PROTOCOLS AND SOFTWARE 

I t  i s  proposed t o  t a k e  a  f a i r l y  conven t iona l  approach t o  
t h e  communication p r o t o c o l s ,  a t  l e a s t  a t  t h e  lowes t  l e v e l s .  
That  i s  t o  s ay  so f tware  w i l l  be w r i t t e n  t o  form a s e r i e s  of 
l e v e l s .  These a r e :  l i n e  p r o t o c o l ,  packet  p r o t o c o l ,  and 
hos t - to-hos t  p r o t o c o l .  However, we in t end  t o  r a t i o n a l i z e  t h i s  
approach a s  much a s  p o s s i b l e  and avoid  d u p l i c a t i o n  o r  p rov i s ion  
of l i t t l e  used f a c i l i t i e s .  We f e e l  s t r o n g l y  t h a t  t h e r e  i s  a 
r e a l  need t o  reduce  t h e  communication so f tware  t o  a  smal l  
volume and avoid  exces s ive  u se  of p r e c i o u s  c o r e  s t o r e .  



6 .  LANGUAGE AND OPERATING SYSTEMS 

W e  a r e  making a  s t u d y  of n e c e s s a r y  o p e r a t i n g  sys tem f e a t u r e s  
and a v a i l a b l e  sys tems  programing languages .  On t h e  IIASA PDP 11,  
w e  u s e  a  l anguage  c a l l e d  "C" which i s  a lmos t  i d e n t i c a l  w i t h  
BCPL. A l anguage  which i s  a v a i l a b l e  t o  a l l  c e n t e r s  i s  PL 11.  
W e  b e l i e v e  t h a t  by be ing  c a r e f u l  a b o u t  programing methodology, 
w e  c an  make our  s o f t w a r e  b e t t e r ,  s m a l l e r ,  and f a s t e r  t o  implement. 
A t  IIASA, w e  a r e  c o n s t r a i n e d  t o  work w i t h i n  t h e  framework of  
U N I X ,  b u t  a t  t h e  o t h e r  c e n t e r s ,  e s p e c i a l l y  noda l  c e n t e r s ,  w e  
expec t  t o  have t o  b u i l d  an  o p e r a t i n g  system. W e  i n t e n d  t o  make 
it a s  s m a l l  a s  p o s s i b l e ,  c o n s i s t e n t  w i t h  p r o v i s i o n  of b a s i c  
e s s e n t i a l s .  Some d e s i r a b l e  f e a t u r e s  a r e :  

a )  p a r a l l e l  p r o c e s s i n g ,  

b )  i n t e r - p r o c e s s  communication, 

C )  p r o c e s s  p r i o r i t y  s chedu l i ng  system, 

d )  a u t o m a t i c  r e s t a r t .  

W e  i n t e n d  t o  b u i l d  a  modular sys tem and ,  wherever  p o s s i b l e ,  
t o  aim f o r  t r a n s p o r t a b i l i t y ,  s o  t h a t  modules deve loped  a t  one  
c e n t e r  c a n  be d i s t r i b u t e d  and used a t  o t h e r s .  Sys t ema t i c  
documenta t ion  w i l l  form a n  impor t an t  p a r t  of  t h i s .  

7 .  DATA LINK PROTOCOL 

W e  have made a  su rvey  of  e x i s t i n g  and deve lop ing  p r o t o c o l s  
i n  t h i s  a r e a  and a r e  dismayed t o  see how many s e p a r a t e  deve lop-  
ments  t h e r e  a r e .  I t  seems t h a t  e v e r y  new e n t r y  t o  t h e  networking 
f i e l d  d e v e l o p s  i t s  own l i n e  p r o t o c o l .  A t  IIASA, w e  have dec ided  
t o  f o r g o  t h i s  p l e a s u r e  and t o  a d o p t  t h e  emerging European 
s t a n d a r d  HDLC. Having s a i d  t h a t ,  w e  have t o  admi t  t h a t  it i s  
n o t  q u i t e  what w e  need,  and w e  have had t o  t i n k e r  w i t h  it a  
l i .  t t l e .  F i r s t l y ,  it i s  in t ended  f o r  synchronous communication, 
and some of  o u r  l i n e s  w i l l  be o p e r a t e d  asynchronous ly .  T h i s ,  
however, i s  no  problem, and w e  s imply  i n t e n d  t o  c o n s t r u c t  a  
f rame f o r  synchronous t r a n s m i s s i o n  and a l l o w  t h e  i n t e r f a c e  t o  
segment t h i s  and add t h e  s t a r t  and s t o p  b i t s .  I n  t h i s  way, w e  
a v o i d  a  d i s t i n c t i o n  between t h e s e  modes of  o p e r a t i o n  and  a l s o  
avo id  hav ing  t o  a l t e r  ou r  s o f t w a r e  f o r  synchronous communication 
a t  a  l a t e r  d a t e .  

For  u s ,  a  more s e r i o u s  problem a r i s e s  because  HDLC employs 
a  b i t  s t u f f i n g  t e c h n i q u e ,  which would be  v e r y  i n e f f i c i e n t  t o  d o  
by s o f t w a r e .  I n  t h e  absence  o f  hardware,  w e  have, t h e r e f o r e ,  
been f o r c e d  t o  r e t h i n k  t h i s  and have dec ided  t o  adop t  t h e  
HDLC frame s t r u c t u r e  b u t  t o  employ t h e  ode r  " s y n c h r o n i z a t i o n  
c h a r a c t e r ,  da t a - l i nk -e scape"  t e c h n i q u e .  Our f rames  w i l l ,  t h e r e -  
f o r e ,  have t h e  s t r u c t u r e  shown i n  F i g u r e  2 .  
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Figure 2.  

When it e x i s t s ,  t h e  informat ion  f i e l d  w i l l  be te rmina ted  
by ETB. To ach ieve  t r anspa rency  and avoid  premature t e rmina t ion  
due t o  t h e  a c c i d e n t a l  occurrence  of ETB i n  t h e  d a t a ,  a l l  
occur rences  of SYN, DLE, and ETB i n  t h e  d a t a  w i l l  be immediately 
preceded by DLE. 

From here  on,  we a d a p t  HDLC wi thout  change. However, it 
i s  c l e a r  t h a t  we o n l y  need a  s u b s e t ,  and we have dec ided  on 
t h e  fo l lowing  cho ice  of f e a t u r e s .  

8 .  HDLC Subset  

We s h a l l  u s e  on ly  normal response  mode i n  ha l f -duplex .  
Superv isory  and unnumbered commands w i l l  be l i m i t e d  t o  t h e  
fo l lowing  s e t :  RR, RNR, SNRM, DISC; and supe rv i so ry  and 
unnumbered r e sponses  t o :  RR, RNR, UA, CMDR. 

We s h a l l  n o t  u se  t h e  extended modes. I n  agreement w i th  
IS0 s t anda rd  DIS 3309, we s h a l l  u se  t h e  a d d r e s s  f i e l d  t o  
i d e n t i f y  t h e  secondary,  bu t  we s h a l l  d i v i d e  t h a t  f i e l d  i n t o  
two s u b f i e l d s  a s  shown i n  F igu re  3.  

4 b i t s  4 b i t s  

<- A d d r e s s  b y t e  -> 

C e n t e r  N u m b e r  

T a b l e  of C e ~ t e r  N u m b e r s  
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C e n t e r  

I I A S A  

B r a t i s l a v a  

B u d a p e s t  

K i e v  

M o s c o w  

V i e n n a  

N u m b e r  



I f  FILL c h a r a c t e r s  a r e  t r a n s m i t t e d  between f rames  t o  
m a i n t a i n  a n  a c t i v e  channe l  s t a t e ,  t h a t  c h a r a c t e r  w i l l  b e  SYN. 

TO overcome t h e  u n s a t i s f a c t o r y  asymmetry between pr imary  
and secondary  s t a t i o n s ,  w e  p ropose  t h e  f o l l o w i n g  s o l u t i o n .  
On each  l i n k  t h e r e  w i l l  b e  two l o g i c a l  c h a n n e l s  w i t h  a  p r imary  
a t  e a c h  end (see F i g u r e  4 ) .  

Figure 4. 

Pr imary  Pa and secondary  Sa w i l l  communicate w i t h  one 
a n o t h e r  u s i n g  t h e  c e n t e r  number f o r  C  , whi l e  p r imary  Pb and 
secondary  Sb w i l l  communicate u s i n g  tae c e n t e r  number f o r  C,. 
The secondary  numbers f o r  such  a  p a i r  w i l l  be  t h e  same. 
The send and r e c e i v e  sequence numbers w i l l  be  d i s t i n c t  f o r  
e ach  c h a n n e l  i n  a cco rdance  w i t h  t h e  s t a n d a r d .  I n  o r d e r  t o  
a v o i d  c o n f u s i o n  between t h e  t r a f f i c  on t h e  two l o g i c a l  c h a n n e l s ,  
t h e  p r imary  and secondary  a t  a  g iven  c e n t e r  w i l l  c o o p e r a t e  
a c c o r d i n g  t o  t h e  f o l l o w i n g  r u l e ,  which a p p l i e s  t o  t h e  s t a t e  
where b o t h  c h a n n e l s  have been i n i t i a l i z e d  i n  normal mode. 

I f  t h e r e  i s  i n fo rma t ion  t o  be s e n t ,  t h e n  it w i l l  b e  s e n t  
on t h e  c h a n n e l  l a s t  used ,  u n l e s s  t h e  l i n e  h a s  been q u i e s c e n t  
f o r  a  c e r t a i n  t i m e  ( a  c o n s t a n t  y e t  t o  be  f i x e d ) .  When t h e  
l i n e  h a s  been q u i e s c e n t  f o r  t h i s  t i m e ,  a  s t a t i o n  wish ing  t o  
r e s t a r t  a c t i v i t y  w i l l  do  s o  by t r a n s m i t t i n g  from i t s  pr imary ,  
which may o r  may n o t  be t h e  same l o g i c a l  channe l  a s  b e f o r e .  
The c l a s h  which can  occu r  i n  t h i s  q u i e s c e n t  s i t u a t i o n  w i l l  be  
r e s o l v e d  by hav ing  a  d i f f e r e n t  t i m e  o u t  f o r  e ach  pr imary .  

C r o s s  l i n k s  a r e  e a s i l y  d e t e c t e d  i n  t h i s  a r rangement ,  b u t ,  
f o r  t h e  purpose  o f  l o c a l  t e s t i n g ,  c r o s s  l i n k i n g  cou ld  be a l lowed 
by f o r c i n g  t h e  channe l  numbers t o  be  e q u a l .  

I n i t i a l i z a t i o n ,  d i s c o n n e c t i o n ,  and r e c o v e r y  from a  CMDR 
w i l l  b e  symmetr ica l ,  b u t  e ach  channe l  c an ,  i n  p r i n c i p l e ,  be 
i n i t i a l i z e d  and d i s connec t ed  s e p a r a t e l y  s o  t h a t  a t  t i m e s  (and 
i n  some c a s e s )  t h e r e  w i l l  o n l y  be one a v a i l a b l e  channe l  ( o r  
n o n e ) ,  and i n  such  s i t u a t i o n s  one  s t a t i o n  w i l l  f u n c t i o n  
s o l e l y  a s  t h e  pr imary  and t h e  o t h e r  a s  t h e  secondary .  Th i s  w i l l  
a l l ow  symmetr ica l  t e s t i n g  and p r o g r e s s i v e  a c t i v a t i o n  o f  a  
communication l i n k .  



I n  d e c i d i n g  on t h e  above implementa t ion  of HDLC, w e  
c o n s i d e r e d  a d o p t i n g  t h e  SESA-LOGICA s o l u t i o n  f o r  t h e  European 
In fo rma t ion  Network. However, we abandoned it because  it is  
n o t  i n  a cco rd  w i t h  HDLC i n  t h a t  it d o e s  n o t  u s e  e i t h e r  t h e  
a d d r e s s  o r  c o n t r o l  f i e l d s  and because  it d o e s  n o t  r e p r e s e n t  
any r e a l  advantage .  The argument t h a t  u s i n g  e i g h t  l o g i c a l  
c h a n n e l s  makes b e t t e r  u s e  of a  ha l f -dup l ex  p r o t o c o l  i s  j u s t  
f a l s e  s i n c e  each  c y c l e  i s  reduced  t o  two frames,  r a t h e r  t h a n  
t h e  c y c l e  of e i g h t  a v a i l a b l e  w i t h  t h e  t h r e e  b i t  HDLC sequence 
numbers. I n  e i t h e r  c a s e ,  a t  most e i g h t  f r ames  can  be t r a n s -  
m i t t e d  b e f o r e  a n  acknowledgement i s  r e c e i v e d .  Whether one 
should  have s e v e r a l  l o g i c a l  c h a n n e l s  o r  n o t  i s  e n t i r e l y  
i r r e l e v a n t  a t  t h e  l i n e  p r o t o c o l  l e v e l  and i s  a n  example of 
t h e  n e e d l e s s  comp l i ca t i on  i n  communication p r o t o c o l s  r k f e r r e d  
t o  e a r l i e r .  

9 .  PACKET SWITCHING 

The d e s c r i p t i o n  of  t h e  l i n e  p r o t o c o l  above is  r a t h e r  
e x t e n s i v e  because  t h i s  i s  t h e  a r e a  where w e  have, s o  f a r ,  
s p e n t  most o f  o u r  t i m e  s t u d y i n g ,  bu t  w e  a r e  a l s o  beg inn ing  
t o  t h i n k  abou t  t h e  packe t  s t r u c t u r e  and p r o t o c o l  and hos t -hos t  
p r o t o c o l s .  A l l  t h a t  can  be p o s i t i v e l y  s t a t e d  a t  t h i s  s t a g e  
i s  t h a t  w e  s h a l l  p robably  u s e  t h e  "D" format  packe t  header  a s  
proposed by Pouzin and p a c k e t s  o f  0-255 d a t a  b y t e s .  Uni formi ty  
i n  computer ne twork ing  s t a n d a r d s  i s  something which w e  f e e l  
t o  be impor t an t ,  and t h i s  i s  one  r ea son  f o r  p r e f e r r i n g  t h e  D 
f o rma t ,  bu t  a n o t h e r  is  t h a t  it i s  one of t h e  few t h a t  p rov ide  
a d e q u a t e  a d d r e s s  s p a c e  f o r  i n t e r -ne twork  communication. A s  h a s  
a l r e a d y  been s t a t e d ,  ou r  network canno t  be e n t i r e l y  homogeneous, 
and it i s  q u i t e  p robab l e  t h a t  w e  s h a l l  have t o  connec t  t o  a  
number o f  e x i s t i n g  networks.  Indeed,  w e  p l a n  t o  d o  t h i s  i n  t h e  
c a s e  of  some e x i s t i n g  networks i n  Western Europe. 

10 .  HOST-HOST AND HIGHER-LEVEL PROTOCOLS 

Our p r e s e n t  t i m e t a b l e  i n c l u d e s  t h e  development o f  a  h o s t -  
h o s t  p r o t o c o l ,  b u t ,  u n l i k e  t h e  lower l e v e l s ,  w e  a r e  a t  l a s t  
f a ced  w i t h  c o n t a c t  w i t h  t h e  end u s e r s .  S i n c e  w e  p l a n  t o  
p a r t i c i p a t e  i n  i n t e r n e t w o r k i n g ,  it is  c l e a r  t h a t  we canno t  
deve lop  such  a  p r o t o c o l  i n  i s o l a t i o n .  We may t h e n  c o n s i d e r  
o u r s e l v e s  o b l i g e d  t o  a d o p t  a n  i n t e r n a t i o n a l  s t a n d a r d  i f  one 
t hen  e x i s t s ,  o r  whatever  i s  be ing  wide ly  u sed  on t h e  ne tworks  t h a t  
w e  w i sh  t o  connec t  t o .  ~t might  be f e a s i b l e  t o  a d o p t  a  s u b s e t  
o r  t o  e n s u r e  a  s u f f i c i e n t  i n t e r s e c t i o n ,  b u t  it i s  c l e a r l y  
h i g h l y  d e s i r a b l e  t o  s u p p o r t  s t a n d a r d i z a t i o n  i n  t h i s  a r e a ,  w h i l e  
a t  t h e  same t i m e  keeping enough room f o r  exper iment ,  bea r i ng  i n  
mind o u r  g o a l  of r educ ing  t h e  volume of  s o f t w a r e  needed t o  
s u p p o r t  communication. 

A s  t o  h i g h e r - l e v e l  p r o t o c o l s ,  we expec t  t o  p a r t i c i p a t e  i n  
t h e  s t u d i e s  t h a t  a r e  c u r r e n t l y  be ing  made and hope t o  c o n t r i b u t e  
new i d e a s  e s p e c i a l l y  where t hey  a s s i s t  i n  s t a n d a r d i z a t i o n  and 
t h e  widening of u s e f u l  r e s o u r c e s  a v a i l a b l e  o v e r  a  network. 



11. DEVELOPMENT TIMETABLE 

A program of work h a s  been drawn up f o r  t h e  p e r i o d  t o  t h e  
end of  August 1976. I t  i n c l u d e s  t h e  development  and implemen- 
t a t i o n  of communication p r o t o c o l s  t o  t h e  l e v e l  of hos t -hos t  
communication between a t  l e a s t  two c e n t e r s .  W e  have t r i e d  t o  
d i s t r i b u t e  t h e  development  between t h e  c e n t e r s  t o  avo id  
d u p l i c a t i o n  a s  much a s  p o s s i b l e  and t o  e x p l o i t  t h e  d i f f e r e n t  
a r e a s  of e x p e r t i s e  a v a i l a b l e  a t  e ach  c e n t e r .  I n e v i t a b l y  though ,  
some d u p l i c a t i o n  canno t  be avoided  and is  even d e s i r a b l e  i n  o r d e r  
t h a t  e ach  c e n t e r  shou ld  unde r s t and  t h e  comple te  system. I n  
p a r t i c u l a r ,  it would be wrong t o  m a i n t a i n  a  comple te  dependence 
on IIASA s i n c e  s t a f f  members come and go ,  and t h e  same is  t r u e  f o r  
IIASA p r o j e c t s .  F u r t h e r ,  it i s  v e r y  d e s i r a b l e  t h a t  c e n t e r s  
shou ld  e s t a b l i s h  working p r o j e c t s  w i t h  one  a n o t h e r ,  and ,  i n  
o r d e r  t o  r e a l i z e  one of  ou r  p r i n c i p a l  g o a l s ,  it i s  n e c e s s a r y  
f o r  n a t i o n a l  c e n t e r s  t o  c o n t i n u e  t h e  growth of  t h e  network by 
c o n n e c t i o n s  t o  r e s e a r c h  i n s t i t u t e s  i n  t h e i r  own c o u n t r i e s .  A t  
t h e  same t i m e ,  IIASA w i l l  c o n t i n u e  t o  t a k e  t h e  i n i t i a t i v e ,  and 
w e  have r e c e n t l y  proposed t h e  fo rma t ion  o f  a  Network Management 
Committee t o  u n i t e  and g u i d e  t h e  growth of t h e  network.  

The t i m e t a b l e  c a l l s  f o r  t h e  implementa t ion  and t e s t i n g  of 
t h e  l i n e  p r o t o c o l  t o  be completed between IIASA and one  o r  two 
c e n t e r s  by t h e  end of J anua ry  1976. To t h i s  end ,  t h e  Czechoslovak 
c e n t e r  i s  p ropos ing  t o  b r i n g  i t s  NORD 20 t o  IIASA from mid- 
November. T h i s  w i l l  m a t e r i a l l y  a s s i s t  t h e  human communication 
and t h e  s o l u t i o n  o f  t h e  development problems which i n e v i t a b l y  
o c c u r  a t  t h i s  s t a g e  of a  network p r o j e c t .  The e x p e r i e n c e  which 
i s  ga ined  a t  IIASA of i t s  own l i m i t a t i o n s  and l o c a l  problems 
w i l l  make t h e  c o n n e c t i o n  t o  o t h e r  c e n t e r s  a  much smoother p r o c e s s .  

12. RELATION TO OTHER NETWORKS 

A s  h a s  been mentioned above,  w e  a r e  v e r y  i n t e r e s t e d  i n  t h e  
p o s s i b i l i t i e s  o f  connec t i ng  t o  o t h e r  r e s e a r c h  ne tworks .  For  
some t i m e ,  w e  have been e x p l o r i n g  t h e  a v a i l a b l e  o p p o r t u n i t i e s  
and a r e  c o n s i d e r i n g  c o n n e c t i o n s  t o  EIN, RPC i n  I t a l y ,  and 
CYCLADES. Tha t  i s  n o t  t o  s ay  t h a t  w e  s h a l l  connec t  t o  a l l  
t h r e e  w i t h  d i r e c t  l i n k s ,  b u t  a r e  l o o k i n g  f o r  ways of connec t i ng  
t o  c e n t e r s  on t h e s e  networks,  e s p e c i a l l y  t h o s e  which a r e  do ing  
work of  r e l e v a n c e  t o  IIASA p r o j e c t s .  

W e  a r e  c u r r e n t l y  engaged i n  a  j o i n t  f e a s i b i l i t y  s t u d y  
w i t h  A u s t r i a  t o  c o n s i d e r  A u s t r i a n  p a r t i c i p a t i o n  i n  i n t e r n a t i o n a l  
networking.  One p o s s i b l e  outcome of t h i s  s t u d y  c o u l d  be  t h a t  
A u s t r i a  would d e c i d e  t o  j o i n  EIN. I n  t h a t  c a s e ,  o f  c o u r s e ,  w e  
should  l i n k  t o  t h e  A u s t r i a n  node. 

One g o a l  t h a t  w e  have had f o r  some t i m e  i s  t o  o b t a i n  a  
c o n n e c t i o n  t o  t h e  World Hea l t h  Organ i za t i on  and t h e  I n t e r n a t i o n a l  
Computing Cen t e r  i n  Geneva. Unfo r tuna t e ly ,  t h e r e  a r e  no p l a n s  
a t  t h e  moment f o r  a  computer network i n  S w i t z e r l a n d ,  s o  o u r  
o n l y  r o u t e  would appea r  t o  be  v i a  EIN and CYCLADES. Such a  



connec t ion  would l e a d  t o  some i n t e r e s t i n g  problems i n  gateway 
development. 

1 3 .  EXPLOITATION 

The u s e s  t h a t  we s h a l l  make of  our  networking c a p a b i l i t y  
remain t o  be more f u l l y  exp lo red ,  bu t  IIASA i s  i n  a  unique 
p o s i t i o n  t o  f u n c t i o n  a s  a  r e a l  u s e r  of  i n t e r n a t i o n a l  networks,  
i n  t h e  s ense  t h a t  ou r  r e s e a r c h  p r o j e c t s  have a  genuine  need t o  
g e t  a t  sou rces  of d a t a  and remote computing r e s o u r c e s .  Th i s  
a r i s e s  j u s t  because our  work i s  of a n  i n t e r n a t i o n a l  c h a r a c t e r  
and ou r  s t a f f  have l i n k s  w i t h  home i n s t i t u t i o n s  and need t o  
be a b l e  t o  a c c e s s  t h e i r  home computers and da t a -bases  which 
they  know we l l .  I n  t h e  s h o r t  p e r i o d s  t h a t  some s c i e n t i s t s  
spend h e r e ,  it i s  u n r e a l i s t i c  t o  expec t  them t o  l e a r n  a  whole 
new o p e r a t i n g  system, languages ,  and system p e c u l i a r i t i e s .  I n  
any e v e n t ,  t h e i r  f i l e s  and d a t a  a r e  a t  home and n o t  a t  IIASA. 

It fo l lows  t h a t  IIASA has  an impor t an t  c o n t r i b u t i o n  t o  
make t o  i n t e r n a t i o n a l  computer networking e s p e c i a l l y  i n  t h e  
s c i e n t i f i c  r e s e a r c h  a r e a .  It i s  a b l e  t o  provide  e x i s t i n g  and 
developing  networks w i th  g r i s t  f o r  t h e i r  m i l l ,  where p rev ious ly  
t h e y  have on ly  been used a s  t o o l s  f o r  r e s e a r c h  upon themselves.  
I t  i s  probably  t ime f o r  t h e  i n d i v i d u a l  networks p r o j e c t s ,  a t  
l e a s t  th roughout  Europe, t o  u n i t e  t h e i r  e f f o r t s  w i t h  p o t e n t i a l  
u s e r s  t o  e s t a b l i s h  i n t e r n a t i o n a l  networking a s  a  t o o l  f o r  d a t a  
communication i n  s c i e n t i f i c  r e s e a r c h .  

1 4 .  RESEARCH AREAS 

While we view ou r  t a s k  p r i m a r i l y  t o  be t h a t  of  t h e  
p r o v i s i o n  of a  needed f a c i l i t y ,  it is  c l e a r  t h a t  many i n t e r e s t i n g  
q u e s t i o n s  w i l l  a r i s e  i n  t h e  c o u r s e  of our  work, and t h e  network 
can  f u n c t i o n  a s  a  v e h i c l e  f o r  some exper iments  i n  data-communi- 
c a t i o n .  The a r e a s  which a r e  of e s p e c i a l  i n t e r e s t  t o  u s  inc lude :  

a )  account ing  and network performance, 

b) a c c e s s  t o  heterogeneous informat ion  systems,  

C )  t h e  problems of smal l  systems and c o m p a t i b i l i t y  of 
e x i s t i n g  o p e r a t i n g  systems w i t h  d a t a  communication 
demands, 

d )  t h e  p rov i s ion  of  network s e r v i c e s ,  

e )  t h e  s p e c i a l  problems of i n t e rne twork ing .  

Concerning fundamental r e s e a r c h ,  a  s tudy  i s  under  way on 
a d a p t i v e  job a l l o c a t i o n  i n  l a r g e  computer networks. The methods 
a r e  aimed a t  combining i n  one p roces s  job a l l o c a t i o n ,  r o u t i n g ,  
and f low c o n t r o l ,  and a r e  based on t h e  concept  of  s o  c a l l e d  
"pay f u n c t i o n s "  f o r  t h e  performance of  a  job,  which depend on 
r e sponse  time. 



A t echn ique  i s  being developed which w i l l  a l l ow  ve ry  
qu ick  c a l c u l a t i o n  of network (packe t  swi t ch ing ,  o r  channel  
swi t ch ing )  performance. The method is  based on a  step-by- 
s t e p  m o d i f i c a t i o n  of a  computed network model from a  ve ry  
s imple  one t o  t h e  d e s i r e d  one,  and is  c o n s t r u c t e d  a s  an  
i t e r a t i v e  p roces s ,  which converges t o  t h e  s o l u t i o n ,  r e p r e s e n t i n g  
t h e  network performance. 

One member of our  group i s  making a  d e t a i l e d  s tudy  of 
IIASA requi rements  i n  informat ion  systems and looking  a t  ways 
of r e c o n c i l i n g  t h e s e  wi th  a c c e s s  t o  e x i s t i n g  da ta-bases .  

In te rne tworking  b r i n g s  many new problems. Gateways 
between networks a r e  a  t o p i c  of i n t e n s i v e  d i s c u s s i o n ,  e s p e c i a l l y  
where d i f f e r e n t  packet  convent ions ,  l e n g t h s ,  e t c . ,  and pro to-  
c o l s  a r e  i n  use .  A t  IIASA, we would suppor t  moves toward an 
i n t e r n a t i o n a l  s t anda rd  hos t -hos t  p r o t o c o l ,  a ccep t ing  t h a t  i n  
many c a s e s  a  p r o t o c o l  t r a n s l a t i o n  w i l l  have t o  be performed, and 
a  one-one t r a n s l a t i o n  i s  much p r e f e r r e d  t o  one-many t r a n s -  
l a t i o n s .  I n  our  c a s e ,  a t  l e a s t  we s h a l l  have t o  g i v e  a  l o t  of 
thought  t o  q u e s t i o n s  of p r ivacy  and r i g h t  of a c c e s s ,  and 
mechanisms w i l l  probably be inc luded  i n  gateways t o  de te rmine  
t h e  r i g h t  of  passage.  

Network s e r v i c e s  w i l l  need a  l o t  of a t t e n t i o n .  More t han  
most,  we s h a l l  have t o  cons ide r  methods of  uniform job  c o n t r o l  
and f i l e  a c c e s s .  We a l s o  propose t h e  p rov i s ion  of a  network 
in fo rma t ion  s e r v i c e ,  whose job it is  t o  provide  i n fo rma t ion  
about  t h e  network, i t s  r e s o u r c e s  and c a p a b i l i t i e s ,  t h e  methods 
of u s e ,  and t h e  r u l e s  of procedure.  D i s t r i b u t e d  p roces s ing  i s  
a n  a r e a  of s p e c i a l  i n t e r e s t .  One can  imagine an  assembly l i n e  
t echn ique  i n  which messages a r e  processed by one h o s t  and then  
d i spa t ched  t o  ano the r  f o r  f u r t h e r  p roces s ing  and s o  on u n t i l  
a  r e s u l t  i s  f i n a l l y  r e tu rned  o r  d e l i v e r e d  t o  i t s  d e s t i n a t i o n .  
I n  t h i s  way, one could  e x p l o i t  t h e  s p e c i a l i s t  c a p a b i l i t i e s  of 
d i f f e r e n t  systems t o  ach i eve  some grand p lan .  Genera l ly  one 
t h i n k s  of  such s e r v i c e s  a s  being provided by h o s t s  on t h e  
network and no t  by t h e  network i t s e l f ,  b u t  gateways and 
p r o t o c o l  conven te r s  a r e  s p e c i a l  c a s e s  of  s e q u e n t i a l  network 
s e r v e r s .  I t  i s  impor tan t  t o  s e e  d a t a  communication a s  a  means 
of i n t e r p r o c e s s  communication and a l l  t h a t  t h i s  i m p l i e s .  

1 5.  CONCLUSION 

We recogn ize  t h a t  we have an ambi t ious  p r o j e c t  b u t  a r e  
c o n s t a n t l y  be ing  s u r p r i s e d  by t h e  i n t e r e s t  being shown and 
new r e q u e s t s  t o  p a r t i c i p a t e .  I t  is  c l e a r  t h a t  a t  IIASA we 
a r e  i n  a  good p o s i t i o n  t o  u n i f y  networking developments, and 
t h i s  f i t s  w e l l  w i th  t h e  s p i r i t  of our  c h a r t e r .  

I t  should be mentioned t h a t ,  d u r i n g  t h e  p a s t  y e a r ,  a  
number of  s u c c e s s f u l  experiments  have been made inc lud ing  
communication t e s t s  w i th  Moscow conducted by V. Dashko and wi th  



B u d a p e s t  by  P. D a r v a s .  T h e s e  e x p e r i m e n t s  h a v e  paved t h e  way t o  
o u r  p r e s e n t  p l a n s  a n d  shown t h e  f e a s i b i l i t y ,  a t  l e a s t  i n  p r i n c i p l e ,  
o f  t h e  p r o j e c t .  

D u r i n g  t h e  l a t t e r  p a r t  o f  t h i s  y e a r ,  we w e r e  j o i n e d  by 
W. Orchard-Hays  f r o m  t h e  USA, a n d  Y .  Masunaga f r o m  J a p a n .  
Orchard-Hays  h a s  w r i t t e n  a  series o f  w o r k i n g  p a p e r s  o n  " U s e r -  
O r i e n t e d  Ne tworks , "  a n d  we e x p e c t  t h e s e  t o  have  a  s t r o n g  
i n f l u e n c e  o n  t h e  p r o v i s i o n s  o f  o u r  ne twork .  M a s u n a g a ' s  e x p e r i e n c e  
i n  t h e  c o m p u t e r  n e t w o r k  f o r  t h e  Tohoku D i s t r i c t  o f  J a p a n  w i l l  
b e  p a r t i c u l a r l y  v a l u a b l e .  

To a l l  o f  t h e s e  p e o p l e  a n d  many o t h e r s  t h e  a u t h o r s  a r e  
i n d e b t e d  f o r  a  l o t  o f  a d v i c e  a n d  i d e a s .  
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D i s t r i b u t e d  A p p l i c a t i o n s  on Heterogeneous Networks 

J . C .  Chupin, J. Sequin ,  and G. S e r g e a n t  

1 .  SCOPE AND DEFINITIONS 

P r e s e n t  t r e n d s  i n  g e n e r a l  purpose ,  computer networks a r e  
toward two- leve l  s t ruc tures - -communica t ion  and a p p l i c a t i o n .  

I n  t h e  f o l l o w i n g ,  w e  s h a l l  be o n l y  concerned  w i t h  t h e  
a p p l i c a t i o n  l e v e l  and s h a l l  s t u d y  how t o  perform an  e f f e c t i v e  
r e s o u r c e  and/or  d a t a  s h a r i n g .  

A n e t  work a p p l i c a t i o n  i s  c e n t r a l i z e d  i f  o n l y  one h o s t  i s  
r e s p o n s i b l e  f o r  a l l  c o n t r o l s  and f u n c t i o n s .  We d o  n o t  a d d r e s s  
t h i s  t y p e  of  a p p l i c a t i o n  b u t  r a t h e r  c o n c e n t r a t e  on t h e  n o t i o n  
of  d i s t r i b u t e d  a p p l i c a t i o n  ( i - e . ,  t h o s e  where some c o n t r o l s  
and/or  f u n c t i o n s  a r e  d i s t r i b u t e d  among t h e  p a r t i c i p a t i n g  h o s t s ) .  

We c o n s i d e r  t h a t  eve ry  a p p l i c a t i o n  p r e s e n t s  two c l a s s e s  of 
ob j ec t i ve s - - env i ronmen ta l  o b j e c t i v e s  which a r e  u s u a l l y  
a p p l i c a t i o n - i n d e p e n d e n t  and f u n c t i o n a l  o b j e c t i v e s .  The second 
s e c t i o n  i s  t h e r e f o r e  d e d i c a t e d  t o  t h e  p r e s e n t a t i o n  of a  l o g i c a l  
n e t w o r k  m a c h i n e  (LNM) in t ended  t o  p l a y  i n  t h e  network t h e  r o l e  
a s s i g n e d  t o  t h e  b a s i c  s o f t w a r e  i n  a  gene ra l -pu rpose  machine. 
The LNM should  p rov ide  t h e  d e s i g n e r  w i th  a l l  t h e  t o o l s  n e c e s s a r y  
f o r  a  d i r e c t  and  e a s y  implementa t ion  o f  he te rogeneous  d i s t r i b u t e d  
a p p l i c a t i o n s .  

The l a s t  s e c t i o n  should  be c o n s i d e r e d  a s  a n  example 
i l l u s t r a t i n g  how a  l a r g e  d a t a  ba se  management system c a n  be 
d i s t r i b u t e d  by u s i n g  t h e  LNM a s  a  s u p p o r t .  

2. THE LOGICAL NETWORK MACHINE (LNM) 

2.1 Overview 

I t  i s  t h e  r e s p o n s i b i l i t y  o f  t h i s  l e v e l  t o  t a k e  i n t o  
accoun t  t h e  f o l l o w i n g  envi ronmenta l  o b j e c t i v e s :  h e t e r o g e n e i t y ,  
d i s t r i b u t i o n  of  c o n t r o l ,  and u s e  of  s t a n d a r d  e x i s t i n g  o p e r a t i n g  
sys tems  . 

A s  i l l u s t r a t e d  i n  F i g u r e  1 ,  t h e  LNM i s  p l a c e d  between t h e  
"naked network" and t h e  v a r i o u s  d i s t r i b u t e d  a p p l i c a t i o n s .  I t  
should  h i d e  from t h e  u s e r  t h e  problems by t h e  h e t e r o g e n e i t y  and 
t h e  l o o s e  n a t u r e  o f  t h e  coup l i ng  ( te lecommunica t ion  l i n k s ) .  



Figure 1. Hierarchical structure of a network. 

The f u n c t i o n s  pe r fo rmed  by  t h e  l o g i c a l  network machine c a n  
b e  c l a s s i f i e d  i n t o  r e f e r e n c i n g  and s c h e d u l i n g .  R e f e r e n c i n g  
i n c l u d e s  t h e  c o n c e p t s  o f  d e s i g n a t i o n ,  r e t r i e v a l ,  c o n v e r s i o n ,  
and  t r a n s f e r .  T h i s  r e f e r e n c i n g  f u n c t i o n  a l l o w s  h i g h - l e v e l  
a d d r e s s i n g  between o b j e c t s  l o c a t e d  a t  d i f f e r e n t  l o o s e l y  c o u p l e d  
p r o c e s s o r s  t o  b e  e s t a b l i s h e d .  I t  i s  r e a l l y  a  network name s p a c e  
which i s  b u i l t  on t o p  o f  t h e  v a r i o u s  l o c a l  name s p a c e s .  New 
ne twork  o b j e c t s  such  a s  network j o b s ,  network f i l e s ,  e tc. ,  a r e  
d e f i n e d  and d e s c r i b e d  i n  network c a t a l o g s .  

As f o r  s c h e d u l i n g ,  it is  i n t e n d e d  t o  submi t  and e x e c u t e  
ne twork  j o b s  and network programs which may r e s u l t  i n  t h e  
s i m u l t a n e o u s  e x e c u t i o n  o f  locaZ j o b s  and p r o c e s s e s  a t  t h e  
d i f f e r e n t  l o c a t i o n s .  T h e r e f o r e ,  t h e  s c h e d u l i n g  f u n c t i o n  i n c l u d e s  
t h e  i n t e r f a c i n g  w i t h  t h e  l o c a l  o p e r a t i n g  sys tem,  t h e  i n t e r p r e t a t i o n  
o f  a  network l anguage ,  and t h e  i n t e r s i t e  o r g a n i z a t i o n .  T h e r e  is  
s u c h  a  l a c k  o f  s e m a n t i c  i n t e r p r e t a t i o n  i n  e x i s t i n g  o p e r a t i n g  
s y s t e m s  t h a t  o n e  must add new s o f t w a r e  components t o  t h e  h o s t s :  
t h e s e  modules  a r e  c a l l e d  c o n t r o l  subsys tems  whose c o l l e c t i o n  
fo rms  t h e  c o n t r o l  f a c i l i t y  of t h e  network.  F i g u r e  2 shows t h e  
l o g i c a l  machine s t r u c t u r e .  

I t  i s  c l e a r  t h a t  t h e  c o n t r o l  i s  d i s t r i b u t e d  among t h e  
d i f f e r e n t  h o s t s .  I n  o r d e r  t o  a c h i e v e  t h e  g l o b a l  c o n t r o l ,  t h e  
d i f f e r e n t  c o n t r o l  subsys tems  mus t  communicate w i t h  o t h e r s .  They 
d o  s o  by u s i n g  t h e  t r a n s p o r t  s t a t i o n  which g i v e s  a c c e s s  t o  t h e  
communicat ion subnetwork.  



Host A 

1 T.S.: t r a n s p o r t  s t a t i o n  

0. S. : opera t ing  system 

Figure 2.  

The h e t e r o g e n e o u s  n a t u r e  o f  a  network i s  a  s t r o n g  argument  
i n  f a v o r  o f  a  un i fo rm l a n g u a g e  f o r  b o t h  command and programing.  
I f  n o t ,  s i n c e  a  network j o b  ( r e s p e c t i v e l y ,  network program) 
r e s u l t s  i n  t h e  e x e c u t i o n  o f  s e v e r a l  j o b s  ( r e s p e c t i v e l y ,  programs)  
under  t h e  c o n t r o l  o f  d i s s i m i l a r  s y s t e m s ,  e v e r y  h o s t  s h o u l d  know 
t h e  command l a n g u a g e s  ( r e s p e c t i v e l y ,  a s s e m b l e r  c o d e s )  o f  e v e r y  
compute r  i n  t h e  network.  

I t  i s  t h e r e f o r e  p r e f e r a b l e  t o  d e f i n e  a  unique l a n g u a g e  t h a t  
c a n  be  u n d e r s t o o d  by a l l  t h e  p a r t i c i p a t i n g  mach ines .  T h i s  
l a n g u a g e  must  be  a  pseudo-code t o  be  i n t e r p r e t e d  by e v e r y  h o s t  
on r e c e p t i o n .  At  t h i s  l e v e l ,  t h e r e  i s  no r e a s o n  why command and 
p rograming  l a n g u a g e s  s h o u l d  be d i f f e r e n t  from one a n o t h e r .  An 
i n t e r p r e t a t i v e  a p p r o a c h  h a s  been  s e l e c t e d  which p r o v i d e s  a 
h i g h  d e g r e e  o f  f l e x i b i l i t y  d u r i n g  t h e  debugging  s t a g e .  

Each h o s t  c o n t a i n s  a  g e n e r a l  i n t e r p r e t o r  c a l l e d  IGOR [ 1 2 ]  
r e s p o n s i b l e  f o r  e x e c u t i n g  programs w r i t t e n  i n  pseudo-code. The 
pseudo-code c o n t a i n s  a r i t h m e t i c  l o g i c a l ,  b r a n c h ,  and if i n s t r u c t i o n s  
a s  w e l l  a s  normal ized  sys tem c a l l s ,  which p e r m i t  t h e  d e f i n i t i o n  
of a l g o r i t h m s .  



We t h e n  o b t a i n  t h e  r e m a r k a b l e  f a c i l i t y  of b e i n g  a b l e  t o  
u n i q u e l y  d e f i n e  a l g o r i t h m s  mix ing  command and programing 
l a n g u a g e s  which c a n  be e x e c u t e d  on  any  h o s t  i n  a n  i n t e r p r e t a t i v e  
manner.  T h i s  p r o v i d e s  a  t o t a l  t r a n s p o r t a b i l i t y  o f  modules ,  
even  o f  t h o s e  c o n t a i n i n g  s y s t e m  c a l l s .  

2 .3  S t r u c t u r e  o f  a  C o n t r o l  Subsystem 

A c o n t r o l  subsys tem i s  one o f  t h e  t a s k s  o f  t h e  o p e r a t i n g  
sys tem on which it r e s i d e s .  I t s  o v e r a l l  s t r u c t u r e  c o n s i s t s  
o f  a  p r o c e s s  management k e r n e l  (PMK) c o n t r o l l i n g  two t y p e s  of 
p r o c e s s e s - - u s e r  and sys tem p r o c e s s e s .  

The r e e n t r a n t  c o d e  of  t h e  i n t e r p r e t o r  (IGOR) i s  a s s o c i a t e d  
w i t h  u s e r  p r o c e s s e s .  The two sys tem p r o c e s s e s  a r e  a  l o g g e r  
( r e s p o n s i b l e  f o r  c o n t a c t  e s t a b l i s h m e n t )  and t h e  l o c a l  o p e r a t o r  

c o n s o l e  h a n d l e r ,  which p r o v i d e s  some k i n d  o f  network o p e r a t o r  
c o n s o l e .  

The d e s i g n  o f  t h e  p r o c e s s  management k e r n e l  ( c a l l e d  SYNCOP) 
i s  e x t r e m e l y  i m p o r t a n t  s i n c e  it  must t a k e  i n t o  a c c o u n t  t h e  
h e t e r o g e n e o u s  n a t u r e  of  t h e  network.  I t  a c c e p t s  s t a n d a r d  
c r e a t i o n / d e s t r u c t i o n  and s y n c h r o n i z a t i o n  p r i m i t i v e s  r e g a r d l e s s  
o f  t h e  l o c a l  o p e r a t i n g  sys tem.  I t  i s  a  key e l e m e n t  which p r o v i d e s  
t h e  d e s i g n e r  w i t h  a  means of t r a n s p o r t i n g  c o n t r o l  modules  
(i. e .  , t h o s e  c o n t a i n i n g  sys tem c a l l s ) .  

2.4 S t r u c t u r e  o f  a  D i s t r i b u t e d  A p p l i c a t i o n  

So f a r ,  t h e  s t u d y  h a s  been r e s t r i c t e d  t o  t h e  a p p l i c a t i o n -  
i n d e p e n d e n t  o b j e c t i v e s .  W e  must  now d e s c r i b e  how t o  d e v e l o p  
f unc t ionaZ  s u b s y s t e m s  (FSS) whose u n i o n  w i t h  t h e  LNM c o n s t i t u t e s  
a  ne twork  d i s t r i b u t e d  a p p l i c a t i o n .  C l e a r l y ,  most  o f  t h e  problems 
a r e  s p e c i f i c  t o  t h e  t y p e  o f  a p p l i c a t i o n  ( n a t u r e  o f  o b j e c t s ,  
naming, o p e r a t i n g  p r o t o c o l s ,  e t c . ) .  The n e x t  s e c t i o n  w i l l  
i l l u s t r a t e  t h e  c a s e  o f  a  da ta -bank  a p p l i c a t i o n .  

N e v e r t h e l e s s ,  t h e  g l o b a l  s t r u c t u r e  r e m a i n s  t h e  same and i s  
shown i n  F i g u r e  3.  Note t h a t  a  c o n t r o l  subsys tem e x i s t s  wherever  
a  f u n c t i o n a l  subsys tem i s  p r e s e n t ,  though  n o t  n e c e s s a r i l y  v i c e  
v e r s a .  Note a l s o  t h e  s h a r i n g  of  LNM between d i f f e r e n t  h i g h e r -  
l e v e l  a p p l i c a t i o n s .  

2 . 5  Implementa t ion  o f  a  D i s t r i b u t e d  A p p l i c a t i o n  and  Trans -  

p o r t a b i l i t y  

Implementa t ion  o f  a  d i s t r i b u t e d  a p p l i c a t i o n  r e q u i r e s  t h a t  
f u n c t i o n a l  subsys tems  b e  implemented. One c a n  s i m p l y  w r i t e  
t h e s e  subsys tems  i n  pseudo-code and l e a v e  t h e  i n t e r p r e t e r  t o  d o  
t h e  rest. T h i s  c o u l d  b e  a  u s e f u l  way d u r i n g  t h e  debugging  s t a g e ,  
b u t  t h e  overhead  c a n  become t o o  e x p e n s i v e  i n  t h e  o p e r a t i o n a l  
s t a t e .  T h i s  i s  why it has  been p lanned  t h a t  l o c a l  code  be  
g e n e r a t e d  from pseudo-code. 



HOST A 

HOST B HOST C 

Figure 3. Structure of a distributed application. 

T h i s  i m p l i e s  t h a t  a  c o d e  be  c a l l e d  f o r  e x e c u t i o n  f rom a 
pseudo-code program. T h i s  f a c i l i t y  i s  a l s o  v e r y  i n t e r e s t i n g  i f  
w e  wish  t o  u s e  " o f f  t h e  s h e l f  programs" which have been  p r e v i o u s l y  
d e v e l o p e d  on a  g i v e n  compute r .  

I f  we a d h e r e  t o  t h e  f o l l o w i n g  r u l e s ,  t h e  t r a n s p o r t a b i l i t y  
o f  s u b s y s t e m  i s  a u t o m a t i c :  

a )  w r i t e  a s  many programs a s  p o s s i b l e  i n  pseudo-code;  

b )  u s e  e x c l u s i v e l y  SYNCOP f o r  a l l  p r o c e s s  c r e a t i o n s  and 
s y n c h r o n i z a t i o n s ;  

C )  p r o v i d e  a  s c r u p u l o u s  f u n c t i o n a l  l a y e r i n g  t o  p e r m i t  a n  
e v e n t u a l  d i s t r i b u t i o n .  



3 .  APPLICATION TO DISTRIBUTED DATA-BASE MANAGEMENT SYSTEMS 

3 . 1  Overview 

Above-descr ibed c o n c e p t s  have been  a p p l i e d  t o  t h e  
SOCRATE [6] d a t a - b a s e  management sys tem i n  o r d e r  t o  e n s u r e  i t s  
d i s t r i b u t i o n  i n  t h e  French  CYCLADES network.  

For  u s ,  a d a t a - b a s e  management sys tem c o n s i s t s  o f  t h r e e  
sets: t h e  u s e r s  (be  t h e y  t e r m i n a l s  o r  b a t c h  o r i e n t e d ) ,  t h e  
d a t a - b a s e  management sys tem i n t e r n a l  f u n c t i o n s ,  and  t h e  p h y s i c a l  
d a t a  b a s e s  ( c o l l e c t i o n  of f i l e s  which a r e  s t a n d a r d  w i t h  r e s p e c t  
t o  t h e  h o u s i n g  o p e r a t i n g  s y s t e m ) .  S t a t e d  a n o t h e r  way, we i d e n t i f y  
t h r e e  major  f u n c t i o n a l  l e v e l s :  t e r m i n a l  a c c e s s  method, l o g i c a l  
a c c e s s  method, and p h y s i c a l  a c c e s s  method. 

A d i s t r i b u t e d  d a t a - b a s e  management sys tem i s  t h e n  a d a t a -  
b a s e  management sys tem f o r  which one o r  more of t h e  a c c e s s  methods 
have been d i s t r i b u t e d .  

The a p p r o a c h  t a k e n  p r e s e r v e s  t h e  a c c e s s  method c o n c e p t  and 
e n s u r e s  d i s t r i b u t i o n  by d e s i g n i n g  e a c h  l e v e l  a s  a he te rogeneous  
d i s t r i b u t e d  network a p p l i c a t i o n  (see s e c t i o n  2 ) .  

I t  i s  c l e a r  t h a t  s u c h  a n  a p p r o a c h ,  r e s u l t i n g  i n  a c c e s s  
d i s t r i b u t i o n  r a t h e r  t h a n  d a t a  d u p l i c a t i o n ,  is opposed t o  t h e  
f i l e  t r a n s f e r  approach  which l e a d s  i n e v i t a b l y  t o  s e r i o u s  
c o n s t i s t e n c y  problems (due  t o  t h e  p r e s e n c e  o f  m u l t i p l e  c o p i e s  
of t h e  same d a t a  s e t ) .  

F i n a l l y ,  depending  on which l e v e l  i s  i n t e n d e d  f o r  d i s t r i b u t i o n ,  
we c a n  o b s e r v e  s e v e r a l  t y p e s  of usage  r a n g i n g  from t h e  s i m p l e  u s e r  
d i s t r i b u t i o n  up t o  a d i s t r i b u t e d  l o g i c a l  ffback-end ". 

W e  s h a l l  now examine t h e  d i s t r i b u t i o n  p r o c e s s  o f  two 
s i g n i f i c a n t  l e v e l s  w i t h  r e s p e c t  t o  t h e  c o n c e p t s  d e v e l o p e d  i n  
s e c t i o n s  1 and 2 .  

3 . 2  The Network Direct Access  Method 

As e x p l a i n e d e a r l i e r ,  t h i s  a c c e s s  method d e a l s  w i t h  
p h y s i c a l  d a t a  b a s e s  ( i . e . ,  set  o f  f i l e s  i n  t h e  u s u a l  s e n s e ) .  
As opposed t o  a f i l e  t r a n s f e r  s o l u t i o n ,  t h e  approach  c o n s i s t s  
of  d i s t r i b u t i n g  a c c e s s ,  t h u s  a v o i d i n g  c o n s i s t e n c y  prob lems .  
W e  s h a l l  f i r s t  e s t a b l i s h  t h e  c o r r e s p o n d e n c e  between t h e  c o n c e p t s  
deve loped  i n  s e c t i o n  2  and t h e  network d i r e c t  a c c e s s  method 
module [ 4 ,51 .  

A u s e r  ( sys tem o r  a p p l i c a t i o n  program) i s  a p r o c e s s  i n  t h e  
I G O R  a c c e p t a n c e  o f  t h e  t e r m .  The a s s o c i a t e d  a l g o r i t h m  c o n s i s t s  
i n  " t h r e a d e d  code"  ( I G O R  i n s t r u c t i o n s  mixed w i t h  l o c a l  c o d e ) .  
The f u n c t i o n a l  subsys tems  a r e  r e p r e s e n t e d  by t h e  d i r e c t  a c c e s s  
methods . 



The o p e r a t i n g  p r o t o c o l  t a k e s  c a r e  o f :  

a )  remote  p r o c e s s  c r e a t i o n / d e s t r u c t i o n ,  

b )  s y n c h r o n i z a t i o n ,  

C )  i n t e r f a c e  w i t h  t h e  d i f f e r e n t  o p e r a t i n g  s y s t e m s  and t h e  
f i l e  management sys tems .  

The r e p l a c e m e n t  of  t h e  SOCRATE p h y s i c a l  a c c e s s  method by 
network d i r e c t  a c c e s s  method a u t o m a t i c a l l y  p r o v i d e s  a  g e o g r a p h i c a l  
d i s t r i b u t i o n  of  p h y s i c a l  d a t a  b a s e s  a s  w e l l  a s  t h e  p o s s i b i l i t y  
o f  s t o r i n g  t h e  b a s e s  on  h e t e r o g e n e o u s  h o s t s  (see F i g u r e  4). 

Before 

Host A 

- - - -  

After 

Host A 

- -  -I 

local  bases 

d is t r ibuted bases 

Figure 4. Physical file distribution. 



3 . 3  L o g i c a l  Access  Method 

T h i s  l e v e l  c o n c e r n s  t h e  m a n i p u l a t i o n  of  s t r u c t u r e d  d a t a  
p o s s i b l y  c o n t a i n i n g  i n t e r r e Z a t i o n s h i p s .  T h i s  means t h a t  w e  
o p e r a t e  a t  t h e  minimum s e m a n t i c  l e v e l  a l l o w i n g  t h e  ZogicaZ 
c o n s i s t e n c y  t o  be p r e s e r v e d  d u r i n g  e v e n t u a l  up-da te  o p e r a t i o n s .  
I t  i s  v e r y  d e s i r a b l e  t o  p r o v i d e  a  c e r t a i n  independance  from t h e  
d a t a  d e s c r i p t i o n  l anguage ,  s o  t h a t  t h e  a c c e s s  method c a n  b e  
s h a r e d  between s e v e r a l  d a t a - b a s e  management sys tems .  

3 . 3 . 1  Choice  o f  t h e  minimum s e m a n t i c  l e v e l  

T h i s  l e v e l  must be: 

a )  independent  o f  t h e  u s e r  r e q u e s t  l a n g u a g e ,  

b) independent  o f  t h e  p h y s i c a l  d a t a  o r g a n i z a t i o n ,  

C )  h o p e f u l l y  independent  o f  t h e  a c c e s s  p a t h .  

3 . 3 . 2  Network m o d u l a r i t y  

I n  o r d e r  t o  a l l o w  d i f f e r e n t  f u n c t i o n a l  l e v e l s  t o  r e s i d e  on 
d i f f e r e n t  h o s t s ,  it i s  n e c e s s a r y  t o  d e f i n e  a  s p e c i a l  k i n d  of  
i n t e r f a c e  between t h e  l e v e l s .  The i n t e r f a c e  c a n n o t  u s e  l o c a l  
a d d r e s s i n g  s i n c e  such a  c o n c e p t  i s  n o t  t r a n s p o r t a b l e  from o n e  
computer  t o  t h e  o t h e r .  B e s i d e s ,  t h e  f u n c t i o n a l  l a y e r i n g  must 
be  performed w i t h  a  g r e a t  c a r e  i n  o r d e r  t o  min imize  network 
t r a f f i c  and r e s p o n s e  t i m e .  I n  p a r t i c u l a r ,  u p d a t i n g  o r  l a r g e  
t a b l e s  s h o u l d  b e  avo ided  by two d i f f e r e n t  l e v e l s  i f  t h e s e  
l e v e l s  a r e  t o  r e s i d e  on d i f f e r e n t  h o s t s .  

It l o o k s  p a r t i c u l a r l y  i n t e r e s t i n g  t o  p r o v i d e  a  means of  
s h a r i n g  a  g i v e n  a c c e s s  method between d i f f e r e n t  and r a t h e r  
i n d e p e n d e n t  a p p l i c a t i o n s .  T h i s  i m p l i e s  t h a t  some s o r t  of  a  
" l o g i n  mechanism" must b e  p r e s e n t  a t  t h e  a c c e s s  method l e v e l  
and t h a t  h i g h e r  l e v e l s  i n t r o d u c e  t h e m s e l v e s  t o  t h e  a c c e s s  method 
u s i n g  a  c o n t a c t / c o n n e c t i o n  p r o t o c o l .  

3 . 3 . 3  D i s t r i b u t i o n  and implementa t ion  

I n  SOCRATE, t h e  c o m p i l a t i o n  o f  t h e  u s e r  r e q u e s t  l anguage  
i s  performed i n  t h r e e  phases :  e d i t i o n ,  pseudo-code g e n e r a t i o n ,  
and f i n a l l y  code  g e n e r a t i o n .  

The SOCRATE pseudo-code c o n t a i n s  a  set  o f  l o g i c a l  a c c e s s  
method p r i m i t i v e s  s e p a r a t e d  by branch  o p e r a t i o n s .  F o r t u n a t e l y ,  
t h i s  l e v e l  matches  t h e  r e q u i r e m e n t s  i n d i c a t e d  f o r  a  minimum 
s e m a n t i c  l e v e l .  The d i s t r i b u t i o n  must t a k e  p l a c e  a t  t h i s  
l e v e l .  



It h a s  been d e c i d e d  t o  a d o p t  t h e  I G O R  pseudo-code a s  a  
v e h i c l e  f o r  t h e  o p e r a t i n g  p r o t o c o l .  T h i s  means e i t h e r  t h a t  
SOCRATE pseudo-code b e  t r a n s l a t e d  i n t o  I G O R  pseudo-code o r  
t h a t  t h e  SOCRATE c o m p i l e r  be  m o d i f i e d  s o  t h a t  I G O R  pseudo-code 
b e  d i r e c t 1  y  g e n e r a t e d .  

The o n l y  remain ing  problem i s  s i t e  s e l e c t i o n .  F i r s t ,  w e  
must a d o p t  f o r  t h e  d a t a  b a s e s  a  mode of  d e s i g n a t i o n  which is  
a d a p t e d  t o  t h e  network.  The ne twork  d a t a  base  name must  
c o n t a i n ,  i n  one  way o r  a n o t h e r ,  a  s i t e / h o s t  i d e n t i f i c a t i o n  which 
w i l l  b e  made a v a i l a b l e  t o  t h e  SOCRATE c o m p i l e r .  

Secondly ,  we must s t r u c t u r e  t h e  g e n e r a t e d  pseudo-code 
i n t o  b l o c k s ,  each  of  them c o r r e s p o n d i n g  t o  a  g i v e n  h o s t .  T h i s  
s t r u c t u r i n g  c a n  be performed a c c o r d i n g  t o  d i f f e r e n t  s t r a t e g i e s :  
e i t h e r  w e  b u i l d  f o r  e a c h  u s e r  r e q u e s t  a  s m a l l  pseudo-code b l o c k  
t o  be e x e c u t e d  immedia te ly ,  o r  we c o n c a t e n a t e  t h e  b l o c k s  
c o r r e s p o n d i n g  t o  t h e  same h o s t  b e f o r e  i n t e r p r e t a t i o n .  I n  t h e  
l a t t e r  c a s e ,  I G O R  must p r o v i d e  two new pseudo-code o p e r a t i o n s  
i n  o r d e r  t o  a c h i e v e  s y n c h r o n i z a t i o n :  pseudo-WAIT (PSDWAIT) 
and pseudo-POST (PSDPOST) . 

4 .  CONCLUSION 

The l o g i c a l  network machine p r o v i d e s  a  s o l u t i o n  t o  t h e  
problem of  h e t e r o g e n e i t y  w h i l e  p r o v i d i n g  t h e  d e s i g n e r  w i t h  a  
means of  implement ing d i s t r i b u t e d  a p p l i c a t i o n s .  T h i s  s h o u l d  
enhance t h e  development  of  such  a p p l i c a t i o n s ,  t h e  l a c k  of  
which i s  d e e p l y  r e s e n t e d  by l a r g e - s c a l e  network u s e r s .  

There  remain  now many o u t s t a n d i n g  problems i n  t h e  f i e l d s  
of r e l i a b i l i t y  and performance.  

The most s i g n i f i c a n t  r e s u l t  i s  c e r t a i n l y  t h e  c o m p l e t e  
t r a n s p o r t a b i l i t y  p rov ided  by c o n j u n c t i o n  of  a  t r a n s p o r t a b l e  
programing language  (FANNY),  a  normal ized  p r o c e s s  management 
k e r n e l  (SYNCOP), and a n  i n t e r p r e t a t i v e  e x e c u t i o n  ( I G O R ) .  
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F a c i l i t i e s  Rendered by Computer Networks 

t o  Developing C o u n t r i e s  

1 .  INTRODUCTION 

Nowadays, a  l a r g e  number o f  computer  ne tworks  a r e  a l i v e  
a l l  o v e r  t h e  world.  Some have e x i s t e d  f o r  s e v e r a l  y e a r s  now. 
Thus, we have v a r i o u s  e x p e r i e n c e s  a t  o u r  d i s p o s a l .  A  s y s t e m  
f o r  t h e  d e s i g n i n g  of  ne tworks  h a s  been e s t a b l i s h e d ,  and t h e  
overwhelming m a j o r i t y  o f  t e c h n i c a l  problems--such a s  s i m p l i f i -  
c a t i o n  o f  u s e ,  economy o f  t h e  sys tem,  e x t e n s i o n ,  and n o r m a l i z a t i o n  
o f  s e r v i c e s  made a v a i l a b l e  by t h e  ne tworks ,  i n  o t h e r  words,  
u n i f i c a t i o n  o f  f o r m a l  p r e s c r i p t i o n s  f o r  u t i l i z a t i o n  ( s t a n d a r d s ) - -  
c a n  be c o n s i d e r e d  a s  s o l v e d .  I n  a d d i t i o n ,  t h e  c o n n e c t i o n  o f  
machines ,  c o o p e r a t i o n  o f  ne tworks ,  and prob lems  o f  s e c r e c y  and 
p r i v a c y  have a l s o  been s o l v e d .  

The s e r v i c e s  o f  t h e  ne tworks  c a n  b e  u t i l i z e d  by means o f  
t e r m i n a l s ,  whose development  i s  t e n d i n g  from p a s s i v e  t e r m i n a l s  
toward t e r m i n a l s  i n c l u d i n g  i n t e l l i g e n t  s m a l l  compute rs .  With 
t h i s  d e v i c e ,  demands c o n c e r n i n g  t h e  u t i l i z e r ' s  t r a i n i n g  may b e  
reduced .  C o n c u r r e n t l y ,  a l s o  t e r m i n a l s  based  on  v e r y  s i m p l e  
t e l e p h o n e  sets a f f o r d  up- to -da te  f a c i l i t i e s ,  i n  p a r t i c u l a r ,  i n  
c o u n t r i e s  where t h e  t e l e p h o n e  network r e a c h e s  p r a c t i c a l l y  
a l m o s t  e v e r y  home. I n  any c a s e ,  t h e  number of  t e r m i n a l s  w i l l  
i n c r e a s e  a t  a  v e r y  f a s t  pace,  accompanied a l s o  by a  change  o f  
t h e i r  t y p e s  and  fo rms  o f  u t i l i z a t i o n .  T h i s  means, o f  c o u r s e ,  
a l s o  a n  i n c r e a s e d  u t i l i z a t i o n  of  t e l e p h o n e  l i n e s .  T o d a y ' s  
a v e r a g e  u t i l i z a t i o n  o f  a b o u t  5 t o  10% w i l l  i n c r e a s e  t o  30 t o  50% 
w i t h  t h e  e x t e n s i o n  o f  d a t a  t r a n s m i s s i o n .  Due t o  t h i s ,  t h e  
t r a d i t i o n a l  communication c h a n n e l s  w i l l  no l o n g e r  be a b l e  t o  
a f f o r d  t h e  c o n n e c t i o n  of  r e q u i r e d  q u a l i t y .  

2 .  RELATION OF ECONOMICS TO COMMUNICATION PROBLEMS 

Communication problems a l s o  may be c o n s i d e r e d  from a  
d i f f e r e n t  a s p e c t ,  i . e . ,  from t h e  economic r e l a t i o n  o f  t h e  
q u e s t i o n .  During t h e  l a s t  10 t o  12 y e a r s ,  t h e  p r i c e  o f  
compute rs  f o r  p u b l i c  u s e ,  c o n s e q u e n t l y  t h e  p e r  u n i t  c o s t s  o f  
p r o c e s s i n g ,  have d e c r e a s e d  i n  a d r a m a t i c  manner ( a c c o r d i n g  t o  
some e s t i m a t i o n s ,  i n  t h e  r a t i o  o f  o n e  hundred t o  o n e ) .  I n  
remote  d a t a  p r o c e s s i n g ,  t h e  p r o p o r t i o n  o f  t h e  p a r t  o f  
communication i s  n o t  d e c r e a s i n g  i n  such  a  s c a l e .  I n  f a c t ,  it 
r e p r e s e n t s  a  c o n s i d e r a b l e  p r o p o r t i o n  of  t h e  whole amount. I n  
t h e  h i g h l y  i n d u s t r i a l i z e d  c o u n t r i e s ,  t h e  c h a r a c t e r i s t i c s  o f  



e s t a b l i s h e d  computing ne tworks ,  t h e i r  s t r u c t u r e  and t h e  s e r v i c e s  
a f f o r d e d  by them, conform t o  t h e  a l r e a d y  deve loped  computing 
c e n t e r s  and a r e  based on them. I n  t h e  c a s e  of  d e v e l o p i n g  
c o u n t r i e s ,  q u e s t i o n s  o f  a n  e n t i r e l y  d i f f e r e n t  c h a r a c t e r  have 
t o  b e  t a k e n  i n t o  a c c o u n t ,  a s  h e r e  t h e  i n t r o d u c t i o n  of  computing 
t e c h n i q u e s  i s  a  c o n d i t i o n  of  t h e  economic upswing of  t h e  
a r e a  and o f  t h e  r a i s i n g  o f  i t s  c u l t u r e .  

3 .  COMMUNICATION SYSTEMS AND THE DEVELOPING COUNTRIES 

Developing c o u n t r i e s  have q u i t e  d i f f e r e n t  p o s s i b i l i t i e s  and 
problems.  I n  t h e  f i r s t  p l a c e ,  t h e  f a s t  r ise o f  t h e s e  c o u n t r i e s  h a s  
c r e a t e d  a n  i m p o r t a n t  demand f o r  communication ne tworks .  From 
t h e  p o i n t  o f  v iew o f  t e c h n i c a l  deve lopment ,  it i s  f a v o r a b l e  
t h a t  t h e  e x i s t i n g  l a t e s t  r e s u l t s  be t a k e n  o v e r ,  i . e . ,  w i t h  new 
e s t a b l i s h m e n t s ,  t h e  momentary l e v e l  o f  t h e  h i g h l y  i n d u s t r i a l i z e d  
c o u n t r i e s  c a n  be t a k e n  on a s  a  s t a r t i n g  p o i n t .  As no p r i o r  
s y s t e m s  e x i s t ,  no problem of  a d a p t i n g  t o  them a r i s e s .  Of c o u r s e ,  
t h e  g r e a t e s t  problem a r i s e s  p r e c i s e l y  from t h e  f a c t  t h a t  t h e s e  
c o u n t r i e s  a r e  i n  a  s t a t e  o f  b e i n g  d e v e l o p e d ,  and t h e  low l e v e l  of  
t h e i r  t e c h n i c a l  c u l t u r e  i s  v e r y  c l o s e l y  r e l a t e d  t o  t h e  v e r y  
low l e v e l  of  n a t i o n a l  income p e r  i n h a b i t a n t .  Because o f  t h i s  
c i r c u m s t a n c e ,  one  c a n  s c a r c e l y  depend on  t e c h n i c a l  e x p e r t i s e .  
Telecommunicat ion and even t r a n s p o r t  c o n n e c t e d  w i t h  it d o e s  n o t  
e x i s t  on t h e  n e c e s s a r y  s c a l e  i n  most d e v e l o p i n g  c o u n t r i e s .  As 
f o r  t h e  s e t t l e m e n t s  t h e m s e l v e s ,  t h e y  a r e  w i d e l y  s c a t t e r e d  
o v e r  enormous a r e a s  . 

The q u e s t  i o n  a r i s e s  t h e n ,  whe ther ,  under  t h e s e  c i r c u m s t a n c e s ,  
it i s  p e r m i s s i b l e  t o  pose  t h e  problem of  computing t e c h n i q u e s ,  
n o t  t o  ment ion  computer  ne tworks ,  o r  even t o  c o n s i d e r  them a s  
b e i n g  demands of  o u t s t a n d i n g  impor tance .  I n  o u r  o p i n i o n ,  it i s  
p e r m i s s i b l e  b e c a u s e  s u c h  t e c h n i q u e s  c a n  h e l p  i n  s o l v i n g  problems 
o f  c a p i t a l  i m p o r t a n c e - - r a i s i n g  t h e  c u l t u r a l  l e v e l ,  p r imary  
e d u c a t i o n ,  and s u p p o r t i n g  a  h e a l t h  s e r v i c e .  N a t u r a l l y ,  o u t s i d e  
computing t e c h n i q u e s  and ne tworks  c a n n o t  s u b s t i t u t e  f o r  l o c a l  
e x p e r t i s e ,  b u t  t h e y  c a n  h e l p  i n  t r a i n i n g  t h e  p e o p l e  of  t h e s e  
d e v e l o p i n g  c o u n t r i e s .  I t  r e s u l t s ,  t h e r e f o r e ,  t h a t  w i t h i n  
d e v e l o p i n g  c o u n t r i e s  demands a r i s e  i n  a  new o r d e r ,  and t h e  aim 
i s  n o t  d a t a  p r o c e s s i n g  o r  even t h e  d i s t r i b u t i o n  o f  s c i e n t i f i c  
i n f o r m a t i o n .  The t e r r i t o r i a l  d i s t r i b u t i o n  o f  t h e  p o p u l a t i o n  
d o e s  n o t  show a  c o n c e n t r a t i o n  i n  towns a s  c a n  be found i n  
h i g h l y  i n d u s t r i a l i z e d  c o u n t r i e s .  Thus a  computing s e r v i c e  
c a n n o t  b e  l i m i t e d  o n l y  t o  t h e  l a r g e r  s e t t l e m e n t s  and towns 
b u t  must  be  made a v a i l a b l e  even i n  a r e a s  w i t h  a  r e l a t i v e l y  
low d e n s i t y  of  p o p u l a t i o n .  

Obvious ly ,  a l l  t h i s  i s  n o t  e q u a l l y  t r u e  f o r  e a c h  d e v e l o p i n g  
c o u n t r y  a s  t h e r e  a r e  v e r y  g r e a t  d i f f e r e n c e s  among them. The 
q u o t a  p e r  c a p i t a  o f  t h e  n a t i o n a l  incomes v a r i e s  w i d e l y .  T h i s  
i s  why w e  a r e  c o n t i n u i n g  o u r  i n v e s t i g a t i o n s  and have chosen  
I r a n  a s  a n  example.  



I r a n ' s  s u r f a c e  a r e a  is  1 , 6  m i l l i o n  s q .  krns; of i t s  
3 3  m i l l i o n  p o p u l a t i o n ,  t w o - t h i r d s  a r e  i l l i t e r a t e .  

I n  f u l f i l m e n t  of i t s  demands, t h e  p r o c e s s i n g  c a p a c i t y  
c a n  be a f f o r d e d  p a r t l y  by compute rs  i n s t a l l e d  i n  t h e  c o u n t r y ,  
and p a r t l y  by t h e  c a p a c i t y  p r o v i d e d  by machines  f u n c t i o n i n g  
o v e r  i t s  b o r d e r s .  A s  t h e  u s e r s  o f  t h e  machines  ( i n  t h i s  c a s e  
t h e  n a t i v e  u s e r s )  a r e  s c a t t e r e d  t h r o u g h o u t  t h e  c o u n t r y ,  
numerous d i s t a n t  t e r m i n a l s  t h a t  a r e  connec ted  by a  network t o  
t h e  p r o c e s s i n g  machines  a r e  n e c e s s a r y .  The main c o n c e r n  i s  
where  t o  i n s t a l l  t h e  machines .  

I n  t h e  c a s e  o f  machines  f u n c t i o n i n g  a c r o s s  t h e  b o r d e r ,  it 
i s  e x p e d i e n t  t o  r e a l i z e  t h e  c o n n e c t i o n  of  t e lecommunica t ion  
by a  s a t e l l i t e  i n  a  p a c k e t  b r o a d c a s t i n g  mode. I n  t h i s  c a s e ,  
it i s  n o t  n e c e s s a r y  t h a t  t h e  machines  be i n  t h e  immediate 
n e i g h b o r i n g  s t a t e .  For  t h i s  p u r p o s e ,  e v e r y  h i g h l y  i n d u s t r i a l i z e d  
c o u n t r y  i n  Europe o r  e l s e w h e r e  c a n  b e  c o n s i d e r e d  a s  a  s i te .  
Accord ing  t o  r e c e n t  i n v e s t i g a t i o n s ,  from t h e  economic p o i n t  o f  
view,  t h e  l o c a l  c o s t s  a r e  p r e v a i l i n g .  But w i t h  s t a t i o n s  
i n s t a l l e d  i n  s e v e r a l  r a t h e r  l a r g e  s e t t l e m e n t s  and w i t h  t e r m i n a l  
sys tems  a t  s m a l l  d i s t a n c e s  connec ted  t o  them, t h e r e  a r i s e  
o n l y  t h e  s i m p l e  c o s t s  o f  i n v e s t m e n t  f o r  t h e  ground t r a n s m i t t e r -  
r e c e i v e r  s t a t i o n .  A t  f i r s t  approach ,  t h e  o p e r a t i n g  expenses  
seem n e g l i g i b l e ;  t h e  c o s t s  o f  l o c a l  communication a r e  somewhat 
h idden .  

I n  t h e  c a s e  o f  compute rs  i n s t a l l e d  w i t h i n  t h e  c o u n t r y ,  
t h e  c o n n e c t i o n  t o  t h e  t e r m i n a l s  by ground s t a t i o n s ,  f i r s t  of 
a l l  by c a b l e s ,  i s  p r e f e r r e d .  The e x i s t i n g  t e l e p h o n e  network 
i s  u n s u i t e d  f o r  pe r forming  t h i s  t a s k  because  of i t s  l i m i t e d  
c a p a c i t y  and i t s  l i n e s  b e i n g  o n l y  s p a r s e l y  d i s t r i b u t e d  
t h r o u g h o u t  t h e  c o u n t r y s i d e .  The e s t a b l i s h m e n t  o f  a  new network 
i s  n o t  o n l y  v e r y  e x p e n s i v e  b u t  i t s  r e a l i z a t i o n  demands a  v e r y  
l o n g  t ime .  Though t h e  g e o g r a p h i c a l  s i t u a t i o n  o f  t h e  c o u n t r y ,  
w i t h  t h e  h i g h  mounta ins  s u r r o u n d i n g  it,  c r e a t e s  r a t h e r  f a v o r a b l e  
c o n d i t i o n s  f o r  t h e  e s t a b l i s h m e n t  of a  communication w i t h  
microwaves, such  a  sys tem demands c o n s i d e r a b l y  more e x p e r t s  t o  
h a n d l e  it t h a n  t h e  former  s o l u t i o n  d o e s ,  b u t  i t s  r e a l i z a t i o n  
demands less t i m e .  

Ana lyz ing  b o t h  p o s s i b l e  a l t e r n a t i v e s ,  w e  shou ld  l i k e  t o  
ment ion t h e  f o l l o w i n g  c o n s i d e r a t i o n s ,  p r e s e n t e d  h e r e  i n  a  
compact c h a r t .  
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4. CONCLUSIONS 

I n  a  deve lop ing  coun t ry ,  t h e  most i m p o r t a n t  a ims  a r e  t h e  
promoting of  e d u c a t i o n ,  t h e  r a i s i n g  of t h e  c u l t u r a l  l e v e l ,  and 
t h e  e s t a b l i s h m e n t  of a  h e a l t h  s e r v i c e .  These demands c a n  be 
a i d e d  c o n s i d e r a b l y  by a  computing t e chn ique  w i t h  i t s  i n t e r a c t i v e  
mode o f  o p e r a t i o n .  The s a t i s f a c t i o n  of  a d d i t i o n a l  demands f o r  
p r o c e s s i n g  o r  u s e  of  i n fo rma t ion  sys tems  can  t a k e  p l a c e  o n l y  
a f t e r  t h e s e  i n i t i a l  demands have been s a t i s f i e d .  I t  is  more 
e x p e d i e n t  t o  ba se  t h e  s e r v i c e  on t h e  f o r e i g n  computer c a p a c i t y .  
T h i s  c r e a t e s  t h e  base  f o r  t h e  computer network i n  t h e  c o u n t r y ,  
c o n t r i b u t e s  t o  t h e  c o u n t r y ' s  g r a d u a l  f u r t h e r  development ,  and 
a s s u r e s  t h e  e q u a l i z a t i o n  of  d i f f e r e n c e s  i n  m e n t a l i t y  and 
a t t i t u d e .  

With t h e  c e n t e r s  be ing  e s t a b l i s h e d  i n  b i g  c i t i e s  ( t h o s e  
hav ing ,  i n c i d e n t a l l y ,  a  u n i v e r s i t y ) ,  t h e  problem of connec t i ng  
t h e  s c a t t e r e d  s e t t l e m e n t s  t o  t h e  network i s  r a i s e d .  I n  a d d i t i o n ,  
t h e r e  i s  t h e  problem o f  t h e  connec t i on  t o  o t h e r  n a t i o n a l  o r  
i n t e r n a t i o n a l  networks.  T h i s  problem i s  a  s o l v a b l e  one .  The 
l a c k  of e x p e r t s  can  be surmounted i n  t h i s  c a s e ,  bu t  i t s  s o l u t i o n  
r e q u i r e s  c o n s i d e r a b l e  e f f o r t .  

I n  r e a l i z i n g  t h e s e  problems,  a  new a t t i t u d e  was adopted  t h a t  
s i g n i f i e s  a  s t e p  a )  toward e s t a b l i s h i n g  a  computer  network 
a l l  o v e r  t h e  wor ld ,  a n  i n fo rma t ion  system a s s u r i n g  t e l e p h o n e  
s e r v i c e ,  and b)  toward "compunicat ion" t o  be e s t a b l i s h e d  a t  
l e n g t h  w i t h  t h e  pa t ronage  of t h e  UNO. Of c o u r s e ,  a  number of 
problems s t i l l  a w a i t  s o l u t i o n ,  beg inn ing  w i t h  s t a n d a r d i z a t i o n  
and ending  w i t h  a s s u r i n g  t h e  n e c e s s a r y  number of e x p e r t s .  
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Man/Computer Communication: A Problem of  L i n k i n g  

Semant ic  and S y n t a c t i c  I n f o r m a t i o n  P r o c e s s i n g  

K.  Fuchs -Ki t towsk i ,  K .  Lemgo, U .  S c h u s t e r ,  and B. Wenzlaff 

Through t h e  development  o f  more e f f i c i e n t  computer  ne tworks ,  
t h e  compute r  w i l l  e x p e r i e n c e  more economica l  u s a g e ,  t h e  t e c h n i c a l  
r e l i a b i l i t y  o f  t h e  sys tem w i l l  r i se ,  and computer  t e c h n o l o g y  
w i l l  b e  d i r e c t l y  a v a i l a b l e  t o  t h e  u s e r .  G e n e r a l  and s p e c i a l  
communicat ion l a n g u a g e s  w i l l  b e  d e v e l o p e d  t o  s e r v e  a s  a  b r i d g e  
between t h e  p rograming  and c o n t r o l  l a n g u a g e s ,  t h u s  a l l o w i n g  t h e  
u s e r  t o  f o r m u l a t e  programs r e a d i l y  a c c e p t a b l e  t o  t h e  machine.  
I n  a d d i t i o n  t o  t h i s  d e c i s i v e  t r e n d  o f  deve lopment ,  t h e r e  i s  
a n o t h e r  a s p e c t  which,  i n  o u r  o p i n i o n ,  seems t o  b e  o f  growing 
s i g n i f i c a n c e ,  namely, t h e  i n t e g r a t i o n  o f  t h e s e  h i g h l y  e f f i c i e n t  
s o f t  and hardware  sys tems  i n t o  t h e  complex o f  problem p r o c e s s i n g  
and s o l v i n g  by man. W e  a r e  o f  t h e  o p i n i o n  t h a t  t h i s  i n t e g r a t i o n  
c a n n o t  and must n o t  b e  p e r m i t t e d  t o  remain  r e s t r i c t e d  t o  t h e  
m a s t e r i n g  and a p p l i c a t i o n  o f  p r e d e t e r m i n e d  more complex models  
and p a r t i a l  mode l s ,  b u t ,  must a l s o  encompass t h e  p r o c e s s  o f  
d e a l i n g  w i t h  new d a t a  p r o c e s s i n g  t a s k s  a r i s i n g  d i r e c t l y  f rom 
d a t a  p r o c e s s i n g .  Thus,  a s  w e  s h a l l  show i n  o u r  p a p e r ,  t h e  
e s s e n t i a l  b a s i s  f o r  t h i s  i s  g i v e n  i n  t h e  f o r m u l a t i o n  o f  t a s k s  
f o r  d a t a  p r o c e s s i n g  c o n s i s t i n g  o f  t h e  t r a n s i t i o n  f rom s e m a n t i c  
t o  s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g .  The c a p a b i l i t y  of t h e  
compute r  o p e r a t o r  t o  d e a l  w i t h  t e c h n i c a l  s y s t e m s  c a n n o t ,  
t h e r e f o r e ,  be  r e s t r i c t e d  t o  t h e  h a n d l i n g  o f  programing and 
communicat ion l a n g u a g e s ,  b u t  s h o u l d  a l s o  i n c l u d e  t h e  c r e a t i o n  
o f  t a s k s  and  programs f o r  u s e  i n  p r o c e s s i n g .  W e  b e l i e v e  t h a t  
t h e  e n s u r i n g  p r o c e s s  of o p e n i n g  c o m p l e t e l y  new f i e l d s  o f  
a p p l i c a t i o n  w i t h  dynamic p h a s e s  o f  i n t e r s e c t i o n  of s e m a n t i c  
and s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g  i s  a n  i s s u e  which s h o u l d  
n o t  be  c o n s i d e r e d  a  problem of  t h e  u s e r  a l o n e .  

I n f o r m a t i c ,  b e i n g  more t h a n  a  p u r e l y  m a t h e m a t i c a l  and  
t e c h n i c a l  d i s c i p l i n e ,  i n v o l v e s  a n a l y s i s  of t h e  g e n e r a l  s t r u c t u r e  
o f  s p h e r e s  t o  which a u t o m a t i c  i n f o r m a t i o n  p r o c e s s i n g  c a n  be 
a p p l i e d  a s  w e l l  a s  t h e  c o n d i t i o n s  by which t h e  h a r d  and s o f t w a r e  
sys tems  a t  o n e ' s  d i s p o s a l  c a n  be used  t o  t h e  b e s t  a d v a n t a g e .  
We v iew t h i s  s p h e r e  of i n f o r m a t i c s  a s  a  form of o r g a n i z i n g  
i n f o r m a t i o n  p r o c e s s i n g ,  b e g i n n i n g  w i t h  a  s c i e n t i f i c  a n a l y s i s  
o f  t h e  i n t e r r e l a t i o n s  between s e m a n t i c  and  s y n t a c t i c  (human 
o r  m e c h a n i c a l )  i n f o r m a t i o n  p r o c e s s i n g  f rom which g e n e r a l  
p r i n c i p l e s  f o r  t h e  d e s i g n  o f  i n f o r m a t i o n  sys tems  c a n  b e  d e r i v e d .  

With r e g a r d  t o  t h e  t r e n d s  o f  development  we have  o u t l i n e d  
h e r e ,  w e  have g a i n e d  e x p e r i e n c e  i n  t h e  e s t a b l i s h m e n t  o f  
i n f o r m a t i o n  s y s t e m s  t h a t  h a s  i n d u c e d  u s  t o  d e v o t e  t h e  same d e g r e e  
o f  a t t e n t i o n  t o  t h e  t r e n d  toward more e f f i c i e n t  man/computer 



systems with special organizational components. 

Man/computer systems are complex information systems of 
purposeful interrelated syntactic and semantic processes of 
information processing. Therefore, they require detailed 
knowledge of the rationale of the transition from the semantic 
to the syntactic phase and vice versa. To leave these problems 
untouched would mean an even greater limitation of the range 
of application and the social effectivity of computer systems. 
In turn, the gap between theory and practice of mental work and 
analysis of social systems, which is already evident, will 
deepen even more. 

If we understand by system analysis a method that is applied 
to solve organizational, control, and decision problems in 
social systems, then system analytical activity from the aspect 
of information and data processing always leads to the setting 
up of information systems, that is, to a designed cooperation of 
human and machine, or semantic and syntactic information- 
processing operations. 

A special task in the design of information systems is to 
consider how the advantages and the special performance of 
specifically human, semantic information processing can be 
linked with the performance of syntactic information processing 
(structure-processing automats) so as to form a high performance 
overall system. 

The analysis of complex information systems (for instance, 
a hospital consisting of various subsystems, such as the 
administration, the patient, documentation, medicine, etc.) 
shows that their set-up differs significantly. 

a) Information systems are mixtures of semantic and 
syntactic information processing. 

b) Information systems are efficiently aided by different 
types of automated information-processing systems. 

c) Information systems according to points (a) and (b) 
have different forms of man/computer communication for 
allowing purposeful combination of human and machine 
information processing. 

d) Theoretical problems of social organization and problems 
of man/computer communication may be rather similar, 
no matter whether a single (autonomous) computer or 
computer networks are used. 

J.C. Chupin [2] also writes: "It is our main concern that 
the logical network machine appears to the user as a single 
computing facility." 



S t a r t i n g  from a  c l e a r  l i m i t a t i o n  o f  t h e  o b j e c t  of  
au tomat ion  t o  f o r m a l i z a b l e  o p e r a t i o n  and from an  a n a l y s i s  of  
t h e  p r o c e s s  o f  working upon problems, a  d i s t i n c t i o n  c a n  be made 
between schemat ic  and nonschematic t a s k s  [6,91. I n  t h i s  way, 
it becomes obv ious ly  c l e a r  t h a t ,  on t h e  one hand, a  concep t ion  
of  f u l l  au tomat ion  i s  mis taken  and t h a t ,  on t h e  o t h e r  hand, 
a  r e s t r i c t i o n  of  au tomat ion  t o  o n l y  p roces s ing  schemat ic  t a s k s  
i s  n o t  a  s u f f i c i e n t  p i c t u r e .  I t  c a n  be shown t h a t  modern 
computers ,  under  c e r t a i n  o r g a n i z a t i o n a l  c o n d i t i o n s ,  may a l s o  be 
used t o  p roces s  nonschematic t a s k s ,  t h a t  i s ,  newly emerging,  
and normal ly  once-occur r ing  t a s k s .  By a p p r o p r i a t e  o r g a n i z a t i o n a l  
measures ,  it i s  t h e r e f o r e  p o s s i b l e  t o  o b t a i n  dynamic forms of  
l i n k i n g  human and machine-operated i n fo rma t ion  p roces s ing  w i t h o u t  
having t o  deve lop  comple te ly  new founda t ions  i n  programing 
technology .  I n  t h i s  r e s p e c t ,  t h e  s e t t i n g  up of an i n fo rma t ion  
c e n t e r ,  by which a  s p e c i a l  form of  man/computer communication i s  
c a r r i e d  o u t ,  p l a y s  an impor tan t  r o l e .  This  w i l l  be  p r e sen t ed  i n  
g r e a t e r  d e t a i l .  

The b a s i c  problem i n  ou r  c o n s i d e r a t i o n s  abou t  g e n e r a l  
i n f o r m a t i c s  i s ,  fu r the rmore ,  t h e  achievement  of t h e  c l e a r e s t  
d i s t i n c t i o n  p o s s i b l e  between semant ic  and s y n t a c t i c  i n fo rma t ion  
p roces s ing  and t h e  d i f f e r e n t i a t i o n  of i n fo rma t ion  i n t o  d e s c r i p t i o n s  
and d a t e ,  t h a t  is,  whether  we a r e  d e a l i n g  w i t h  f o r m a l i z a b l e  
i n fo rma t ion  t h a t  c a n  be d e s c r i b e d  i n  e x t e n s i o n a l  t e rms  o r  n o t .  
A s u f f i c i e n t  b u t  e s s e n t i a l  p r e c o n d i t i o n  f o r  t h e  u s e  of s t r u c t u r e -  
p roces s ing  computers  o r  o f  a  computer network f o r  r a t i o n a l i z i n g  
i n fo rma t ion  p roces s ing  c o n s i s t s  i n  f o r m a l i z a t i o n  of t h e  
i n fo rma t ion  ( t h a t  is ,  it must be a v a i l a b l e  i n  t h e  form of d a t a )  
and of t h e  o p e r a t i o n s  ( t h a t  is  t h e y  must be a v a i l a b l e  a s  
a l g o r i t h m s ) .  

From t h e s e  d i s t i n c t i o n s  emerges t h e  problem of t h e  
e f f e c t i v e  coup l ing  of semantic  and s y n t a c t i c  i n f o r m a t i o n  
p roces s ing  and t h e  i n t e g r a t i o n  of machine o p e r a t e d ,  in format ion-  
p roces s ing  systems i n t o  t h e  in format ion-process ing  systems of 
t h e  s o c i a l  r ep roduc t ion  p roces s .  

The exchange of  s y n t a c t i c  i n fo rma t ion  between systems i s  
c h a r a c t e r i s t i c  of communication between computers  o r  between 
man and a  computer a s  w e l l  a s  of  b i o l o g i c a l  c o n t r o l  and 
r e g u l a t i o n  mechanisms. 

Two u s e r s  can  appear  i n  a  computer network i n  r e g a r d  t o  
t h e  computer: man, who i s  d i r e c t l y  l i n k e d  t o  t h e  machine by 
means of a  t e r m i n a l ,  o r  a n o t h e r  computer which cannot  s o l v e  
t h e  t a s k s  it i s  programed t o  d o  w i thou t  t h e  a s s i s t a n c e  of t h e  
f i r s t  computer o r  which p a s s e s  on t o  it t h e  e n t i r e  problem, o r  
which i s  l i n k e d  t o  it due t o  d a t a  t r a n s f e r .  

Both t h e  computer/computer and t h e  computer/man exchange 
of i n fo rma t ion  is  l i m i t e d ,  j u s t  a s  w i t h  b i o l o g i c a l  c o n t r o l  and 
r e g u l a t i o n  mechanisms, t o  s y n t a c t i c  i n fo rma t ion ,  which r e s u l t s  
from t h e  a forement ioned  c o n d i t i o n s  of  computer a p p l i c a t i o n .  



I n  o u r  o p i n i o n ,  t h e  man/computer communicat ion ( a s  t h e  
exchange  o f  i n f o r m a t i o n  between t h e  computer  and t h e  human 
b e i n g )  i s  o f t e n  c o n f u s e d  w i t h  t h e  exchange  o f  i n f o r m a t i o n  
between human b e i n g s ,  d u e  t o  t h e  f a c t  t h a t  t h e  s i g n i f i c a n c e  
of  t h e  d i f f e r e n t i a t i o n  between t h e  s e m a n t i c  and t h e  s y n t a c t i c  
i s  o v e r l o o k e d .  The r e s u l t  o f  computer  o r  computer  network 
p r o c e s s e d  d a t a  i s  s y n t a c t i c  i n f o r m a t i o n  which man u s e s  i n  t h e  
o v e r a l l  p r o c e s s  o f  h i s  s e m a n t i c  p r o c e s s i n g  of i n f o r m a t i o n .  
H e r e i n  l i es  a l s o  t h e  e s s e n t i a l  d i f f e r e n c e  between t h e  computer /  
computer  exchange o f  i n f o r m a t i o n ,  which i s  t h e  p r o c e s s i n g  of  
s y n t a c t i c a l  i n f o r m a t i o n  i n  t h e  s e n s e  o f  t r a n s i t i o n ,  and t h e  
exchange of  i n f o r m a t i o n  between man and t h e  compute r .  H e  
a s s i g n s  f o r m a l i z a b l e  s e m a n t i c  i n f o r m a t i o n  t o  t h e  machine,  
mapping s e m a n t i c  t o  s y n t a c t i c  i n f o r m a t i o n  s t r u c t u r e s ,  and 
t h u s  c r e a t i n g  t h e  c o n d i t i o n s  f o r  c a r r y i n g  o u t  mach ine-opera ted  
p r o c e s s i n g  of s t r u c t u r e .  ( T h i s  i s  r e p r e s e n t e d  i n  F i g u r e  1 and 
F i g u r e  2 ) .  

I PKODUCTIVE INTELLECTUAL ACTIVITIES I 
c r e a t i v e  a c t i v i t i e s  noncreat ive a c t i v i t i e s  

ROUTINE 
a c t i v i t i e s  
purposeful  
use of t h e  
i n t e r i o r  model 

NONFOKMALIZABLE I NONSCHEMATIC 
o r  unf ormalized TASK f ormalized 
ROUTINE I unique r o u t i n e  

I -  
I r o u t i n e  
I -.-.-,- I. - ,-. .+.-.- 
I 

Object  of automation I I I 
I 

dynamic s t a t i c  I 
automated automated I , information- in format ion- /  , processing process ing  
system system 

I 
I - - - - - - - - - - - - - - - - - l  

Figure 1 .  Subdivision of  productivc intellectual activities 

according to  t l ~ c  aspcct o f  information. 
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Figure 2. 

T h e r e f o r e ,  e f f i c i e n c y  o f  e l e c t r o n i c  d a t a - p r o c e s s i n g  s y s t e m s  
depends  n o t  o n l y  on t h e  t e c h n o l o g y  t h a t  c a n  be  employed, b u t  
r a t h e r  on t h e  d e g r e e  o f  s c i e n t i f i c  i n s i g h t  i n t o  t h e  i n f o r m a t i o n a l  
p r o c e s s e s  and t h e  o b t a i n e d  o r g a n i z a t i o n a l  s o l u t i o n s .  I n  t h i s  
r e s p e c t ,  t h e  p o i n t  i s  n o t  o n l y  t o  d e t a c h  f o r m a l i z a b l e  i n f o r m a t i o n  
( d a t a )  and o p e r a t i o n s  f rom t h e  t o t a l  amount o f  human a c t i v i t i e s ,  
b u t ,  above  a l l ,  t o  r e i n t e g r a t e  au tomated  i n f o r m a t i o n - p r o c e s s i n g  
o p e r a t i o n s  i n t o  t h e  complex p r o c e s s  o f  human work i n  a  u s e f u l  
manner.  

Man/computer communication i s  t o  be c o n s i d e r e d  f rom two 
i n t e r r e l a t e d  a s p e c t s .  On t h e  one  hand, it i s  a  mere i n s t r u m e n t  
t o  r a t i o n a l i z e  human i n f o r m a t i o n - p r o c e s s i n g  o p e r a t i o n s .  On 
t h e  o t h e r  hand ,  it i s  more and more becoming a n  i n t e g r a l  p a r t  o f  
t h e  i n t e l l e c t u a l  p r o c e s s  o f  work performed by man. As a  mere 
i n s t r u m e n t ,  computer  a p p l i c a t i o n  i s  l i m i t e d  t o  s u p p l y i n g  and 
u s i n g  models .  These  models  a r e  r e p r e s e n t i n g  t h e  c o n t i n u a l l y  
r e p e a t e d  t a s k s  t h a t  c a n ,  t h e r e f o r e ,  be p u t  i n t o  a  scheme. 
These t a s k s  c a n  t e m p o r a r i l y  be s e p a r a t e d  from t h e  problem 
p r o c e s s i n g  and s o l v i n g  p r o c e s s  o f  man engaged i n  c r e a t i v e  
a c t i v i t i e s  from h i s  s e m a n t i c  i n f o r m a t i o n  p r o c e s s i n g .  But we 
have a l s o  t o  c o n s i d e r  t h e  p o s s i b l i l i t y  o f  s o l v i n g ,  w i t h  t h e  
h e l p  o f  t h e  compute r ,  t h e  t a s k s  which a r e  n o t  c o n t i n u o u s l y  
r e p e a t e d ,  which a r e  r e l a t i v e l y  u n i q u e  and o c c u r  u n f o r e s e e a b l y  
i n  human problem p r o c e s s i n g  and s o l v i n g  (nonschemat ic  t a s k s )  
which a r e  wor th  b e i n g  au tomated .  



Then the dynamical transitions between emerging new 
tasks and their solution by computer must be mastered. Computer 
application always means to link syntactic and semantic 
information-processing operations. 

Semantic information processing is the combination of 
meanings of information to form new meanings. It is typical 
of man's intellectual information processing to be concentrated 
upon the contents. The structural processes which are under- 
lying the meaning of words and sentences are carried out by 
man unconsciously. By making man continually aware of the 
structural processes, his creative thinking would be interrupted 
and troubled. Hence, semantic information processing is 
immediate processing of semantic statement contents. 

Syntactic information processing is a transformation of 
the structure of information carriers. On the basis of 
unique rules between information carriers and their meanings, 
new meanings are ascribed to them. The contents of semantic 
statements are processed by the mediation of structural 
transformations. 

The aim of modeling the semantic information processing 
operations is mapping the semantic coupling processes of 
operations with syntactic representations of semantic information. 
When modeling semantic information-processing operations, 
immediate processing of meaning is replaced by indirect processing 
of meaning. In the ideal case, functional identity is achieved 
between processing semantic statement contents and structural 
processing. Models satisfying these requirements are considered 
as a formalization of information-processing operations. 

When modeling information processing operations, that is, 
representing information processing operations by syntactic 
information-processing operations, as a rule, one essential 
aspect is defined. We speak then of a one-aspect definition 
of the essence of things. 

Semantic information processing is characterized by 
complexly viewing the essence of things from many directions 
and by considering the unity of the essential and nonessential 
features when combining meanings. We speak of a many-aspect 
definition of the essence of things then. By modeling, the 
operational scope is limited in which semantic information- 
processing operations are taking place, and functional 
principles of semantic operations are replaced by principles 
of transferring syntactic structures. 

Isomorphic mapping of semantic information-processing 
operations on syntactic ones is, therefore, impossible. Still, 
modeling of semantic informat ion-processing operat ions should 
be tried, where it is reasonable. Scientific cognition of 
man proceeds in this manner and thereby successfully solves 
practical and theoretical problems. Exact (mathematical) 
scientific explanations of facts can be represented in 



formalizable science languages. By the tension between 
semantic and syntactic information processing, the possibilities 
and limits of mathematical modeling are shown. 

Communication between man and a computer, at any rate, 
raises the problems of linking syntactic and semantic information- 
processing operations. It is possible to use a computer for 
rationalizing human thinking on the condition that the mapping 
of semantic information-processing operations on structures 
capable of being processed by machines has been mastered and the 
results of it can be included into the system of human information 
processing. When considering the complexity, variability, and 
dynamics of human semantic information processing, three 
different basic situations of computer use are to be distinguished: 

a) Semantic information-processing operations have been 
completely mapped on syntactic ones. They are replaced 
by machine-processing functions. Integration is reduced 
to receiving the results of the syntactic information- 
processing operations assigned to the machine. We 
speak of solving schematic data-processing tasks with 
ensuring evaluation of the resulting data. 

b) There are formalized and hence uniquely defined sub- 
models for syntactic information-processing operations 
that can be included into human information-processing 
operations by variable definition of different param- 
eters and various concatenation. Subtasks that can be 
presented as a scheme are solved then, the resulting 
data being used for continuing or completing the 
semantic information-processing operations. 

C) Semantic information-processing operations lead 
toward formulating tasks that can be mapped in 
principle on syntactic information-processing 
operations. There exists no ready-made scheme for 
them, however. Therefore, we speak, in this case, 
of tasks that can not be represented as a scheme. 
Human and machine information processing can be 
linked here if there is a rational method--a worked-out 
technology of modeling. Design and programing are to 
be considered as task and program generating. 

This situation corresponds to processing and solving 
problems leading to formulating, with unforeseeable data, 
processing tasks and thus to modeling as an integral part of 
the problem-solving process. 

There are different situations in man/computer communication: 

a) the existence of simple and complex overall models, 

b) the existence of determined submodels in variable 
information-processing operations, 

C) the production of submodels according to the aims of 
the complex information-processing operations. 



From t h e s e  s i t u a t i o n s  r e s u l t  d i f f e r e n t  c h a r a c t e r i s t i c  
p o i n t s  of i n t e r s e c t i o n  i n  man/computer communication (see F i g u r e  3 ) .  
By p o i n t  o f  i n t e r s e c t i o n  we mean t h e  way i n  which i n f o r m a t i o n  
p r o c e s s i n g  t y p i c a l  of man and of  t h e  computer  c o i n c i d e .  

There  a r e :  

a )  s t a t i c  p o i n t s  of i n t e r s e c t i o n  between s e m a n t i c  and 
s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g .  The s t a t i c  c h a r a c t e r  
r e s u l t s  from working on d e f i n e d  models and t h e  s i m p l e  
s u p p l y  o f  r e s u l t s .  

b )  V a r i a b l e  p o i n t s  of i n t e r s e c t i o n  between s e m a n t i c  
and s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g .  The v a r i a b i l i t y  
c o n s i s t s  i n  working on d e f i n e d  submodels and i n  t h e  
p o s s i b i l i t y  of c o r r e c t i n g  o b t a i n e d  r e s u l t s  by 
changing  t h e  paramete r  d e t e r m i n a t i o n  and c o n c a t e n a t i o n  
of models .  

C )  Dynamic p o i n t s  o f  i n t e r s e c t i o n  between s e m a n t i c  and 
s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g .  The d y n a m i c r e s u l t s  
from t h e  d e c i s i o n s  o f  man t o  produce submodels 
a c c o r d i n g  t o  t h e  problem p r o c e s s i n g ;  t h e  models e x i s t  
h e r e  a s  a  p o t e n t i a l ,  a s  p o s s i b i l i t i e s ,  and e v e r y  
d e c i s i o n  d e t e r m i n e s  t h e  i n t e r s e c t i o n  between s e m a n t i c  
and s y n t a c t i c  i n f o r m a t i o n  p r o c e s s i n g .  

I n  c a s e  a ) ,  w e  speak  of  s e l e c t i v e  man/computer communication, 
a s  de te rmined  models a r e  chosen  from a  s t o c k .  

I n  c a s e  b ) ,  w e  speak  of s e l e c t i v e  man/computer communication 
w i t h  v a r i a b l e  d a t a  f i l e  i n p u t  and v a r i a b l e  c o n c a t e n a t i o n  of 
programs.  Determined submodels a r e  chosen  from a  s t o c k .  

I n  c a s e  c ) ,  w e  speak  of  g e n e r a t i n g  man/computer communication 
c o v e r i n g  b o t h  g e n e r a t i n g  i n p u t  d a t a  f i l e s  and program g e n e r a t i n g .  
Data  f i l e  g e n e r a t i o n  i s  t o  be r e g a r d e d  a s  a  combina t ion  of  
d a t a  o r  a  s t o c k  of d a t a ,  and program g e n e r a t i n g  a s  an i n t e r p l a y  
o f  t h e  o p e r a t i n g  sys tem and s p e c i a l  programing sys tems  t o  p roduce  
workab le  e v a l u a t i o n  programs. 

I n  a l l  t h r e e  c a s e s ,  a t  l e a s t  i n  c a s e s  b )  and c ) ,  communi- 
c a t i o n  between man and computer  c a n  t a k e  p l a c e  a s  a  d i a l o g u e ,  
t h a t  i s ,  a s  some i n t e r p l a y  between human and programed d e c i s i o n s .  
I n  t h i s  c o n t e x t ,  s e l e c t i v e  d i a l o g u e  c a n  be d i s t i n g u i s h e d  from 
g e n e r a t i n g  d i a l o g u e  between man and computer  (.See F i g u r e  4 ) .  

I n  most c a s e s ,  o n l y  s i m p l e  communication and d i r e c t  
d i a l o g u e  a r e  d i s t i n g u i s h e d  from e a c h  o t h e r .  On t h e  c o n t r a r y ,  
w e  t h i n k  a  d i s t i n c t i o n  between t h r e e  b a s i c  fo rms  of  man/computer 
communication n e c e s s a r y .  The q u e s t i o n  of d i a l o g u e  d e s i g n  i s  
a  minor a s p e c t  s u b o r d i n a t e d  t o  t h i s  t r i p a r t i t i o n .  

The v a r i o u s  p o s s i b i l i t i e s  o f  d e s i g n i n g  t h e  d i a l o g u e  
depend on t h e  t y p e  of i n t e r s e c t i o n s .  I n  c a s e  a ) ,  w i t h  o n l y  
s i m p l e  p a r a m e t e r s  be ing  h a n d l e d ,  t h e  p o s s i b i l i t i e s  of a  d i a l o g u e  
a r e  l i m i t e d .  
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The r e q u i r e m e n t s  t o  t h e  u s e r  a r e  d i f f e r i n g  i n  t h e  t h r e e  
ment ioned c a s e s  of  man/computer communication. 

I n  c a s e  a ) ,  t h e  u s e r  must know t h e  l o g i c  of  a  model and be 
a b l e  t o  u s e  it w i t h  v a r i a b l e  p a r a m e t e r s .  He must be c a p a b l e  of 
p u t t i n g  i n  d a t a  and c a l l i n g  o f f  d a t a  from a  d a t a  s t o r a g e  d e v i c e .  

I n  t h i s  c a s e ,  a s  i n  most c a s e s  a f t e r  a  s h o r t  i n i t i a l  p e r i o d ,  
t h e  u s e r  i s  a b l e  t o  c a r r y  o u t  communication w i t h  a  computer  
c o m p l e t e l y  i n d e p e n d e n t l y .  We c a l l  t h i s  s i m p l e  man/computer 
communicat ion.  

I n  c a s e  b ) ,  t h e  u s e r  must know t h e  l o g i c  and per formance  
of  t h e  submodels and be c a p a b l e  o f  p u t t i n g  i n  v a r y i n g  d a t a ,  
a s  i n  c a s e  a ) ,  and ,  i n  a d d i t i o n ,  of  s e l e c t i n g  and c o n c a t e n a t i n g  
submodels  . 

The r e q u i r e m e n t s  t o  t h e  u s e r  a r e  s o  e x t e n s i v e  h e r e  t h a t  
some a i d  by a  problem a n a l y s t  may become n e c e s s a r y .  I n  t h i s  
c a s e ,  communication may be c a r r i e d  o u t  e i t h e r  d i r e c t l y  between 
t h e  u s e r  and t h e  computer ,  o r  w i t h  t h e  a i d  of  a  problem a n a l y s t .  
W e  t h e r e f o r e  speak  of ex tended  man/computer communication. 

I n  c a s e  c ) ,  t h e  u s e r  i s  r e q u i r e d  t o  know t h e  l o g i c  and 
per formance  of t h e  sys tem i n  g e n e r a t i n g  some b a s i c  models .  
He must have a  good m a s t e r y  of a l l  b a s i c  forms o f  d a t a  h a n d l i n g  
and of  c o n t r o l i n g  program g e n e r a t i n g .  We t h i n k ,  i n  t h i s  c a s e ,  
a  d i v i s i o n  o f  l a b o r  i s  u s e f u l  between t h e  man who works on a  
problem and a  problem a n a l y s t  o r  programer.  Then we speak  o f  
i n d i r e c t  man/computer communication. 

F o r  man/computer communicat ion,  a  l anguage  i s  needed t h a t  
c a n  be i n t e r p r e t e d  b o t h  i n  s e m a n t i c  and i n  s y n t a c t i c  t e r m s .  
Tha t  means, it must s t i m u l a t e  human t h i n k i n g  and t r i g g e r  o f f  
computer  p r o c e s s i n g  f u n c t i o n s .  

The c h a r a c t e r  o f  t h e  n e c e s s a r y  communication l anguage  
depends  on t h e  g o a l s  o f  communication between man and computer.  

I n  c a s e  a ) ,  it is  s u f f i c i e n t  t o  d e s i g n  a  s i m p l e  communication 
l anguage .  I ts  e l e m e n t s  a r e  r e l a t e d  t o  s o l v i n g  t h e  f o l l o w i n g  
problems:  d a t a  i n p u t  o r  c a l l  o f f ,  e l e m e n t a r y  d a t a  h a n d l i n g ,  
a c t i v a t i o n  of  a  complex program, and c h o i c e  o f  l i s ts  w i t h  
r e s u l t s .  

A few examples  of  t h i s  a r e  l a n g u a g e s  f o r  g e n e r a t i n g  l is ts ,  
s u c h  a s  RPG o r  LISP; q u e r y  l a n g u a g e s  f o r  management s y s t e m s ,  
s u c h  a s  CIS o r  POLIS [ I ] ;  q u e r y  l a n g u a g e s  f o r  r e t r i e v a l  s y s t e m s ,  
s u c h  a s  AIDOS o r  FAKIR [ 1 8 ] ;  and s i m p l e  d i a l o g u e  l a n g u a g e s  w i t h  
e l e m e n t s  a d a p t e d  t o  t h e  u s e r ' s  h a b i t s  of  l anguage .  

I n  c a s e  b ) ,  it i s  n e c e s s a r y  t o  d e v e l o p  an  ex tended  
communication l anguage  t o  f o r m u l a t e  a b o u t  a l l  t h e  program 
c o n t r o l  o f  c o n c a t e n a t e d  submodels and problems of  c o m p l i c a t e d  
d a t a  m a n i p u l a t i o n .  



For instance, the simulation of an ecological system calls 
for a combination of many specific functions that can be 
called off in terms of a special simulation 1anguage.l Designing 
machines or buildings necessitates another logic and another 
complex of functions and operations. To call them off and 
combine them, special programing languages have been designed. 2 

There are also special programing languages for planning 
economic systems. It is typical of programing languages at 
this level that, in most cases, they have such denominations 
for functions and subprograms that are familiar to an expert 
in the respective field. 

Insofar as these languages contain elements for dialogue, 
the user can start a conversation with the computer, a special 
dialogue technology (terminals and displays) being given. 

An example for a user-oriented dialogue system based upon 
the APL language and designed for the process of planning is 
provided by CPL (conversational planning language). 

In case c), the design of a language for communication with 
a computer is identical with designing rational programing, 
macro, and control languages to handle all elements of automated 
information-processing systems. Only by means of such languages, 
mostly universal programing languages, can the potential of a 
system be used in full. 

In cases a) and b), special communication languages are 
useful for people unfamiliar with computers. In case c), 
however, communication with a computer will be the affair of 
specialist programers. By means of an ASSEMBLER or of general 
programing languages, such as FORTRAN, PL/l, APL, or others well 
suited for formulating various algorithms, the potential of the 
computer can be well utilized. 

 ere, we think, for instance, of the language system CML, 
presented at Hasenberg, and underlying the simulation language 
HPMOD [3]. 

L For instance, in the GDR, we have the languages: 

WISMAR, Wirkflachenverfahren-~prache fur maschinenbauliche 
Rationalisierung (effective surface language for 
rationalizing machine tools [12]. 

PROBAT, PROFUND, for the dialogue of civil engineering designers 
by means of a single-purpose computer. 

MAUS, mehrdimensionale Messdaten-Auswertung von mechanischen 
Werkstucken (multidimensional data evaluation of 
mechanical parts). 



For  p e o p l e  working on problems,  w e  must aim a t  d e s i g n i n g  
language  e l e m e n t s  f o r  f o r m u l a t i n g  t a s k s  r a t i o n a l l y  a l l o w i n g  
a  v e r y  s i m p l e  t r a n s i t i o n  t o  machine r e a d a b l e  f o r m u l a t i o n  of a  
t a s k  ( t h a t  i s  programing) .  These l anguage  e l e m e n t s  a r e  a  l i n k  
between t h e  f o r m u l a t i o n  of t a s k s  i n  s e m a n t i c  t e r m s  and t h e  
i n t e n d e d  s y n t a c t i c  i n f o r m a t i o n - p r o c e s s i n g  o p e r a t i o n s .  

The development  o f  a  s p e c i a l  communication l anguage  ought  
t o  be l i m i t e d  t o  t h e  a p p l i c a t i o n  c a s e s  a )  and b )  . The s p e c i a l  
communication l anguage  s e r v e s  t o  d e s i g n  a n  immediate  d i a l o g u e  
between t h e  u s e r  and t h e  computer ,  and a t  t h e  same t i m e ,  a lways  
means r e a l -  t i m e  p r o c e s s i n g .  

A p p l i c a t i o n  c a s e  c )  r e q u i r e s  v e r y  d e t a i l e d  s p e c i a l  
knowledge i n  t h e  f i e l d  o f  computer  t e c h n o l o g y  and of model ing 
p r o c e s s e s .  Above a l l ,  t h e r e  o c c u r  nonschematic  t a s k s ,  and 
t h e  n e c e s s i t y  o f  immediate  a c t i o n  and d e c i s i o n  is  n o t  t y p i c a l  
of t h e  c r e a t i v e  problem-solving p r o c e s s .  T h e r e f o r e ,  i t  i s  
n o t  n e c e s s a r y  t o  b u i l d  d i r e c t  man/computer sys tems  w i t h  r e a l  
t i m e  p r o c e s s i n g .  To g i v e  a i d  t o  t h e  p r o c e s s  of working on 
problems and s o l v i n g  them, e s p e c i a l l y  f o r  management s t a f f  of 
h i g h e r  l e v e l s ,  i n d i r e c t  man/computer communication i s  by f a r  
a  more advan tageous  s o l u t i o n .  I n  i n d i r e c t  communication, a  
s p e c i a l  p r o c e s s  o f  work is  s w i t c h e d  i n  between t h e  s y n t a c t i c  
and t h e  s e m a n t i c  i n f o r m a t i o n - p r o c e s s i n g  o p e r a t i o n s .  T h i s  
p r o c e s s  of work c o m p r i s e s  t h e  f a c t  p r o c e s s  t o  be modeled u n t i l  
t h e  f o r m u l a t i o n  o f  a  m a c h i n e - i n t e l l i g i b l e  d a t a  p r o c e s s i n g  
t a s k ,  i n c l u d i n g  c o o p e r a t i o n  of t h e  u s e r  w i t h  t h e  modeler  
(problem a n a l y s t )  on t h e  semant ic  l e v e l .  

So, t h e  f u n c t i o n  of  m e d i a t i n g  i s  c a r r i e d  o u t  by a  s p e c i a l  
o r g a n i z a t i o n a l  component o f  man/computer communication t h a t  i s  
o f t e n  c a l l e d  a n  i n f o r m a t i o n  c e n t e r  [ 1 5 ] .  

The d i s t i n c t i o n  between d i r e c t  and i n d i r e c t  communication, 
a s  o u t l i n e d  h e r e ,  once  more emphas izes  t h e  n e c e s s i t y  o f  
r e g a r d i n g  man/computer communication i n  a  v e r y  l a r g e  c o n t e x t .  
By t h i s ,  w e  c a n n o t  u n d e r s t a n d  t h e  immediate  c o n v e r s a t i o n  of 
man w i t h  t h e  computer  o n l y .  

The n e c e s s i t y  o f  i n d i r e c t  comnunica t ion  and of s e t t i n g  
up a n  i n f o r m a t i o n  c e n t e r  r e s u l t s ,  above a l l ,  from t h e  n e c e s s i t y  
of r e d u c i n g  t o  a  minimum some b a s i c  d i f f i c u l t i e s  of i n f o r m a t i o n  
p r o c e s s i n g  a u t o m a t i o n ,  a s  w e l l  a s  o f  t h e  p o s s i b i l i t y  o f  
m a s t e r i n g  l a r g e  q u a n t i t i e s  of d a t a ,  and of s e c r e c y  p r o t e c t i o n .  

I n  i n d i r e c t  communication, t h e  u s e r  h a s  d i r e c t  c o n t a c t  
n o t  w i t h  t h e  computer  b u t  w i t h  t h e  problem a n a l y s t  i n  t h e  
i n f o r m a t i o n  c e n t e r .  

The exchange of  i n f o r m a t i o n  between t h e  u s e r  and t h e  
i n f o r m a t i o n  c e n t e r  i s  c a r r i e d  o u t  on t h e  s e m a n t i c  l e v e l .  The 
u s e r  s e n d s  p rob lem-or ien ted  a s s i g n m e n t s  t o  t h e  i n f o r m a t i o n  
c e n t e r  and r e c e i v e s  t h e  r e s u l t s  o f  t h e  s y n t a c t i c  p r o c e s s i n g  i n  
a  s e m a n t i c a l l y  p r o c e s s e d  manner. I n  t h e  i n f o r m a t i o n  c e n t e r ,  



the user, on the one hand, is confronted with an aim of 
stating, in more precise terms, the process of working upon 
the problem and of formulating the assignment in greater detail, 
and, on the other hand, the aim of formulating the final 
assignment in a language that is intelligible to the computer. 
The information center has direct contact with the computer 
which can have either an on-line or off-line character. 

Hence, the following functions are fulfilled by the 
information center: 

a) to advise the user when formulating and processing 
problems by submitting a problem-oriented set of data 
that are relevant to the problem; 

b) to convert the user's wishes, which have been made more 
precise, into evaluation programs; 

C) to develop analysis programs with an aim of making 
visible the potential existing in the data and 
program store, and of making an independent contribution 
in support of the user's problem processing; 

d) to organize the available data, its updating and 
storage; 

e) to maintain and further develop the programing system. 

The qualifications of the information center staff must 
include special knowledge for communication with the computer 
and allow them to aid the users as specialist consultants, to 
a certain extent. 

In this way, it is possible to use to the maximum all the 
available potential both in the semantics controled process 
of conceiving the solution of a problem, and when using the 
data and program files of a data bank. 

In the literature, in most cases, indirect communication 
by means of an information center is considered as a temporary 
solution caused by the state of technology. Our explanations, 
on the contrary, make clear that an effective linking of 
semantic and syntactical information-processing operations 
calls upon an information center as an essential element of 
man/computer communication. Above all, this helps to overcome 
basic difficulties of data processing that we may call paradoxes. 

As the tasks to be solved by computer cannot be reduced 
to merely using ready-made models, the sole consideration of 
direct communication that is typical of cases a) and b) is 
insufficient. By this, we would impose limits on computer 
application that are unjustified by the facts. It is the 
generating integration of machine-operated information processing 
into the complex information processing of man. This trend 
will obtain a decisive role in future. The setting up of 
automated information-processing systems will cover all spheres of 
social life. 



To sum up ,  man/computer communication c a n  be c h a r a c t e r i z e d  
a s  s e m a n t i c a l  d i r e c t i n g  of  s y n t a c t i c  i n f o r m a t i o n - p r o c e s s i n g  
o p e r a t i o n s .  It c o m p r i s e s  t h e  development  of  s i m p l e  and complex 
models  t o  work upon s c h e m a t i c  t a s k s ,  i n c l u d i n g  a  t e c h n o l o g y  
f o r  p roduc ing  p r o b l e m - r e l a t e d  submodels f o r  nonschemat ic  t a s k s ,  
hardware and s o f t w a r e  and o r g a n i z a t i o n a l  components b e i n g  
u n i t e d  t o  form e f f i c i e n t l y  o v e r a l l .  

I n d i r e c t  man/computer communicat ions  e x t e n d  t h e  p o s s i b i l i t i e s  
o f  a p p l y i n g  e l e c t r o n i c  d a t a  p r o c e s s i n g  t o  s o l v e  t a s k s  t h a t  
c a n  be programed, and makes t h e  p o s s i b i l i t i e s  o f  d i r e c t  man/ 
computer  communication more comple te .  

The e v e r  l a r g e r  a p p l i c a t i o n  o f  e l e c t r o n i c  d a t a  p r o c e s s i n g  
a l l o w s  r e c o g n i t i o n  of  two b a s i c  d i r e c t i o n s  which must  be  
c o n s i d e r e d  i n  t h e o r e t i c a l  r e f l e c t i o n  and  i n  p r a c t i c a l  sys tems  
d e s i g n .  On t h e  one hand,  t h e  development  of  hardware and 
s o f t w a r e  i n  t h e  n e x t  y e a r s  w i l l  make p o s s i b l e  a n  i n c r e a s i n g  
u s e r  f r i e n d l i n e s s  of  e l e c t r o n i c  d a t a  p r o c e s s i n g ,  and t h u s  a  
d e s i g n  of  e v e r  more e f f i c i e n t  d i r e c t  man/computer communication 
s y s t e m s ,  b u t ,  on  t h e  o t h e r  hand, t h e  i n d i r e c t  forms o f  
man/computer communication a q u i r e  a  c o n s t a n t l y  growing impor tance  
f o r  t h e  dynamic i n t e g r a t i o n  of  t h e  p o t e n t i a l  o f  t h e  d a t a - p r o c e s s i n g  
t e c h n o l o g y  i n t o  complex forms o f  problem p r o c e s s i n g  and s o l v i n g  
o p e r a t i o n s  i n  management, p l a n n i n g ,  and s c i e n t i f i c  r e s e a r c h ,  
a s  w e l l  a s  i n  d i a g n o s i s ,  t h e r a p y ,  and i n  development .  From t h i s ,  
t h e r e  r e s u l t s  a  more and more i n t i m a t e  i n t e r a c t i o n  between 
problem a n a l y s i s  adap ted  t o  t h e  needs  o f  t h e  compute r ,  t h e  
d e s i g n i n g  and programing o f  i n f o r m a t i o n - p r o c e s s i n g  o p e r a t i o n s ,  
and t h e  c r e a t i o n  of  u s e f u l  complex i n f o r m a t i o n  sys tems .  

I n  t h i s  way, t h e  o r g a n i z a t i o n  o f  i n f o r m a t i o n  p r o c e s s i n g  
i s  becoming a  l i n k  between computer  s c i e n c e  and t h e  r a t i o n a l  
o r g a n i z a t i o n  of p r o c e s s e s  o f  work on  a  s o c i a l  s c a l e .  F o r  t h i s  
r e a s o n ,  i n f o r m a t i c s  a s  a  new s c i e n c e  of  i n t e g r a t i n g  machine- 
e f f e c t e d  i n f o r m a t i o n  p r o c e s s i n g  o p e r a t i o n s  i n t o  t h e  whole 
sys tems  o f  human a c t i v i t i e s  i s  t o  b e  c o n s i d e r e d  i n  a  l a r g e r  
s e n s e  t h a n  i s  s u g g e s t e d  by t h e  t e r m  computer  s c i e n c e .  

The problem of man/computer communication a s  l i n k i n g  
s e m a n t i c  and s y n t a c t i c a l  i n f o r m a t i o n - p r o c e s s i n g  o p e r a t i o n s  
t u r n s  o u t  t o  b e  a  c e n t r a l  problem i n  t h e  development  of  t h e  
t h e o r e t i c a l  f o u n d a t i o n s  of  i n f o r m a t i c s .  

A number o f  t e c h n i c a l  problems and  t h e o r e t i c a l  problems 
of o r g a n i z a t i o n  a r e  invo lved  i n  l i n k i n g  up compute rs  t o  computer  
ne tworks  1131.  One o f  t h e  t e c h n i c a l  q u e s t i o n s  i s  t h e  o p t i m a l  
l a y o u t  o f  t h e  network a c c o r d i n g  t o  t h e  g i v e n  t e c h n o l o g i c a l  
f a c i l i t i e s ,  t h e  performance demanded from t h e  n e t  and a c c o r d i n g  
t o  economic c o n d i t i o n s  [ 4 ] .  Other  t e c h n i c a l  q u e s t i o n s  a r e  
t h o s e  o f  n e t w o r k - c o n t r o l ,  l i n e - c o n t r o l ,  o f  a d a p t a t i o n  i n  
h e t e r o g e n e o u s  computers  and t h e  communication sys tem,  which may 
i n c l u d e  s o - c a l l e d  communication c o u n t e r s ,  f o r  i n s t a n c e  i n  t h e  
c a s e  o f  t h e  n e t  ARPA: IMP ( i n t e r f a c e  message p r o c e s s o r )  1161. 
A s  computer  ne tworks  a r e  supposed t o  c o n t r i b u t e  t o  a  b e t t e r  
u s e  o f  c a p a c i t i e s  o f  t h e  i n d i v i d u a l  compute rs  and of  o v e r a l l  



r e s o u r c e s  [ I l l ,  it i s  n e c e s s a r y  t o  i n v e s t i g a t e  t h e  forms o f  
c o o p e r a t i o n  between computer  network and t h e  u s e r  under  
t h e o r e t i c a l  a s p e c t s  o f  o r g a n i z a t i o n .  Systems p l a n n i n g  i s  
i n v o l v e d  when t r y i n g  t o  s a t i s f y  a l l  o f  t h e  i n d i v i d u a l  u s e r ' s  
demands and ,  a t  t h e  same t i m e ,  t o  make b e s t  u s e  o f  t h e  r e s o u r c e s  
o f  t h e  computer  network.  The u s e r ' s  demands c a n  v e r y  w e l l  
c o n t r a d i c t  e a c h  o t h e r  and t h e r e b y  make an " i d e a l "  s o l u t i o n  f o r  
t h e  computer  network under  economic a s p e c t s  d i f f i c u l t .  The 
i n d i v i d u a l  u s e r ,  when p r o c e s s i n g  a  problem,  s h o u l d  be  c o n f r o n t e d  
w i t h  t h e  computer  network a s  l i t t l e  a s  p o s s i b l e .  I t  shou ld  be  
t h e  a im t o  be  a b l e  t o  p l a c e ,  a t  t h e  u s e r ' s  d i s p o s a l ,  t h e  means 
o f  a  c o m p l e t e  comput ing c e n t e r  i n d e p e n d a n t l y  o f  him h a v i n g ,  
i n  t h e  d i r e c t  o r  i n d i r e c t  d i a l o g ,  a  s i m p l e  t e r m i n a l  o r  a  l a r g e r  
compute r .  

A t  p r e s e n t ,  b a t c h  p r o c e s s i n g  i s  d o m i n a t i n g  among t h e  ways 
o f  r u n n i n g  o f  compute r s .  S t a r t i n g  f rom ne tworks  a l r e a d y  
p r e s e n t ,  f o r  i n s t a n c e  ARPA, TSS Network, OCTOPUS, e t c . ,  [ 1 9 ] ,  
we w i l l  have t o  c o n s i d e r  f o r  t h e  f u t u r e  a  m a i n l y  i n t e r a c t i v e  
way o f  r u n n i n g  ( d i r e c t  d i a l o g u e ) .  The r u n n i n g  o f  a  computer  
network w i l l ,  t h e r e f o r e ,  c o n s i s t  i n  a  m i x t u r e  o f  s i m p l e ,  
e x t e n d e d ,  and i n d i r e c t  ( m e d i a t e d )  communicat ion.  Q u e s t i o n s  
c o n c e r n i n g  c o o p e r a t i o n  o f  t h e  d i f f e r e n t  ways o f  r u n n i n g  [14]  
and c o n c e r n i n g  c o o p e r a t i o n  w i t h  t h e  u s e r  w i l l  a r i s e .  Batch- 
p r o c e s s i n g  j o b s  w i l l  e n t e r  i n t o  t h e  n e t  n o t  o n l y  v i a  t h e  
o p e r a t o r  o r  t h e  i n f o r m a t i o n  c e n t e r  b u t ,  a c c o r d i n g  t o  t h e  
t e c h n i c a l  f a c i l i t i e s ,  a l s o  v i a  b a t c h  p r o c e s s i n g  o r  more s i m p l e  
t e r m i n a l s .  The t e c h n i c a l  i n t e g r a t i o n ,  a l s o  o f  t h e  p rograming ,  
o f  t h e  network d e t e r m i n e s  whe ther  d i s t r i b u t i o n  o f  r e s o u r c e s  
i s  accompl i shed  manua l ly  o r  t o  a  l a r g e  e x t e n t  a u t o m a t i c a l l y .  
I n  h e t e r o g e n e o u s  ne tworks ,  t h e  i n c o m p a t i b i l i t y  o f  j o b  c o n t r o l  
l a n g u a g e s  c a u s e s  d i f f i c u l t i e s  i n  a d a p t a t i o n  among t h e  compute r s ,  
which c a n n o t  be e l i m i n a t e d  even  by a  s t a n d a r d i z e d  network 
l a n g u a g e  ( t h a t  is ,  one  v a l i d  t o  a l l  c o m p u t e r s ) .  The forms o f  
communicat ions  between t h e  computer  network and t h e  u s e r  a r e  3  
t h e  same a s  t h o s e  between t h e  u s e r  and a n  i n d i v i d u a l  compute r .  
D i r e c t  communicat ion between t h e  network and t h e  u s e r  i s  
e s s e n t i a l  p a r t i c u l a r l y  w i t h  d i s p o s i t i o n a l  s y s t e m s  w i t h  s h o r t -  
t i m e  r e s p o n s e ,  f o r  i n s t a n c e  i n  t h e  c a s e  o f  t r a v e l - b o o k i n g  
s y s t e m s  ( s p a c e  r e s e r v a t i o n  sys tem)  s u c h  a s  SITA ( S o c i e t 6 - I n t e r -  
n a t i o n a l e  ~ 6 l 6 c o r n m u n i c a t i o n  A g r o n o u t i q u e ) .  D i r e c t  communication 
a l s o  t a k e s  p l a c e  when c o n t r o l l i n g  t e c h n o l o g i c a l  p r o c e s s e s .  I f  
t h e  u s e r  is  working w i t h  a  d a t a  bank,  which h a s  been d e s i g n e d  f o r  
t h e  s o l u t i o n  o f  e x t r e m e l y  d i f f e r e n t  t a s k s  ( s c h e m a t i c  a s  w e l l  a s  

3 ~ h i s  i s  t r u e  i f  we c o n s i d e r  t h e  computer  ne tworks  
e s s e n t i a l l y  f rom t h e  a s p e c t  o f  i n f o r m a t i o n  s y s t e m s ,  and 
p r e f e r a b l y  n o t  f rom t h e  a s p e c t  of t h e  new q u a l i t i e s ,  which 
c o u l d  a r i s e  f rom t h e  m u l t i f o l d e d n e s s  o f  t h e  r e s o u r c e s ,  f o r  
i n s t a n c e  when t h e  ne tworks  a r e  used  f o r  immediate  communication 
among p e o p l e ,  a s  a t  a  c o n f e r e n c e .  



nonschemat ic )  such  a s  u n i v e r s i t i e s  o r  h o s p i t a l s  may b e  c o n f r o n t e d  
w i t h  t h e  c h o i c e  o f  a  computer  w i t h  t h e  most  a p p r o p r i a t e  r e s o u r c e  
f o r  s o l v i n g  problems,  a  p a r t i c u l a r  t a s k  c a n n o t  b e  accompl i shed  
immedia te ly  o r  a u t o m a t i c a l l y .  The p u t t i n g  o v e r  o f  t h e  t a s k s  t o  
t h e  a p p r o p r i a t e  compute rs  a s  w e l l  a s  t h e  a d v i s i n g  of t h e  u s e r s  
o f  how t o  u s e  t h e  sys tem e f f e c t i v e l y  makes an  i n f o r m a t i o n  c e n t e r  
a b s o l u t e l y  e s s e n t i a l  i n  t h e  c a s e  o f  i n d i r e c t  communication. 
N e i t h e r  w i l l  such  a  c e n t e r  be  o f  o n l y  a  p r o v i s i o n a l  s h o r t - t i m e  
h e l p  u n t i l  b e t t e r  t e c h n i c a l  means, a l s o  o f  programing,  a r e  
a v a i l a b l e  ( c o n t r a r y  t o  o t h e r  o p i n i o n s ) .  The e s t a b l i s h m e n t  o f  
a  c e n t e r  o f  i n f o r m a t i o n  is  a b s o l u t e l y  n e c e s s a r y  when a  problem- 
r e l a t e d  t a s k  and programing a r e  c a l l e d  f o r .  One c a n ,  more o r  
l e s s ,  a s c e r t a i n  t h e r e b y  i f  t h e  t e c h n i c a l  b a s i s  c o n s i s t s  of a  
s i n g l e  computer  o r  a  network.  W e  a r e  even of  t h e  o p i n i o n  t h a t  
t h e  computer  network w i l l  c r e a t e  a d d i t i o n a l  t a s k s ,  based  on t h e  
d e g r e e  t o  which t h e  i n f o r m a t i o n  c e n t e r  i s  equ ipped .  The r e a s o n  
f o r  t h e  i n s t a l l a t i o n  o f  an  i n f o r m a t i o n  c e n t e r  e v o l v e s ,  i n  o u r  
o p i n i o n ,  from t h e  s o l u t i o n  of nonschemat ic  t a s k s  r e l a t e d  t o  t h e  
f o l l o w i n g  e l e m e n t a r y  s i t u a t i o n s  of d a t a  p r o c e s s i n g  which,  
p o s s i b l y ,  one  c o u l d  d e s c r i b e  a s  p a r a d o x i c a l :  

a )  t h e  h a n d l i n g  of a  problem r e q u i r e s  t h e  m a s t e r i n g  of 
t remendous amounts o f  d a t a ,  a l t h o u g h  it i s  i m p o s s i b l e  
f o r  an  i n d i v i d u a l  u s e r  t o  m a s t e r  such  amounts of d a t a  
knowledge. W e  p roceed  from t h e  v i e w p o i n t  t h a t  t h e  
u s e r  s h o u l d  n o t  a c q u i r e  e x t e n s i v e  knowledge and 
c a p a b i l i t y  f o r  computer  o r  computer network u s e .  I t  
must  be  no ted  t h a t  t h e  d e g r e e  o f  c o m p l i c a t i o n  r e l a t e d  
t o  t h e  t e c h n o l o g y  i n v o l v e d  i n  m a s t e r i n g  v a s t  amounts 
of d a t a  c o n s i d e r a b l y  i n c r e a s e s  w i t h  t h e  amount of d a t a  
and t h e  number o f  computers  s t o r i n g  o n l y  p a r t  of t h e  
t o t a l  amount of d a t a .  

Thus f a r ,  t h e  s i t u a t i o n  i n  t h e  u s e  o f  compute rs  i s  
t h a t  t h e  o p e r a t o r  h a s  had t o  a c q u i r e  e x t e n s i v e  knowl- 
edge  a b o u t  compute rs  o r  t h e  computer network. We 
have conc luded  t h a t  t h e  human b e i n g  i s  c a p a b l e  o f  
d e a l i n g  w i t h  a  maximum of  t e n  thousand  up t o  a  hundred 
thousand  p i e c e s  of d a t a  depending  on t h e  a v e r a g e  d e g r e e  
of  d i f f e r e n t i a t i o n .  I t  i s  p r a c t i c a l l y  i m p o s s i b l e  f o r  
t h e  i n d i v i d u a l  u s e r  t o  d e a l  w i t h  s e v e r a l  m i l l i o n  b i t s  
of  d a t a .  Thus, w e  submi t  t h a t  it i s  i m p o s s i b l e  f o r  
t h e  i n d i v i d u a l  u s e r  t o  have a n  overv iew of  v a s t  amounts 
o f  d a t a ,  which most  p r o b a b l y  a r e  s t o r e d  i n  s e v e r a l  
d i f f e r e n t  computers .  

I n  t h i s  c a s e ,  t h e  i n f o r m a t i o n  c e n t e r  h a s  t h e  t a s k  of 
a d v i s i n g  t h e  u s e r  i n  s e l e c t i n g  t h e  n e c e s s a r y  d a t a  and 
program f u n c t i o n s  n e e & d  f o r  t h e  s o l u t i o n  o f  t h e  
problem.  

b )  The i n f o r m a t i o n  c e n t e r  makes s u r e  t h a t ,  d e s p i t e  t h e  
u n a v o i d a b l e  changes  i n  a v a i l a b l e  d a t a  ( u p d a t i n g  
e x p a n s i o n ,  f i l i n g  t h e  d a t a ,  e t c . ) ,  t h e  p r o c e s s i n g  



sys tem r e m a i n s  s t a b l e  and t o p i c a l  f o r  t h e  u s e r .  These  
c h a n g e s  a r e  made by t h e  s t a f f  of t h e  i n f o r m a t i o n  
c e n t e r .  The u s e r  mus t  e x e r c i s e  a  c o n t r o l ,  however,  
t o  d e t e r m i n e  i f  t h e  sys tem i s  c a p a b l e  o f  p r o v i d i n g  t h e  
i n f o r m a t i o n  n e c e s s a r y  t o  s o l v e  t h e  problem t o  b e  
d e a l t  w i t h .  

The i n f o r m a t i o n  c e n t e r  a l s o  i n f o r m s  t h e  u s e r  a b o u t  
c h a n g e s  i n  t h e  l i n k - u p  p o s s i b i l i t i e s  o f  t h e  computer  
network.  The s t a b i l i t y  o f  t h i s  s y s t e m  c a n  a l s o  b e  
s e c u r e d  t h r o u g h  t h e  e s t a b l i s h m e n t  o f  p r i o r i t i e s  f o r  
t a s k s  t h a t  a r e  a p p l i c a b l e  w i t h i n  t h e  network.  

C )  An e f f e c t i v e  u s e  of t h e  g i v e n  amount o f  d a t a  r e q u i r e s  
u s a g e  by a l l  members o f  t h e  s p h e r e  of a p p l i c a t i o n ,  
a l t h o u g h  t h e  c o n d i t i o n s  f o r  o r d e r ,  s e c u r i t y ,  and 
p r o t e c t i o n  o f  s e c r e c y  l i m i t  t h e  d i s s i m i n a t i o n  of 
d e t a i l e d  knowledge a b o u t  t h e  t y p e ,  s t r u c t u r e ,  and 
o p e r a t i o n  of t h e  sys tem.  There  a r e  two c a s e s  t h a t  
must b e  d i f f e r e n t i a t e d  h e r e b y :  F i r s t ,  t h e  d a t a  
s t o r e d  i n  t h e  compute r  a s s i g n e d  t o  t h i s  s p h e r e  mus t  
be  s e c u r e d .  Second,  t h e  d a t a  bank o f  t h e  e n t i r e  
computer  network must  b e  s e c u r e d  a g a i n s t  u n a u t h o r i z e d  
u s a g e .  

I n  t h e  f i r s t  c a s e ,  s u c h  s e c u r i t y  c a n  be  implemented 
t h r o u g h  program and o r g a n i z a t i o n a l  means t a k e n  by t h e  
i n f o r m a t i o n  c e n t e r  o f  t h e  a r e a  o f  a p p l i c a t i o n .  

I n  t h e  second c a s e ,  t h e  s e c u r i n g  o f  d a t a  o c c u r s  t h r o u g h  
c o r r e s p o n d i n g  s a f e t y  m e a s u r e s  i n c l u d e d  i n  t h e  program, 
and t h i s  i s  t h e  r e a s o n  t h a t  t h e  o t h e r  i n f o r m a t i o n  
c e n t e r s  o f  t h e  computer  network d o  n o t  r e c e i v e  informa-  
t i o n  r e l a t e d  t o  t h e s e  d a t a .  

The l a n g u a g e  e l e m e n t s  n e c e s s a r y  f o r  t h e  computer  
network c o n t r o l  t o  a c t i v a t e  t h e  t a s k s  a r e  a l s o  added 
by t h e  i n f o r m a t i o n  c e n t e r .  

The e s t a b l i s h m e n t  of a  main i n f o r m a t i o n  c e n t e r  c o u l d  
become n e c e s s a r y  based  o n  t h e  d e g r e e  t o  which t h e  network i s  
e q u i p p e d ,  f o r  i n s t a n c e ,  i f  t h e  d i s t r i b u t i o n  o f  r e s o u r c e s  
( i - e . ,  computer  s t i l l  t i m e  which c a n  be  made a v a i l a b l e  f o r  
g e n e r a l  u s a g e )  i s  d e t e r m i n e d  c e n t r a l l y .  Among t h e s e  d e c i s i o n s  
a r e  i n c l u d e d  t h e  s t i p u l a t i o n  o f  l i m i t a t i o n s  and p r i o r i t i e s  [ 4 ]  

I n  t h e  same way i n  which computer  ne tworks  o f  t h e  f u t u r e  
w i l l  p rove  t o  be  t h e  t e c h n i c a l  b a s i s  f o r  t h e  u s e  o f  compute r s ,  
t h e  a c t u a l  accomplishment  of man/computer communicat ion w i l l  
d e t e r m i n e  t h e  e f f e c t i v i t y  o f  t h e  o r g a n i z a t i o n a l  s y s t e m s  o f  
t h e i r  u s e .  From t h i s  v iew,  i n v e s t i g a t i o n s  o f  man/computer 
communicat ion a r e  e s s e n t i a l  components i n  a d d i t i o n  t o  t h e  
t e c h n i c a l  and programing t e c h n i c a l ,  computer  network c o n c e p t i o n s .  
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